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1. Introduction

The Gn reference point applies to scenario-3 and enables the E2E tunnel extension as described in SA2#35 tdoc 
S2-033454.

This document discusses the introduction of the optional Gn reference point between the Packet Data Gateway and the Gateway GPRS Support Node. The Gateway GPRS Support Node connects via the Gi reference point to packet data networks, which may be PLMN Service Network(s), corporate intranets, or the Internet. 

The main purpose with the WLAN-GPRS Interworking effort is to standardise how a (U)SIM equipped WLAN UE can access the 3GPP PS Domain Services. In order that the mobile operator who provides this WLAN-GPRS Interworking shall be able to bill for these services, an extensive set of different charging mechanisms is also required.  Such a set of extensive charging mechanisms has been put in place for GPRS since quite some time ago, and it is further developed and fine tuned in search for successful ways to make good business in this new arena.  

In this paper we present the possibilities to reuse some of these mechanisms and functions that already exist for GPRS. We would like to highlight the possibility to avoid “re-inventing the wheel”, that is, to see how these in many cases already standardised, available and ready-to use functions can be introduced into WLAN-GPRS interworking. We can’t really see how it can benefit the mobile operator industry if these functions are duplicated. This can only result in more complex networks, which implies higher costs for both operators, end-users and vendors. If WLAN-access to 3G Services were a high revenue area, then the cost for complexity could of course be motivated, but hardly anyone in the mobile industry today believes this will be the case.        

In the discussion below a number of different areas where reuse applies is outlined. 

2. Discussion

There are a number of areas where reuse of existing standards and infrastructure is possible. The areas discussed in this document are:

· Online and offline charging

· IP flow based bearer level charging

· IP address allocation 

· Authentication in external networks

Some areas where we would like to highlight possible technical solutions or benefits in general are discussed in:

· Mapping between E2E tunnel and GTP tunnel

· Simplified access to 3GPP PS domain services

· Mobility between GPRS and WLAN

2.1 Online and Offline Charging  

There is already functionality specified in the GGSN to support the charging requirements from the operators. These requirements have been developed during several years of standardization and also by carefully study the market for mobile data. 

GGSN can perform byte count and provide charging information to the CGF over the Ga interface for the off-line charging case. The information is sent in the G-CDRs. The CDRs includes parameters to enable the CGF to perform correct charging, rating and billing. This functionality includes byte count, and time based charging and rating based on different services characteristics such as QoS, APN etc. The on-line charging case will be standardized based on Rel-5 online charging for IMS. Note that the IP Flow Based Bearer Level charging described below, can be used in the GGSN for both online and offline charging.

The intention is to reuse the online and offline charging functions in the GGSN for WLAN access. This is possible by introducing the Gn interface connecting the PDG and the GGSN.

2.2 IP Flow Based Bearer Level Charging

The IP flow based bearer charging shall provide differentiated service data flow based charging, in case of both online and offline charging.

The IP flow based bearer charging system consists of the Traffic Plane Function (TPF) in the GGSN, the Charging Rules Function (CRF) that has the Gx interface to the GGSN and the Online Charging System (OCS) interfacing the GGSN over the Gy. There is also the Gz interface for sending offline charging information.

The communality of Gy and Gz with Ro and Rf interfaces for Rel-6 is currently being studied by SA5 so that further harmonization, leading to a reduction of the number of interfaces to be implemented, is likely.

In the CRF there will be provision and control of service data flow level charging rules. The TPF is the packet inspection function that uses these charging rules for filtering and counting for downlink and uplink traffic. Reporting of service data flow level packet counts for offline and online charging is done by the TPF. The OCS will provide rating and credit management for online charging. 

The IP Flow Based Bearer Level Charging implies a trend of moving the charging from the SGSN to GGSN. The GGSN will be a common inspection point for charging, in the TPF. 

With the tunnel extension mechanism for WLAN access to 3G services, the functions providing charging that are implemented in the GGSN and in functional elements surrounding the GGSN will be reused. In this way by doing charging in one point for all accesses, WLAN will also automatically be part of the continued evolution of the charging mechanisms for 3G services.  

· The TPF must exist in the data plane, and is allocated to the GGSN for GPRS. It can thus be reused for this capability for WLAN, if the WLAN data plane passes through the GGSN.  It is more efficient to reuse these functions that are already implemented in the GGSN, than to duplicate functions and interfaces to charging infrastructure, to the PDG. The PDG will be more complex and expensive if charging functions shall be implemented. With the tunnel extension, a simple PDG implementation is possible, which will enable faster and cheaper development of the scenario 3 access to GPRS services.  
· Keeping the TPF in the GGSN will facilitate and be in line with the trend to concentration of charging and the packet inspection to fewer points in the network. WLAN will connect to a common charging inspection point in the GGSN, i.e. the TPF. The TPF in the GGSN will be placed before the data path forks to WLAN or GPRS access. This will help to apply a common consistent charging to all users, irrespective of access method used. Of course, there exists today in GPRS the possibility to support multiple PDP contexts to different GGSNs, but charging coordination problems can arise from this situation. Charging coordination can be handled more efficiently for WLAN with a common handling of GGSN selection, e.g. using a DNS system on the GPRS backbone, so that GPRS and WLAN access can be directed to the preferred GGSN in each situation.
2.3 IP Address Allocation 

GGSN has several mechanisms for allocating IP address dynamically to a UE. These includes:

· Allocation from an IP address pool in GGSN

· Allocation using RADIUS server(s) in the PLMN or RADIUS servers in corporate intranets

· Allocation using DHCP server(s) in the PLMN or DHCP servers in corporate intranets

A configuration parameter per APN decides what allocation method to use.

When a GTP tunnel is established using the Create PDP Context Request message, an IP address is assigned for the UE and returned in the Create PDP Context Response message. Both IPv4 and IPv6 address allocation are supported and for IPv6 stateless as well as stateful address allocations are supported. 

This IP address allocation method is reused for allocation of the WLAN UE remote IP address when the Gn reference point is used. The PDG receives the allocated IP address in the Create PDP Context Response message and forwards it using mechanisms in the end-to-end tunnel setup procedure.

The IP address allocation is specified in TS 29.061 “Interworking between the PLMN supporting packet based services and PDNs”. The messages that convey the allocated IP address between the GGSN and the PDG is described in TS 29.060 “GPRS Tunneling Protocol across the Gn and Gp Interface”.


2.4 Authentication in External Networks

In GPRS authentication can be done on two levels. The first is the normal authentication of the (U)SIM i.e. the IMSI, in the HLR. The second is an optional authentication in the external network the user wants to connect to e.g. a corporate intranet. If mobile operators want to offer corporate access over WLAN in the same way as in GPRS, some mechanisms for this second level of authentication can be possible to reuse. 

In the GPRS terminal there is a PPP interface towards the IP application. PPP is only used locally in the terminal and the authentication information that is the result of the local PPP/NCP handshake is forwarded to the GGSN as “Protocol Configuration Options” (PCO) in the Create PDP Context Request message. 

The GGSN has a RADIUS client function, which sends the authentication information received in the PCO to an authentication server, which is configured for the APN. RADIUS Authentication is used according to RFC2865 and RFC 3162. The authentication server checks that the user can be accepted. The response (when positive) may contain network information, such as the allocated IP address as described in the subclause above. 

The information delivered during the RADIUS authentication can be used to automatically correlate the users identity (the MSISDN or IMSI) to the IP-address or IPv6 prefix, assigned/confirmed by the GGSN or the authentication server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' authentication server.

When the GTP tunnel is established between the PDG and the GGSN, a RADIUS Accounting-Request START message is sent to the RADIUS server in the external network. When the tunnel is removed a corresponding RADIUS Accounting-Request STOP message is sent. The parameters sent in the START & STOP messages are specified in TS 29.061 clause 16 “Usage of RADIUS on Gi interface”.  

We see a need to discuss whether mobile operators want to offer corporate access over WLAN in the same way as in GPRS and how this “second level” of authentication then shall be done for WLAN. 

2.5
Mapping between E2E tunnel and GTP tunnel

The end-to-end tunnel between the WLAN UE and the PDG is setup according to the procedure described in TS 23.234. In a configuration when the Gn reference point is used, then this procedure triggers the setup of the GTP tunnel between the PDG and the GGSN. Each end-to-end tunnel is mapped one-to-one to a GTP tunnel. The GTP tunnel between PDG and GGSN is established using the two messages Create PDP Context Request and Create PDP Context Response. A GTP tunnel is identified in each node with a TEID (Tunnel End-point Identifier - an integer), an IP address and a UDP port. 
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In GPRS different quality-of-service can be assigned to GTP tunnels. When the WLAN access can provide QoS differentiation as well (e.g. the outcome of the IEEE 802.11e working group), it should be possible to have a QoS mapping in the PDG between the end-to-end tunnel and the GTP tunnel. This should be possible since both are based on DiffServ. Then continuous QoS between the WLAN UE and the network will be ensured and the mobile operator will be able to control the QoS usage through the GGSN.

The W-APN provided over the end-to-end tunnel shall be forwarded in the Create PDP Context Request message to GGSN to select external network e.g. PLMN service network, a corporate intranet or the Internet. Internet access can be provided directly from the WLAN Access Network using scenario 2, but of course nothing prevents a PLMN operator from providing Internet access as well via Gi interface using scenario 3. Some mobile operators might have benefits in using one unified access for all kinds of traffic. 

The IMSI of the WLAN UE shall be forwarded to GGSN in the Create PDP Context Request message. 

For further details on GTP tunnel management please refer to TS 29.060.

2.6
Simplified Access to 3GPP PS Domain Services 

The access to 3GPP PS domain services is simplified by using the tunnel extension. This is because there is only one common interface to the different application services, i.e. the Gi interface. Whatever information is needed from the network to access a specific service, WLAN can reuse this because the service is accessed via the same interface. 

Also, this simplification of access to services applies also for future functions. The reason is again that WLAN will be a well-integrated part of the GPRS architecture, and hence it will be easier to apply updates and additions to both WLAN and GPRS.

2.7
Mobility between WLAN and GPRS 

With the tunnel extension solution different scenarios for reuse of the GPRS mobility mechanisms can be outlined. The scenarios will look different if the WLAN and GPRS sessions shall exist in parallel or not. If they exist in parallel one possibility would for example be to use the same IP address for the WLAN UE and the GPRS UE. This might be accomplished using “Secondary PDP Contexts” for the WLAN session. The Traffic Flow Template (TFT) mechanism in the GGSN will select WLAN or GPRS access for incoming downlink IP packets.

If WLAN and GPRS sessions shall not exist in parallel, different levels of handover may be outlined. Most ambitions would be to introduce the ISRAU signaling (inter SGSN routing area update) between the PDG and the GPRS SGSN. The SGSN Context Request and Context Response messages would be used for this. But since a GPRS UE may have several simultaneous PDP Contexts active whereas the WLAN only can have one, a scheme for how to handle this needs to be developed. This is Scenario 4 and 5 which is left for 3GPP Rel-7 or beyond.

One of the less ambitious approaches would be where the GPRS PDP Contexts just are deactivated when the WLAN session becomes active. Control plane signaling or a GGSN internal handling can accomplish this.   

The scenario where the GPRS UE and the WLAN UE has different (U)SIMs, might also influence how these scenario 4 and 5 mobility functions are made.     

Tunnel extension solution opens up additional possibilities for how mobility between GPRS and WLAN can be solved in scenario 4 and 5.

3. Conclusion

It is our belief that by using the tunnel extension, the operators can take most advantage of WLAN till the lowest cost. 

Avoiding putting all these requirements on PDG, can speed up the deployment of WLAN as a complementary access to GPRS.    
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