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1. Introduction
This doc provide clarifications of Ws, Wc :

1. Both reference point are for scenario 2 and beyond, not only for scenario3.
2. Protocols for both reference point need to consider more carefully, CN4 is now making decision for them, current SA2 limitation with “a single ” AAA protocol is not clearly justified, and cause confusions in CN4. It should be removed, or re-discussed, if SA2 is responsible to provide a proper guidance for CN4 on this issue. 
2. Proposed revision to TS

**************BEGINNING OF CHANGES**************************
6.3.12
Ws reference point


6.3.12.1
General description

The Ws reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  

6.3.12.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs
6.3.12.3
Protocols

The Ws reference point shall be based on AAA protocol. EAP authentication shall be transported over Ws reference point.

Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS

6.3.13
Wc reference point


The reference point Wc is located between the 3GPP AAA Server and the 3GPP AAA Proxy.  The prime purpose of the protocols crossing this reference point is to transport charging related information in a secure manner.  The reference point shall be based on AAA protocol.

Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS

The functionality of the reference point is to transport:

-
Charging signalling per WLAN user.

*********************END OF CHANGES*************************

3. Discussion on the protocols for Ws &Wc: Co-Existence of RADIUS and Diameter
Why RADIUS should be supported on Ws/Wc reference point?
RADIUS is currently widely used protocol in WLAN environments, core network and charging systems. It should be noted that basic RADIUS does not support all the Diameter features, such as server initiated messages and may not operate with the highest possible security turned on. Diameter is a better protocol, but it is not very widely deployed yet. Therefore, gradual migration from RADIUS to Diameter seems to be one potential way to go further. 

From the network evolution and deployment point of view, RADIUS based WLAN ANs and AAA proxies & severs, i.e., the combination of Wr/R+Ws/R in figure1, will exist in long run. Some operators would continually keep RADIUS based AAA proxies & severs rather than deploy these DIAMETER based network elements immediately taking into the consideration the investment protection, service stability, and technology maturity.
It is possible to improve the capabilities of RADIUS. Some features have been done now by RADIUS extension standard, e.g. the network initiated procedures.
IETF is now setup a new RADIUS-Ext BOF to study Additional attributes are needed for RADIUS AAA in Public Wireless LANs (PWLAN).The extension schedule includes: Prepaid support, WLAN Roaming, improved transport behaviour, accounting for SIP, Wi-Fi Alliance attributes, fast handoff, etc.

For operators running numerous RADIUS based AAAs and charging systems, it seems much easier to enhance RADIUS to support some functions than the whole network change to DIAMETER platform.
It should also be noted that RADIUS does not support all the Diameter features, even extended, such as some highly reliable security features.  But these will depend on how much the operators want to pay for the additional security feature of DIAMETER, the leverage of cost and security they can accept, also the stability of the network.
Operators such as China Mobile and Vodafone will like to do efforts to promote works about RADIUS usage and evaluation on the Ws/Wc.
Base on current situation, we propose to keep both RADIUS and DIAMETER possible for the Ws/Wc reference point.
4. Proposal
1. We propose to include the revisions proposed in the section2 of this document, to avoid confusions.
2. If it is agreed or necessary to give some guidance on the Ws/Wc protocols for CN groups, we propose that: CN4 should consider both RADIUS and DIAMETER for Ws/Wc, main limitations and disadvantages of RADIUS (after possible standard extensions) should be point out for the guidance of the deployment.
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