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1 Introduction
This doc proposes to clarify the filtering functionality on WAG.
 Basing on the previous discussions, the WAG act as a important entity to avoid unnecessary messages to go into the PLMN backbone.

The difference between filtering and routing enforcement

The routing enforcement is only defined by the TS to “Enforces routing of packets through the PDG”

For example:

  “-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.” (refer section 6.2.5 in the TS)
Filtering functionality is more general than the routing enforcement, and we also need its functions other than routing enforcement.

We agree the messages should be allowed to go through the WAG are: service requests messages, tunnel establishment and authorized tunneled data.

The filtering is to avoid other messages than the allowed to go through, and the routing enforcement is to “Enforces routing of packets through the PDG”
It’s detail is related to IETF filter and firewall mechanisms, and out scope of the 3GPP, however, we have to clearly identify it is necessary here.
Policies required by routing enforcement may also realized by the filter mechanisms.

2 Some clarification on filter related issues

2.1 About the implementation of the filter: Source address reliability.
With the VPLMN allocated local IP address the WAG can easily apply filter rules containing the source addresses.
With the WLAN AN allocated local IP address: although s2-033438 states in its annex that the NAPTs have the problem of binding the ‘inside’ IP address with ‘outside’ IP address, there are various mechanisms and practice implementations addressed this problem, it may still a problem in for general solution in standard study, but it is not a crucial practical problem, to keep the ‘outside’ IP address bind with the ‘inside’ IP address, the ‘outside’ IP is virtually allocated to the UE.

The filter policies with the source address will work well in most practical cases, also in some standard case, e.g. VPLMN allocates local IP address.
We also support tunnel related identifiers as filter policy parameters to identify the packets.
2.2 Example filtering implementation on the WAG.

We propose the following description as filtering assumption: 

1. By default, Anything which does not appear to be a legacy service request messages is blocked at the WAG by means of firewall rules, once the service request is authenticated and authorized to a particular PDG;

2.Then the Tunnel Data packets are blocked, while the tunnel establishment messages are allowing to traverse pass through WAG, this traffic may also be classified and metered to prevent it from disrupting other users.

3. Once Tunnel Establishment is complete, the Home Network should supply the Visited Network with appropriate packet filters which can identify the Tunnel Data traffic associated with this user. These can be used to open a path through the WAG for this specific traffic. These filters can be provided within AAA signalling.

3 Proposed revision to TS

********************BEGINNING OF CHANGES********************

6.2.5
WLAN Access Gateway 

The WLAN Access Gateway applies to scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in scenario 3. 

The WLAN Access Gateway shall be in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

-
Enforces routing of packets through the PDG.
-
Filters out unauthorised or unsolicited traffic (e.g. traffic other than the expected service request, tunnel establishment messages, and tunnel data) with filtering functions, All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.
Editor’s note: Per-user charging generation in the WAG is FFS.

Note: per-user charging generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG shall provide routing policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

6.2.5.1
Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, routing policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

Editor's note: It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2
Per-user Charging Generation

If required, according to the above requirements for routing enforcement, the WAG has sufficient information to bind a user’s traffic to AAA signalling (and implicitly to a user’s 3GPP identity). The binding can allow an accounting client in the WAG to generate charging records and correlate these with AAA signalling. Hence, per-user charging information can be generated.

6.2.5.3
Summary

Scenario 3 option requires new functionality to exist in the VPLMN, in the WAG. 

Two issues which are FFS are:

1. The detailed definition of routing enforcement information delivered to the WAG (including between HPLMN and VPLMN)

2. How the WAG binds the routing enforcement to a user’s traffic.

Note: From a WAG perspective, the key differentiator is how the WAG binds the routing enforcement to a user’s traffic.

********************END OF CHANGES**************************
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