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Introduction

In TS 23.234, many references to Radius, Diameter and MAP have been left whereas it is the scope of CN4.

This contribution proposes to remove all of these references.

Proposal
Start of change #1

4
WLAN Radio networks interworking with 3GPP

This specification defines two new procedures in the 3GPP System:

-
WLAN Access, Authentication and Authorisation, which provides for access to the WLAN and the locally connected IP network (e.g. Internet) to be authenticated and authorised through the 3GPP System

-
Access to External IP networks, which allows WLAN UEs to establish connectivity with an External IP network, such as 3G operator networks, corporate Intranets or the Internet from a suitable IP network.

For scenario 3, access to External IP Networks should, as far as possible, be technically independent of WLAN Access Authentication and Authorisation. However, Access to External IP Networks from 3GPP WLAN interworking systems shall be possible only if WLAN Access Authentication/Authorisation has been completed first.

Note: The independence requirement does not preclude the possibility that the procedure for access to external IP network may rely on information derived in the procedure for WLAN Access Authorization. 

Scenario 2 requires the first of these capabilities only. Scenario 3 requires a combination of both.

Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking. 
The Packet Data Gateway supports access to External IP networks, including those supporting 3GPP PS Domain based services. Scenario 2 offers direct connection from the WLAN to the Internet/intranet. The WLAN includes WLAN access points and intermediate AAA elements. It may additionally include other devices such as routers. The WLAN User Equipment (WLAN UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.
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Figure 4.1: Simplified WLAN Network Model. The shaded area refers to scenario 3 functionality

As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the 3GPP system and the WLAN, the internal operation of the WLAN is only considered in order to assess the impact of architecture options/requirements on the WLAN.

3GPP-WLAN interworking shall be independent of the underlying WLAN Radio Technology.

End of change #1
Start of change #2
6.3
Reference Points

6.3.1
Wr reference point 

6.3.1.1
General description

The Wr reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks.

6.3.1.2
Functionality

The functionality of the reference point is:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization signalling between WLAN AN and 3GPP Network.

-
Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination







6.3.2 
Wx reference point

This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HSS.  
The functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.

-
Retrieval of WLAN access-related subscriber information (profile) from HSS

-
Registration of the 3GPP AAA Server of an authorised (for WLAN Access) WLAN user in the HSS. 

-
Indication of change of subscriber profile within HSS (e.g. indication for the purpose of service termination).

-
Purge procedure between the 3GPP AAA server and the HSS. 
-
Retrieval of online charging / offline charging function addresses from HSS.
-
Fault recovery procedure between the HSS and the 3GPP AAA Server.

-
Retrieval of service related information (e.g. W-APNs that may be selected by the WLAN UE) including an indication of whether the VPLMN is allowed to provide this service.

6.3.3 
D'/Gr' reference point

This optional reference point is located between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR.  
When the HLR makes it possible the functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.

-
Registration of the 3GPP AAA Server of an authorised WLAN user in the HLR. 

-
Indication of change of subscriber profile within HLR (e.g. indication for the purpose of service termination).

-
Purge procedure between the 3GPP AAA server and the HLR. 
-
Fault recovery procedure between the HLR and the 3GPP AAA server.

-
Retrieval of service related information (e.g. APNs that may be selected by the WLAN UE) including indications of whether the service is to be supported by the HPLMN or by an identified VPLMN.

-
Retrieval of online/offline charging function address from HLR.

Please refer to Annex A for further details of how this may work for different network scenarios.

D'/Gr' include a subset of D/Gr Reference Point.

6.3.4 
Wb reference point 

The Wb reference point is located between WLAN Access Network and 3GPP Network.  The prime purpose of the protocols crossing this reference point is to transport charging-related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks.  

The functionality of the reference point is to transport:

-
Charging signalling per WLAN user

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wb reference point. 

6.3.5 
Wo reference point

The Wo reference point is used by a 3GPP AAA Server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so as to perform credit control for the online charged subscriber. 


The functionality of the reference point is to transport:

-
Online charging data.

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.

6.3.6 
Wf reference point

The Wf reference point is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF).  The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator’s Charging Gateway/Charging collection function located in the visited network or home network where the subscriber is residing. 

The information forwarded to Charging Gateway/Charging collection function is typically used for:

-
Generating bills for offline charged subscribers by the subscribers’ home operator.

-
Calculation of inter-operator accounting from all roaming users. This inter operator accounting is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.


The functionality of the reference point is to transport:

-
WLAN access-related charging data per WLAN user.

6.3.7
Wg reference point
The Wg reference point applies to scenario-3.

This is an AAA interface between the 3GPP AAA proxy and the WAG. It is used to provide information needed by the WAG to perform routing enforcement functions for authorised users.

6.3.8
Wn reference point

The Wn reference point applies to scenario-3.

This is the reference point between the WLAN Access Network and the WAG. This interface is to force traffic on a WLAN UE initiated tunnel to travel via the WAG. A site-to-site tunnel (see Annex C) may be provided for the routing enforcement.

6.3.9
Wp reference point

The Wp reference point applies to scenario-3.

This is the reference point between the WAG and PDG.

6.3.10
Wi reference point

The Wi reference point applies to scenario-3.

This is the reference point between the Packet Data Gateway and a packet data network. The packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry point of IMS, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet data networks is provided via the Wi reference point based on IP. Mobile terminals offered services via the Wi reference point may be globally addressable through the operators public addressing scheme or through the use of a private addressing scheme. When 3GPP network is provided for IMS, Wi reference point is used for policy control interface. It is ffs whether Wi or other reference point is used or not.
6.3.11
Wm reference point

The Wm reference point applies to scenario-3.

This reference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this reference point is to enable:

-
The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE’s IP configuration parameters from/via Packet Data Gateway.


6.3.12
Ws reference point

The Ws reference point applies to scenario-3.

6.3.12.1
General description

The Ws reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  

6.3.12.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs
6.3.12.3
Protocols

The Ws reference point shall be based on a single AAA protocol. EAP authentication shall be transported over Ws reference point.

Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS

6.3.13
Wc reference point

The Wc reference point applies to scenario-3.

The reference point Wc is located between the 3GPP AAA Server and the 3GPP AAA Proxy.  The prime purpose of the protocols crossing this reference point is to transport charging related information in a secure manner.  The reference point shall be based on a single AAA protocol.

Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS

The functionality of the reference point is to transport:

-
Charging signalling per WLAN user.

6.3.14
Wu reference point

The Wu reference point applies to scenario-3.

The Wu reference point is located between the WLAN UE and the Packet Data Gateway. It represents the WLAN UE-initiated tunnel between the WLAN UE and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Wn and Wp reference points, which ensure that the data are routed via the WLAN Access Gateway where routing policy enforcement is applied.

The functionality of the Wu reference point is to enable:

-
WLAN UE-initiated tunnel establishment 

-
User data packet transmission within the WLAN UE-initiated tunnel

-
Tear down of the WLAN UE initiated tunnel

End of change #2
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