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The new Technical Report 23.881 will study interworking and migration scenarios for IPv4 based IMS implementations. In this contribution we look at the communication between P-CSCF and UE. There is a security association between the two using IPSec. Any intermediary node (SIP-ALG, NAT-PT etc) between the two, which changes the IP version, would significantly impact the security architecture. Such discussion and changes are neither desirable nor within the scope of TR 23.881. Another issue is SIP compression: if SIP compression is used between P-CSCF and the UE, then SIP messages cannot be read or modified by intermediate nodes. Also, additional mechanisms for P-CSCF discovery would be needed if IP version interworking was applied between UE and P-CSCF.

Proposal

It is proposed to add the following sub-clause to clause 4 of TR 23.881, and to include the abbreviations used in clause 3.3.

4.1 IP Versions in UE and P-CSCF

IMS security relies heavily on the security association between UE and P-CSCF: IPSec is used between P-CSCF and UE. Any intermediary node between UE and P-CSCF, which changes the IP messages exchanged, would create serious security problems and require significant changes to the IMS security architecture. Such changes are neither desirable nor within the scope of this specification. Thus in this TR it is always assumed that SIP communication between UE and P-CSCF either uses IPv4 or 
IPv6 without intermediaries changing the IP version. 










