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1. Introduction

SA #21 remanded the following issues on WLAN back to SA2 for consideration:

1. PS Charging capabilities (e.g. flow based charging, GPRS charging mechanisms)

2. PS based services as identified in TR 22.934 (e.g. SMS, MMS and IMS)
3. Regulatory requirements e.g. Lawful Interception
4. Future extensibility into Scenarios 4 and 5

This contribution addresses possible responses to these issues.

2. Discussion

2.1 WLAN and PS Charging Capabilities

The key issue for WLAN charging is if the Wireless Access Gateway (WAG) located in a visited network will be able to generate satisfactory billing information with an end-to-end tunnel approach.

This issue was previously discussed in the WLAN drafting group.  The conclusion at that time was WAG charging would be on an “aggregate” basis.  The total amount of data sent to a particular home network along with the quality of service provided would allow one operator to properly charge the other.  This would not allow individual billing or billing based on other than QoS and/or the amount of data.  These restrictions were deemed acceptable at the time of that discussion.

These restrictions may still be acceptable, and queries are going out to other groups for comment.  If it turns out that these restrictions are NOT acceptable, then three alternate approaches could be considered:

1. Tunnel Switching which would decrypt the data during its routing to allow examination of the data stream for billing.

2. End to end tunneling, but using a new tunneling protocol that would place all the billing information outside the encrypted portion of the packet.

3. End-to-end tunneling, but use of a dedicated device that accepts a copy of the data stream, decodes the necessary billing information, and discards the remaining data.

The advantage of tunnel switching is that it allows the data to be processed in the same way as in GPRS visited network.  The visited network is able to collect any statistics it wishes in this case. The main disadvantage to this approach (as for all cases where tunnel switching is used) is that the home network must supply the visited network with the keying materials, and make sure the encryption algorithm is available in the visited network.  

The second approach would require the development of a new protocol.  This is certainly feasible, but relatively expensive to implement compared to using existing standards and available clients.  Having the billing information outside the packet is also not very secure, and leaves open an obvious fraud path.  A subscriber could replace the “external” high value indicator for a packet with a low value indicator, and thus be able to be billed at a lower rate when a “high value” packet was actually sent.  The same approach can be used with unencrypted packets, but it is more difficult to conceal the nature of the packet if it is unencrypted.  Overall, however, development of a new protocol just to support billing does not seem justified.

The last approach is actually to be developed as part of Scenario 3, albeit not specifically for billing.  There is an intent in the Drafting Group to allow a PDG be used in the Visited Network to allow services local (or unique) to that network.  If this is done, then the PDG in the Visited Network will need to be provided with algorithms and keying materials to allow this path to be supported.  In this approach, a “PDG-like” device would be provided with the decryption materials, and a copy of the data sent to the home network.  Copies of the packets would also be sent to the Home Network.  Visited Network could use the output of the PDG-like device to collect any of the billing information of interest.  This approach is feasible only since it would re-use much of the work that would be required for the “local PDG” aspects of the WLAN system.

Which of these solutions is best, however, depends on the general operating characteristics of the network where it is used.  If the data stream will be most often aggregated and charged between operators solely on the basis of volume and QoS, then End-to-End tunneling may be used without any of these modifications.  If data within the stream were used for billing most of the time, however, then the most straightforward approach would be to use Tunnel Switching to allow the data to be decrypted only once, and shipped to the PDG un-encrypted via a trusted network. The use of a “local PDG” to decode the data would be less efficient, but may be the preferred approach if only a small amount of the data needs to be collected.  This may be the case if only small amount are analyzed due to audits or special classes of subscribers.  The vast bulk of the data would be sent directly back to the Home Network never decrypted.  

Selection of the approach above, then, depends on operator input and determination of which case (or cases) the standard should support.

2.2. WLAN and PS Services

This topic has not been as thoroughly discussed in WLAN for a couple of reasons:

1. The topic of IMS Services such as SMS and MMS would seem to come logically after the bearer level of services was stable.

2. “Services” in the WLAN were to be patterned after GPRS, i.e. ONLY bearer services would be considered.  (SMS could be considered a special case).

The working assumption in WLAN Drafting has been that IMS Independence approaches would be used to allow the IMS Services to be used in the WLAN (and other areas).  There has been some limited consideration of where the work of WLAN Drafting group stops, and IMS Independence Drafting begins, but it would seem reasonable that IMS services should be able to be offered over any IP network that supports the required QoS.  If there is a limitation in IMS where this is not true, then the problem should be addressed in the IMS specifications, not in WLAN.

The one possible exception to this rule could be SMS.  Historically, this has been an important service, and one that was placed into GPRS because of its importance.  However, if IMS had been developed at the same time that GPRS was developed, it would be likely that this would not be the case.  It is HP’s opinion that IMS be used as the framework for SMS, and this will include the inevitable interactions between 2G, 2.5G and IMS SMS systems.

2.3 WLAN and Legal Intercept

Legal Intercept has a lot of similarity to the charging issue. Both could require the visited network to provided decoding services (if possible) to a law enforcement agency.  The solutions to this issue can vary (by definition) from country to country, and it will require the judgment of operators to give guidance of what needs to be standardized.

In the United States, the requirements of CALEA would not force the data stream to be decoded by a visited network.  In this case, the End-to-End tunneling solutions would be acceptable in the US.

2.4 WLAN and Scenario 4 and 5
This is probably one of the most difficult questions to answer, since very little serious discussion has occurred about Scenario 4 and 5 in the drafting group.  One of the first issues is to offer a functional definition of Scenario 4 and 5:

Scenario 4: Data services would continue without modification e.g. an HTTP session would continue without a problem.

Scenario 5: Real-time services (e.g. VoIP) would continue uninterrupted.

Using these definitions, the main difference between Tunnel Switching and End-to-End Tunneling is where the switching of the data occurs.  In End-to-End Tunneling, the data would probably be switched between the GGSN and the PDG, or in a node between them and the rest of the exterior network.  Mobile IP has been proposed as a solution in this area.  Attempts to switch at other places between the UE and the PDG (such as in the WAG) would have to deal with de-encrypting the packets prior to handing them over to the GPRS network.  While this is possible, avoiding the issue by switching packets between the PDG and GGSN would probably be preferred.

Tunnel Switching also allows any PDG to GGSN solution (assuming a separate PDG is used).  Tunnel Switching, however, is generally viewed in the context of allowing a WAG to talk directly to a GGSN, and it is natural to consider this case first when considering Scenarios 4 and 5.  Tunnel Switching in this way is actually a direct solution for Scenario 4, since it is assumed that the exterior network would continue to send data directly to the GGSN.  If the UE switches from a GPRS network to a WLAN network, then the WAG would simply contact the same GGSN and set up a new tunnel.  This could be done in the same way as is used in the GPRS today, for instance.  Such a switch would be transparent to the exterior network, and would be able to be handled by the network.

The “reuse of GPRS” approach also allows for a straightforward approach to Scenario 5 solutions.  GPRS was designed to allow for real time handoff of packets between SGSNs, and this capability would be duplicated in the WAG.  The WAG in this case would emulate an SGSN to the existing GPRS network, which will allow it to obtain information from the existing GPRS SGSN and switch the tunnel from the GGSN to the WAG.  A side benefit of this approach is that handoffs between WAG would also be very straightforward.  While this approach is not glamorous or impressive, it is very feasible and straightforward.

Scenario 5 offers much more of a challenge in the End-to-End tunneling case.  Packets “in flight” between the UE and the PDG would be encrypted, and would need to be decrypted before the switchover between WLAN and GPRS would be finished.   An assumption has been made in some proposals that the WLAN radio chain and the GPRS radio chain would be able to operate at the same time.  This would allow for registration to occur on one technology without impacting the other.  Once the communications channel was open in the other technology, a set of packets would be sent and received in parallel in both technologies.  In this scenario, the UE would look at the packets coming in from both technologies, and when it was convinced it had the packet streams synchronized, it would release the other technology. 

The assumption that two radios would be allowed needs to be confirmed.  A lot of the complexity in the existing GPRS network would have been avoided if only Class A and Class C mobiles existed.  It would perhaps be possible to use a single radio to set up both chains (e.g. a WLAN connected device could send the SGSN and RAN all the information it needed to set up service via IP prior to actually switching the radio over to the other technology).  This, of course would require significant changes to the existing GPRS network, and quite a bit of accommodation in the WLAN network.  

Still, in either case is a need to forward packets to and from the existing GPRS network.  Tunnel Switching would seem to have an advantage in this scenario since only one new element is introduced (the WAG), the GPRS system would remain the same, and handoff behaviors and delays would be much the same as GPRS since the same techniques are being used.  End-to-end tunneling would deal with handoffs in different ways generating potentially different delay patterns, and would probably need to impact the GGSN processing to allow packets received by the GGSN to be forwarded to the PDG (and vice versa).  The amount of work each approach will actually take will require more research, contributions, and discussions before it could easily decided.  Since the approach with Tunnel Switching is known, that part of the effort is quantizing the work.  End-to-End tunneling requires both an approach to be developed, and an effort to be estimated.  It is safe to say, however, that both tasks are probably about the same order of magnitude, with neither being obviously more complicated (or simpler) to achieve than the other.

3 Summary

The WLAN Drafting group faces a challenge in answering the questions presented to it by SA Plenary.  This paper recommends the following actions:

1. A discussion in the SA2 Plenary to determine the assumptions WLAN Drafting group should make with regard to charging and legal interception.

2. WLAN Drafting group should note that PS services such as SMS and MMS are properly supported in IMS, and details of this support may very well be part of the IMS Independence Work Item.

3. The most significant item facing WLAN Drafting directly is to show that End-to-End Tunneling can achieve a real-time handoff as required by Scenario 5 with the same (or less) effort as a Tunnel Switching solution interworking as described above with GPRS.  It is recommended WLAN Drafting group solicit volunteers to work on this issue, and ask for a contribution on this issue in the New York meeting in November.



































































