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Background

Offline and online charging procedures for scenario-2 level WLAN access have shortly been introduced into TS 23.234 V.2.0.0. Both charging procedures depend on the Accounting Requests originating via Wb reference point. For prepaid charging, the online charging procedure currently described poses a credit risk since the usage information is reported after the usage. To enable real prepaid functionality, a quota-based mechanism should be deployed at the access device that monitors the connection.

Discussion

The online charging procedure for scenario-2 is described in TS 23.234 V.2.0.0 (chapter 7.7) in the following way:

“1.
WLAN user is authenticated and authorized for WLAN access.   User profile is downloaded into 3GPP AAA server.  Part of the profile is information that the user is to be online charged.

2.

3GPP AAA server obtains online charging credit from the OCS.  

3.

WLAN access network collects charging information.  

4.
WLAN access network periodically forwards collected charging information to the 3GPP AAA server over Wb reference point.  WLAN access network does not request charging credit as the fact whether a user is online of offline charged is transparent for it.

5.
If the credit is to be exceeded, 3GPP AAA server requests further credit from OCS over the Wo reference point.

6.
3GPP AAA server periodically reports to usage of resources to the CGw/CCF over Wf reference point.  The purpose of this reporting is to enable inter-operator clearing.”

This procedure includes a credit risk since the charging information is reported after the usage. For example, if user is charged based on time, 3GPP AAA Server obtains credit for half an hour for OCS. If the usage is reported from WLAN AN for example periodically once an hour, there is a credit risk worth half an hour of usage. Radius client at the access device can be instructed to send Interim Accounting Requests, say every five minutes, but the delivery of these can not be guaranteed thus the user may continue consuming resources even when the credit is exhausted. Furthermore the 3GPP AAA Server or the OCS should monitor the state of the session and the balance of the account for initiating disconnect procedure if it is suspected that there is no credit left while the session is ongoing but usage has not been reported. This requires more functionality to OCS and 3GPP AAA Server

An online charging mechanism that does not include credit risk needs to be based on quota allocation. Diameter Credit Control Application (”Diameter Credit-control Application”, H. Hakala, L. Mattila, J-P. Koskinen, M Stura, J. Loughney, June, 2003, http://www.ietf.org/internet-drafts/draft-ietf-aaa-diameter-cc-00.txt) introduces such a mechanism which is based on authentication messaging. For WLAN AN deploying RADIUS based infrastructure there is a similar mechanism defined in IETF draft “PrePaid Extensions to Remote Authentication Dial-In User Service (RADIUS)”, (A. Lior, P. Yegani, K. Chowdhury, L., June 30, 2003 http://www.ietf.org/internet-drafts/draft-lior-radius-prepaid-extensions-01.txt). Diameter Credit Control Application that is to be used in Wo reference point between the 3GPP AAA Server and OCS also introduces the interworking of these two procedures when WLAN AN is RADIUS based. The whole procedure is based on Authentication Requests rather than Accounting Requests. The procedure in short is:

1. When the user authenticates to WLAN AN, an authentication request (AA-request) is sent to the home 3GPP AAA Server. The 3GPP AAA Server fetches the subscriber information from the HLR/HSS and identifies that the subscriber should be online charged. As a part of the initial authentication and authorization procedure, the 3GPP AAA Server issues a Diameter Credit Control request to the Online Charging System via the Wo reference point. 

2. The OCS checks the subscriber account balance and reserves credit from it. The reserved amount is indicated as time or volume quota back to the 3GPP AAA Server. The 3GPP AAA Server then reports the allocated quota to the Access Device.

3. The user session starts and the Access Device starts to monitor the usage. Once the quota is used, the Access Device issues a re-authentication message that includes the actual usage this far. The 3GPP AAA Server sends again a Diameter Credit Control request to OCS. OCS debits the actual usage and reserves more quota that is again reported back to the Access Device. 

4. The procedure continues until the session is ended. The final usage is reported at the end of the session and the account is credited/debited accordingly. 

5. If the subscriber runs out of credit during the session, the session is either terminated by the 3GPP AAA Server, or the user is directed to a toll-free destination where account can be re-filled. The basic Accounting-Request sent by WLAN AN can be used only for charging settlement.

Since the current online charging procedure in TS 23.234 V.2.0.0 does not support real prepaid, the design should either be left for stage 3 phase or a high-level quota based mechanism should be described.

NOTE:

Using this kind of procedure requires that the WLAN AN supports RADIUS (or Diameter) prepaid extensions. While this is against the initial requirement that WLAN-3GPP Interworking should only have minimal impact on the WLAN AN domain, it should be investigated whether such a requirement can apply if prepaid WLAN access charging is to be supported. Furthermore, it may be required that the WLAN AN should not be aware of whether the user is online or offline charged because of privacy reasons. However applying prepaid extensions does not directly imply the charging mechanism for a user. Prepaid extensions may also be used to enable post-paid users to impose usage limits.

Proposal

The following changes are proposed to TS 23.234:

7.7 Charging online charged subscribers
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Figure 7.7 Charging Procedure for Online Charged Subscribers

1. WLAN user is authenticated and authorized for WLAN access.   User profile is downloaded into 3GPP AAA server.  Part of the profile is information that the user is to be online charged.

2. 3GPP AAA server requests online charging credit from the OCS .

3. OCS returns credit as time and/or volume quota

4. Allocated quota is indicated to the WLAN AN

5. WLAN AN monitors the quota consumption

6. When quota is almost used, WLAN AN issues re-authentication message over Wr reference point. Used quota is indicated in the request

7. 3GPP AAA Server requests more credit from the OCS

8. OCS returns credit as time and/or volume quota

9. Allocated new quota is indicated to the WLAN AN

10. User disconnects from WLAN

11. WLAN AN reports the used quota to 3GPP AAA Server over Wr reference point.

User account is debited / credit according the usage information in the final message





Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CGw/CCF over Wf reference point. In home network the 3GPP AAA Server may also report the usage to the CGw/CCF over the Wf reference point using offline charging procedures for statistical or other purposes.
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