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Introduction

This contribution follows-on from the discussions of the RIM contribution S2-032494 presented in Sophia-Antipolis regarding the use of a new message called the PDP Context State Notification Message. In Sophia-Antipolis questions were raised on how the GGSN would know where to direct such a message given Access Point Names are normally configured as generic points of access to a number of servers controlled by an operator. This contribution presents a solution to this problem.

Use of a PDP Context State Notification Message 

When a PDP Context is deactivated by the network or MS, the GGSN will generate a message towards the Push Function indicating the PDP Context is now deactivated. Support of this message by the GGSN would be configurable on a per APN basis. The format of a PDP Context State Notification Message would contain fields that are part of the APN PDP Context state information contained in the GGSN. The destination IP address used for delivery of this message would be configured as part of the APN configuration information and could be the IP address of the Push Function or a general Notification Server/Process within the APN network. By generating a notification message when the PDP Context is deactivated the GGSN and Push Function are kept synchronized with respect to the state of the PDP Context. 

Solution Details

The following discussion is not meant to be a detailed and complete solution, which is the work of the CN working groups, yet it demonstrates that a workable and reasonably simple solution exists. 

For each PDP Context (primary or secondary) the GGSN contains the following information (extracted from 23.060 table 7);

	Field
	Description

	IMSI
	International Mobile Subscriber Identity.

	NSAPI
	Network layer Service Access Point Identifier.

	MSISDN
	The basic MSISDN of the MS.

	PDP Type
	PDP type; e.g. PPP or IP.

	PDP Address
	PDP address; e.g. an IP address.

	Dynamic Address
	Indicates whether PDP Address is static or dynamic.

	APN in Use
	The APN Network Identifier currently used.

	TEID
	Tunnel Endpoint Identifier.

	TFT
	Traffic flow template.

	QoS Profile Negotiated
	The quality of service profile negotiated.

	SGSN Address
	The IP address of the SGSN currently serving this MS.

	MNRG
	Indicates whether the MS is marked as not reachable for PS at the HLR.

	Recovery
	Indicates if the SGSN is performing database recovery.

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the SGSN.

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be received from the SGSN.

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.

	Charging Characteristics
	The charging characteristics for this PDP context, e.g. normal, prepaid, flat-rate, and/or hot billing.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace.

	Trigger Id
	Identifies the entity that initiated the trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).


Extracted from 23.060 Table 7 GGSN PDP Context
The fields of interest for this discussion are IMSI, MSISDN, PDP Address, and APN in Use. In order for the GGSN to know where to forward the PDP Context State Notification Message (abbreviated to NM) a new field will be defined containing a statically configured IP address that will be used by the GGSN to forward the NM. This field will be called the APN Notification Address and will be part of the APN configuration information in the HLR and GGSN information available per PDP Context, the same as the fields listed in the above table. The GGSN will use the IP address in this field as the destination address for an IP packet containing the NM in its payload, and will forward this IP packet over the APN interface. When the field is null the GGSN will not generate PDP Context State Notification Messages for that specific APN.

The format of the PDP Context State Notification Message is not defined in this document but will contain the following information;

PDP Context State Notification (Message Type, State, IMSI, MISISDN, PDP Address)

· Message Type; will be a value identifying the message as a PDP Context State Notification Message

· State; will be the state of the PDP Context, which will currently only have one value indicating the PDP Context is DEACTIVATED.

· IMSI, MSISDN, PDP Address will contain the values from the PDP Context being reported

With the above information a receiving Push Function or other application server can determine that a PDP Context to a specific mobile has been deactivated and take appropriate action to prevent further user data being forwarded to that PDP Context.

Sending of the PDP Context State Notification Message
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When a PDP Context is deactivated the GGSN will issue a NM to the receiving entity defined at the APN Notification Address. In 23.060 section 9.2.4 Deactivation Procedures there are two scenarios defined where the GGSN deactivates a PDP Context, one is SGSN-initiated (section 9.2.4.2) and one is GGSN-initiated (section 9.2.4.3).  A third scenario defined is the MS-Initiated deactivation, but from the perspective of the GGSN this is the same as the SGSN-Initiated scenario. The diagrams below show the two scenarios of interest;

Extracted from 23.060 Figure 76: SGSN-Initiated PDP Context Deactivation Procedures


[image: image2.wmf] 

GGSN

 

3

. 

Delete

 PDP Context Response

 

 

1

. 

Delete

 PDP Context Request

 

SGSN

 

RAN

 

MS

 

 

2

. 

Deactivate PDP Context Request

 

2

. 

Deactivate

 PDP Context Accept

 

4. Radio Access Bearer Release

 

C1

 

 5. BSS Packet Flow Context Procedures

 


Extracted from 23.060 Figure 77: GGSN-Initiated PDP Context Deactivation Procedures

In the case of SGSN-Initiated PDP Context Deactivation (or MS-Initiated deactivation) the GGSN would send a PDP Context State Notification Message immediately after transmission of the Delete PDP Context Response message sent to the SGSN. In the case of GGSN-Initiated PDP Context Deactivation the GGSN would send a PDP Context State Notification Message immediately after transmission of the Delete PDP Context Request message sent to the SGSN.

The GGSN will only send a PDP Context State Notification Message when the last PDP Context to a PDP address has been deactivated.

Processing the NM at the APN

The GGSN forwards the NM to the APN associated with the deactivated PDP Context in an IP packet and uses the APN Notification Address as the destination IP address. This mechanism allows the APN Notification Address to be a single application server such as a Push Function, or a generic Notification Server/Process that handles NMs for a number of application servers supported at an APN. (The use of multiple APN Notification Addresses is not presented here but is a future consideration.)

When a Notification Server is used the Notification Server may decide, using its own algorithms how to process the NM from the GGSN. It may broadcast the NM to all its application servers, or to a subset of application servers. It may maintain a list of IMSIs being serviced by application servers and perform a match between the IMSI in the NM and that in its database to determine which application server to forward the NM. The definition of how a Notification Server/Process processes NMs is outside the scope of this work. But enough information is provided in the NM for a Notification Server/Process or Application Server to determine which PDP Context has been deactivated and take appropriate action based on that information.

Example Scenario 1) APN Notification Address is configured to use the IP address of the Push Function

In this scenario the IP address of the Push Function is configured as the APN Notification Address, therefore the GGSN will forward the NM directly to the Push Function.
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Example Scenario 2) APN Notification Address is configured to use a Notification Server/Process in the APN

Conclusion

By synchronizing the state of the PDP Context in the network with an application server the forwarding of packets directed to a non-existent PDP Context is eliminated. This saves network resources and also prevents a security breach where a packet may be inadvertently forwarded to a PDP Context that has been assigned an IP address from a previously active PDP Context (see S2-032494 for further explanation). This contribution has shown a simple mechanism that can be used at the GGSN to send notification messages to an APN or specific entity within an APN, indicating that a PDP Context has been deactivated. This notification message will keep application servers and push functions synchronized with regard to the state of a PDP Context.

The following is suggested new text to be added to 23.976, section 5.1.4.2.

5.1.4.2
PDP Context State Notification message

**** New Text *****

The GGSN upon deactivation of a PDP Context shall generate a PDP Context State Notification message towards the Push Function using an address configured in the GGSN PDP Context state information.
The support of this message by the GGSN shall be configurable on a per APN basis. The format of a PDP Context State Notification message shall include the deactivated PDP Context IMSI, MSISDN, PDP Address, and APN.

By generating a PDP Context State Notification message when the PDP Context is deactivated the GGSN and Push Function are kept synchronized with respect to the state of the PDP Context.

The PDP Context State Notification message is not currently defined in 3G/GSM specifications. Annex A provides an example mechanism for implementing this feature.
**** End of New Text ****
**** New text ****

Annex <A> (Informative): PDP Context State Notification message procedures


In order for the GGSN to know where to forward the PDP Context State Notification message (abbreviated to NM) a new field will be defined as part of the APN configuration information in the HLR and GGSN. This field will contain a statically configured IP address that will be used by the GGSN to forward the NM. This field will be called the APN Notification Address and will be available per PDP Context at the GGSN.
The PDP Context State Notification Message will contain the following information;

· Message Type; will be a value identifying the message as a PDP Context State Notification Message

· State; will be the state of the PDP Context, which will currently only have one value indicating the PDP Context is DEACTIVATED.

· IMSI, MSISDN, PDP Address will contain the values from the PDP Context being reported

When a PDP Context is deactivated the GGSN will issue a NM to the receiving entity defined at the APN Notification Address. In the case of SGSN-Initiated PDP Context Deactivation or MS-Initiated deactivation the GGSN will send a PDP Context State Notification message immediately after transmission of the Delete PDP Context Response message sent to the SGSN. In the case of GGSN-Initiated PDP Context Deactivation the GGSN would send a PDP Context State Notification Message immediately after transmission of the Delete PDP Context Request message sent to the SGSN.

The GGSN will only send a PDP Context State Notification Message when the last PDP Context to a PDP address has been deactivated.
The GGSN forwards the NM to the APN associated with the deactivated PDP Context in an IP packet and uses the APN Notification Address as the destination IP address. This mechanism allows the APN Notification Address to be a single application server such as a Push Function, or a generic Notification Server/Process that handles NMs for a number of application servers supported at an APN.

When a Notification Server is used the Notification Server may decide, using its own algorithms how to process the NM from the GGSN. It may broadcast the NM to all its application servers, or to a subset of application servers. It may maintain a list of IMSIs being serviced by application servers and perform a match between the IMSI in the NM and that in its database to determine which application server to forward the NM. The definition of how a Notification Server/Process processes NMs is outside the scope of this work. But enough information is provided in the NM for a Notification Server/Process or Application Server to determine which PDP Context has been deactivated and take appropriate action based on that information.

Example Scenario 1) APN Notification Address is configured to use the IP address of the Push Function

In this scenario the IP address of the Push Function is configured as the APN Notification Address, therefore the GGSN will forward the NM directly to the Push Function.
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Example Scenario 2) APN Notification Address is configured to use a Notification Server/Process in the APN
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APN Notification Address = IP address of a Notification Server/Process








�EMBED Word.Picture.8���APN Notification Address = IP address of Push Function


Note 1) the IMSI, MSISDN and PDP Address in the NM are used to match with the information in the Push Function relating to the PDP Context that is now deactivated.
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APN Notification Address = IP address of a Notification Server/Process
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APN Notification Address = IP address of Push Function


Note 1) the IMSI, MSISDN and PDP Address in the NM are used to match with the information in the Push Function relating to the PDP Context that is now deactivated.
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