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1 Introduction

A security issue relating to a UE having multiple concurrent primary PDP contexts active was first highlighted by SA3 in an LS (S2-031118). In subsequent discussions the scope of this problem was extended to cover any situation where multiple connections (including CS, PS, WLAN) were possible. The threat arises from unauthorised 3rd Parties “hacking” or manipulating a user’s terminal to access another network. This threat is covered for GPRS services only in TS 22.060, which states the following:

“The use of radio communications for transmission to/from subscribers in mobile networks makes them particularly sensitive to:

1) misuse of their resources by unauthorized persons using manipulated UEs;”

To protect the system from this case it states that the following may be employed:

“access control; i.e., the network can support restrictions on access by or to different GPRS subscribers, such as restrictions by location, screening lists, and so on.”

To fully satisfy the stage 1 requirement in GPRS for providing sufficient mechanisms to protect the system from misuse of resources by manipulated UEs, it is necessary to implement a new mechanism to perform this. 

2 Proposal/Conclusion

The very nature of the security issue dictates that a network based solution be implemented. This is because a compromised/manipulated UE cannot be trusted to perform the necessary actions to safeguard the system. 

Whilst the use of firewalls have been discussed, a further reason that this may be insufficient is as follows: If a firewall is located in an endpoint’s network and the network is accessed via a dedicated APN, a mobile allocated a valid IP address for that APN will always be able to pass through the firewall assuming the user is doing “normal” business. Attacks however may appear to be “normal” business to the firewall. Also it is often not practical to install firewalling software in the mobile/terminal for a variety of reasons (including processing power limitations and multiple TEs connecting to a single MT).

Vodafone therefore proposes that a network based access control solution is introduced to restrict access to certain endpoints given the wishes of the owners of the endpoint. The aim is not to disable all simultaneous access to different networks, but to control combinations of access at the request of the customer. See associated CR in S2-032979. The control of simultaneous access via different methods (CS and WLAN) is for further study. The ultimate aim of the CR is to maintain the expectations of an end user with respect to security.

