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1. Introduction

According to the current TS, for the scenario 3 users, the traffic should be routed by the WLAN to the VPLMN. This routing enforcement is to be controlled the network instead of pure UE.  

To support the routing enforcement, WLAN would be required to implement some of packet processing mechanism depending on the tunnelling options. Below, the requriements on the WLAN placed by these two options are analysed.  

2. Disucssions

2.1 Routing enforcement in WLAN for e2e tunnelling option

In the end-to-end tunnelling option, the UE would tunnel packets directly to the PDG, e.g. the destination address of the outer IP header of the packet is the address of the PDG. According to the requirements, the PDG address should not be routable from public Internet. Therefore, there would not be any standard IP routing rules at the routers to indicate how the traffic be forwarded. The WLAN needs to deploy some methods beyond simple IP routing used in general Internet access to meet the traffic enforcement requirement.

A possible method for the enforcement in WLAN is to use VLAN. In this method, the WLAN needs to have every element along the path from AP to WAG support VLAN. If there is a layer3 device lying between the AP and WAG, the VLAN may be broken.

To use the VLAN, UE would be differentiated at PLMN level, which means, if a UE belongs to certain HPLMN, its traffic would be put into a corresponding VLAN. This type of differentiation is good for scenrio 3 only UEs where all the traffic goes to the VPLMN. For scenario 2 UEs, this may forbid them from accessing the Internet directly from WLAN. Therefore, this option would not support an environment where both scenario 2 and scenario 3 UEs present.

Another possible solution is to use source routing. This means the UE needs to specify within the IP packet the next hop address, e.g. WAG address. This could also force the traffic goes to VPLMN. However, this would be against the rules that “routing enforcement should not rely on UE”. In addition, it requires support of source routing at the WLAN routers, which is not commonly used.
2.2 Routing enforcement in WLAN for tunnel switching option
For the tunnel switching option, the routing enforcement in the WLAN is compatible with normal IP layer routing. The outer IP header of the packet is using the WAG address as the destination address. Since the WAG should have one interface connected to the WLAN, this address should be routable from the WLAN. Therefore, normal IP layer routing could be used to force the traffic go through the WAG. Except a few more set of routing rules, nothing different from general Internet access support is required. 
When a UE trys to access 3G PS service using tunnel switching option, it would first obtain the WAG address, by static configuration or DHCP/DNS. A tunnel would then be established between the UE and the WAG, and it is possible to resolve the W-APN with the WAG at the same time. 
Sine the WAG address is routable in WLAN, there is no need to implement any new functions in the WLAN for routing. Also, the routing enforcement aspect of the WLAN remains the same to support scenario 2 or secenario 3. The routing rules could be provided by the VPLMN to the WLAN. Since the routing is standard IP destination address routing, it could be configured using standard methods, for example, configured staticly at the WLAN routers as part of the roaming agreement, or dynamicly configured through the network using normal IP routing control protocols, e.g. RIP.
This option also has the advantange of supporting the UE to access Internet and VPLMN simultaneously. Traffic desinted to the general Internet would be routed to the WLAN default gateway, and the tunnelled traffic would be routed to the WAG according to the routing rules at the WLAN routers. Nothing special needs to be deployed.

Since the outer tunnel ends at the WAG, which is the entry point for the 3G networks, traffic processing after that point would not impact the WLAN. The traffic from WAG to PDG coud be over the GRX. The VPLMN and HPLMN can arrange the mode for transporting the traffic, e.g tunnelled, or plan IP traffic. For example, if between the PDG and WAG is normal IPv6 connection, there is no need for another tunnel. WAG only need to apply some filtering rules that only allow traffic from the UE goes to the PDG. 

Considering the different IP stacks in WLAN and PLMN, the tunnel switching is better for routing enforcement. Normally, the WLAN would be using the IPv4, and 3G IMS requires IPv6. Therefore, if the inter-PLMN backbone uses the IPv6, it may not be possible to have directly UE-PDG connection. Since the WAG is the point connecting the WLAN and VPLMN, it should have both stacks available if different stacks were used in WLAN and VPLMN. Therefore, it would be natural to let the UE tunnel packets to WAG first using IPv4, and map them to IPv6 to be used in PLMNs. Still, no change to the WLAN is needed. 
For the traffic encryption, the WAG and UE could have security association from the authentication. It is expected that when a UE changes a PLMN/WAG, it needs to go through authentication again. Therefore, the security association could be changed, and updated. Since the encryption is done at the WAG, tunnel switching also better serves the legal interception requirements than UE-PDG e2e tunnel. 
3. Proposal

To insert section 2.1 and 2.1 to Annex F1, and F2 as reference for evaluation of these two tunnel options. 
