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Discussion

One of the security threats that are common to many services is insertion of malicious content or data by an attacker that masquerades as the authentic data source. Typically, these threats are alleviated by signing the data with a secret key known only to receiver and transmitter or by public-key cryptography where only the transmitter knows the secret key.

Typically for point-to-point services source authentication would be performed at the receiving end. For downlink transmissions most likely this would be performed at the UE. However, for MBMS, any data transmitted consumes huge amount of resources as data is transmitted throughout the network. Further, MBMS seems to be more vulnerable to such attacks with usage of UDP transmissions and IP multicast to transport data. IP multicast traffic and specifically the mode supported by IGMPv2 and MLDv1 where source specific routing is not available would be more open to source address spoofing and data insertion.

It is therefore important to verify that before MBMS traffic enters the PLMN it must be authenticated to verify that it has actually come from the proper data source. Failing to do so would allow an attacker to submit redundant data for transmission staging what would in fact be a denial-of-service attack.

Proposal

It is proposed to extend the BM-SC functionality to include source authentication verification as follows:

5 Functional Entities To Support MBMS

To provide MBMS services existing network components, GGSN, SGSN, RNC/BSC, perform several MBMS related functions and procedures, some of which are specific to MBMS. An MBMS specific network entity – Broadcast Multicast Service Centre (BM-SC) is used for service provisioning and delivery.

5.1.x MBMS Security

The BM-SC shall be able to verify the integrity and authenticate the source of MBMS data prior to allowing this data to be transmitted over MBMS.
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