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Introduction

This contribution is a follow-up to the discussion of the RIM document S2-032494 relating to the use of Radius to inform the Push Function of a PDP Context deactivation.

A Radius Proxy could be configured to forward copies of the Accounting START/STOP messages sent between the GGSN and the Radius Server to the Push Function. The Push Function would be primarily interested in the Accounting STOP message, implying the PDP Context has been deactivated.

The Radius Accounting START/STOP messages have a side-effect of indicating when a PDP Context is activated and de-activated. A Radius Proxy by forwarding these Accounting messages to a Push Function can inform the Push Function on the state of a PDP Context.

Unfortunately a Radius Proxy is not defined by any 3GPP specification or IETF RFC.  In 29.061 in section 16.3.1 it is implied that Radius information can be made available to other application servers outside of the Radius Servers but no further definition is presented.
The IETF RFC 2865 describes in general terms the behaviour of a Radius Proxy where the intention is to relay Radius messages from a client to a server and also relay the responses from the server to the client.  A Push Function would have no ability to act upon or respond to any Radius Accounting message sent to it via a Radius Proxy. Its only purpose for receiving Radius messages would be to know the state of a PDP Context for a given User.

Given there is no specification for Radius Proxies it is not possible to standardize the interface between a Push Function and a Radius Proxy. Therefore any solution that a Push Function incorporated using Radius would be proprietary for each Radius Proxy vendor. In the case of a Push Function using a Radius Proxy it would have to implement a Radius Client that is specific to the Radius Proxy it was interacting with.

In the case where a Push Function is operated by a 3rd party outside the PLMN network, the PLMN operator would have to allow Accounting START/STOP messages to be transmitted outside its domain. This may be possible over a secure (IPSEC) connection to a 3rd party Push Function. But part of the content of these Accounting messages includes information that would be considered private to the user or PLMN operator, such as PDP Context byte counts. The operator would have to trust the Push Function to not use this information in any malicious way or have this information stripped by the Radius Proxy before being forwarded to the 3rd party Push Function. 

Conclusion

Radius Proxies are non-standard and therefore require a Push Function to implement a specific interface for each Radius Proxy it must connect to. Also there are security issues with support of Push Functions that are outside the PLMN domain.

Irrespective of the work that using a Radius Proxy presents, it is possible to use a Radius Proxy, in a proprietary way, to interface to a Push Function and keep it synchronized with the PDP Contexts managed by a GGSN. RIM suggests adding the following text to TR 23.976v0.5.0. 

5.1.4.3 Radius Accounting START/STOP messages


Although the use of Radius is not mandatory in 3GPP networks it is widely deployed. Radius is an Authorization, Authentication, and Accounting service that may also take on the function of IP address allocation (like DHCP), see TS 29.061. The Radius Accounting START/STOP messages have a side effect of indicating when a PDP Context is activated and de-activated. A Radius Server by using the information collected as a result of Accounting START/STOP messages can inform the Push Function on the state of a PDP Context.

The interworking of a Push Function to a Radius Server is outside the scope of this specification.
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