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Introduction
Before release 99 the signature was used in PS attach and RAU to reduce the number of authentication procedures. PS detach was protected by ciphering. With the introduction of the Iu mode UTRAN in R99 the signature usage for PS detach was introduced as the activation of UTRAN ciphering for the power off PS detach takes too much time. 

With this change there is normally no longer any valid signature available for PS attach. Unfortunately it was forgotten to delete signature handling from PS attach. Nonetheless it should not harm as the UE will not include the signature when used for PS detach.

The relations between pre R99 and R99 UE and network are shown in the following table.

	
	Pre R99 network
	R99 network

	Pre R99 UE
	Detach: UE and net keep signature

Attach: UE sends signature and check in net is ok
	Detach: UE keeps and net deletes signature

Attach: UE sends signature and net has no signature

	R99 UE
	Detach: UE deletes and net keeps signature

Attach: UE sends no signature and net has signature
	Detach: UE and net delete signature

Attach: UE sends no signature and check in net is ok


Within one SGSN it should create no problems when only one entity (UE or SGSN) has a signature for the P-TMSI. The SGSN may decide for authentication as described in TS 23.060.

For inter SGSN change it is not clarified what the old SGSN should sent to the new SGSN when UE or old SGSN have no signature for the P-TMSI. 23.060 does not require to send an error cause for this case. With this restriction GTP signalling can not advice the new SGSN to initiate authentication of the UE. The old SGSN just can send the contexts to the new SGSN. The new SGSN will not know whether the signature matches or whether it was missing. When the SGSN simply accepts the „match“ it will discover first when ciphered signalling is exchanged between UE and network that the UE identity is wrong. At this stage all contexts may already be deleted in the old SGSN. In this way a malicious user may remove easily users from SGSNs.

Three rather simple alternatives allow to prevent this security issue:

a) Authentication procedures become mandatory at inter SGSN change (new SGSN should do it)

b) If only one entity (UE or old SGSN) holds a P-TMSI signature this is handled like a mismatch of the values. The old SGSN sends „P-TMSI signature mismatch“ to the new SGSN and also the IMSI stored for the P-TMSI. The new SGSN authenticates the UE against authentication vectors from HLR and asks again the old SGSN for the contexts, now indicating „MS validated“

c) At inter SGSN change the new SGSN always sends first an identity request to the old SGSN.  The old SGSN sends „P-TMSI signature mismatch“ to the new SGSN, the IMSI stored for the P-TMSI and at least one authentication vector. The new SGSN authenticates the UE against security vectors from HLR and asks again the old SGSN for the contexts, now indicating „MS validated“

Discussion of alternatives

Alternative a) can not use the advantage to rely on P-TMSI signature at inter SGSN changes without changing GTP and causes therefore some load for each inter SGSN change because of authentication.

Alternative b) can rely on P-TMSI signatures at SGSN change but it results in HLR interrogation at each SGSN change when P-TMSI signature is sent by the UE and the old SGSN stores none or vice versa.

Alternative c) can rely on P-TMSI signatures at SGSN change  but adds always the identification procedure to an inter SGSN change.

As alternative b) initates the HLR interrogation only in case of errors, different releases of UE and network or when malicious users send faked RAU messages the additional signalling with the HLR seems acceptable. It might be useful to clarify in 23.060 and in 29.060 that if for the comparison only the SGSN or only the UE indicate a signature is also a mismatch.

To reduce HLR load at attacks from malicious users GTP might be extended to send authentication vectors in the context response message when P-TMSI signatures mismatch (comparable to the existing GTP identification procedcure). This allows the new SGSN to authenticate the UE without interrogating the HLR.

Conclusion
Different handling of the P-TMSI signature in different standards releases does not cause interoperation problems. The signature check description for inter SGSN change allows for different interpretations. This may result in unnecessary  IMSI request over radio and HLR interrogation allthough the old SGSN could send appropriate data.

In worst case a new SGSN relies on the signature validation by the old SGSN and transfers all context and tunnels from old to new SGSN. First when the new P-TMSI is allocated the new SGSN will discover that ciphering does not work. The old SGSN has to recover contexts if the context transfer was for a wrong UE. Until recovery the UE is mobile terminated not reachable. To avoid such situations caused by errors or attacks it might be useful to adopt one of the alternatives discussed above. Preferred  is alternative b).

Annex
“6.8.2.3
P‑TMSI Signature (TS 23.060 Rel-5)

If the P‑TMSI Signature was sent, then the SGSN shall compare the P‑TMSI Signature sent by the MS with the signature stored in the SGSN. If the values do not match, the SGSN should use the security functions to authenticate the MS. If the values match or if the P‑TMSI Signature is missing, the SGSN may use the security functions to authenticate the MS“

„6.9.1.2.2
Inter SGSN Routeing Area Update, from step 2) (TS 23.060 Rel-5)

The old SGSN validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN. This should initiate the security functions in the new SGSN. If the security functions authenticate the MS correctly, the new SGSN shall send an SGSN Context Request (old RAI, TLLI, MS Validated, New SGSN Address) message to the old SGSN.“

„7.5.4 SGSN Context Response (TS 29.060 V3.9.0)

If the Cause [in context response message] contains the value ‘P-TMSI Signature mismatch’ the IMSI information element shall be included in the response, otherwise only the Cause information element shall be included in the response.“

