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This contribution is a follow-up to the discussion of the RIM document S2-032494 relating to the use of ICMP at the GGSN.

The use of ICMP in the GGSN is suggested in 23.060 but is not implemented (or not widely implemented) in GPRS networks. If implemented the ICMP protocol would return an ICMP message to the Push Function for an IP packet that was undeliverable, such as when the PDP Context to the destination mobile is not active.

A comment made at the Sophia meeting highlighted that even when using ICMP there is no guarantee that a Push Function would become aware of a deactivated PDP Context before the IP address for that deactivated PDP Context was reassigned to a new PDP Context, thus generating a possible security hole. (See S2-032494 for details.) This is true and there is really no way to resolve this issue using ICMP as defined in RFC 792. But the possibility of this scenario occurring is relatively unlikely, especially if the allocation of IP addresses through the address assignment server (i.e. the DHCP address pool) is configured such that addresses are not re-used for a sufficiently long time.

We feel that ICMP also offers a first line of defence for the GGSN against the arrival of IP packets sent to non-existent PDP Contexts from application servers using the Gi reference point. When such a packet arrives the GGSN can immediately reject it and in doing so inform the source of the packet that the destination IP address is not reachable. This will then curtail any further packets arriving with the invalid IP address.

Using ICMP combined with another method of informing the Push Function that the PDP Context has been deactivated, such as PDP Context State Notifications, will offer a complete solution to synchronizing the Push Function with the state of the PDP Context. ICMP will trap any packets that may arrive at the GGSN which were in transit while the GGSN was informing the Push Function that a PDP Context had been deactivated.

Finally the use of ICMP on a per APN basis may not be practical as ICMP is part of the IP protocol stack and to try to selectively enable ICMP on a per APN basis may require significant re-work of the ICMP implementation on GGSNs. Therefore we suggest applying ICMP to the entire GGSN at the Gi Reference point. 

Conclusion

RIM suggests adding the following text to TR 23.976v0.5.0 to include the use of ICMP at the GGSN Gi reference point.

5.1.4.1 Internet Control Message Protocol

**** New Text ****

The Internet Control Message Protocol (ICMP) is defined in the IETF RFC 792. TS 23.060 section 9.1.1 makes reference to the use of ICMP error notifications sent from the GGSN when a mobile-terminated IP packet is received in the INACTIVE state.

ICMP error notification messages are sent from the GGSN when the GGSN is unable to forward an IP packet to its destination. Therefore the Push Function must generate an IP packet towards the GGSN before it will receive an ICMP message informing it that the packet is not deliverable. In this scenario the GGSN and Push Function may be unsynchronised for some period between when the PDP Context is deactivated at the GGSN, and when the Push Function transmits an IP packet to the deactivated PDP Context and receives back an ICMP message.

When using ICMP as the mechanism to inform the Push Function that a PDP Context has been deactivated, the network operator shall ensure the address allocation mechanism for dynamically assigned IP addresses (IPv4 or IPv6) incorporates a sufficiently long time before re-allocation of an IP address to another PDP Context.  This is to guard against a Push Function transmitting an IP packet using an IP address that had been previously used by a PDP Context that has been deactivated and then re-assigned to a new PDP Context before the Push Function learned (via ICMP) of the deactivation of the first PDP Context.

ICMP support at the GGSN shall apply to all APNs serviced by the GGSN. 

**** End of new Text *****
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