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Introduction

The TS presently includes reference to an informative annex describing WLAN AN to PLMN connections. Here we provide such an Annex
Proposal
Annex X: Informative Example of WLAN AN to PLMN Connectivity for Scenario 3

One of the goals to separate WLAN AN and VPLMN entities is to allow a WLAN AN to support multiple VPLMNs in an infrastructure sharing scenario. This annex describes one example of how infrastructure sharing can be realized and how the WAG can bind user flows to authorization information.

Traffic Separation in the WLAN AN

When supporting multiple VPLMN, the WLAN AN is required to support AAA policy in order to route AAA messages to a correctly selected 3GPP AAA Proxy (section 5.9).

The WLAN AN also needs to ensure that when operating in scenario 3, a WLAN AN needs o ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN (section 5.10.1).

One way in which this can be achieved is using AAA signalling in the WLAN AN to separate traffic flows at the WLAN AN. In such a scenario, the WLAN AAA proxy can append additional AAA tunneling attributes to the message encapsulating the EAP-SUCCESS message. This information can be used WLAN Access Point in order to provide per-VPLMN traffic segmentation.
Policy routing in the WLAN AN can then be used to ensure that packets sent to/from a WLAN UE transit the correct VPLMN. The sequence below describes an example of such an operation.
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Figure 1: Example Per-VPLMN Segmentation in the WLAN AN
1) The EAP procedure is initiated and the NAI provided in the EAP-RESPONSE/IDENTITY is used to build an AAA message encapsulating the EAP message and setting the user-name attribute to the received NAI

2) The WLAN AAA proxy examines the username attribute, and according to AAA policy will determine which VPLMN to forward the message

3) The WLAN AN forwards the AAA message to either VPLMN#1 3a) or VPLMN#2 3b)

4) The 3GPP AAA Proxy in the VPLMN will forward the AAA message to the HPLMN

5) On successful authentication and authorization, the 3GPP AAA Server will send an AAA message indicating successful authentication and authorization to the corresponding VPLMN, including an encapsulated EAP-SUCCESS message

6) The 3GPP AAA Proxy in the VPLMN will forward the AAA message to the WLAN AN
7) The AAA Proxy in the WLAN AN will use AAA policy to determine which VPLMN the user should transit through. There should be a one-to-one correspondence between this policy and the policy used to route the initial AAA message.
8) The AAA Proxy in the WLAN AN will append Tunnel Attributes (RFC 2868) to the AAA message before forwarding to the WLAN Access Point.

9) The WLAN Access Point interprets the Tunnel Attributes and switches the user flows into either Interface 1 or Interface 2 according to whether AAA messages were routed through VPLMN#1 or VPLMN#2.

Binding Traffic Flows in the WAG

The WAG requires functionality to be able to securely bind policy enforcement information delivered during WLAN Access Authentication to a user’s IP flow (sec 6.2.5.1).

Here one example of how this can binding can be achieved is described according to bilaterally agreed procedures between the WLAN AN and the (V)PLMN. Other techniques are certainly possible.
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Figure 2: Example Binding Policy to IP Flows in a roaming scenario
1) Following successful authentication and authorization, the 3GPP server will send the AAA message encapsulating the EAP-SUCCESS message to the 3GPP AAA Proxy. The HPLMN will include in this message authorized PDGs in the home domain and information which enables the VPLMN to determine whether VPLMN PDG access is permitted.
2) The 3GPP AAA Proxy in the VPLMN stores the policy enforcement information, possibly adding information regarding local PDGs. This information will be associated with the calling-station-ID attribute provided in the AAA message, i.e., the WLAN UE’s MAC address

3) The 3GPP AAA Proxy removes all policy enforcement information before forwarding the message to the WLAN AN.

4) The WLAN AN performs per-VPLMN user segmentation

5) Following DHCP and according to the bi-lateral agreement between VPLMN and WLAN AN, the WLAN AN is configured to generate an AAA Accounting Start Message. The WLAN AN can be configured to ensure that this message includes the calling-station-ID attribute and the framed-IP-address attribute corresponding to the IP address allocated to the WLAN UE.
6) The 3GPP AAA Proxy uses the common calling-station-ID attribute to associate the IP address of the WLAN UE with the AAA policy delivered in step (1)

7) The 3GPP AAA Proxy uses the Wg reference point to deliver this information to the WAG.

8) A user starts sending IP packets and these are policy routed within the WLAN AN towards the VPLMN

9) The WAG implements routing policy enforcement according to policy delivered from the 3GPP AAA Proxy, ensuring that the WLAN UE cannot route packets to/from unauthorized PDGs..
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