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1.
Proposal

This contribution proposes changes to clause 7.1, and adds clause 7.2 to TS 23.234. Clause 7.2 if adopted will accommodate both, tunnel-switching and end-to-end tunneling in a single approach that affects only the the WAG, thus leaving the decision of the tunneling mechanism to the VPLMN.
7.1
Network Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific. 

2.
The EAP authentication procedure shall be independent of the WLAN technology. . All authentication packets shall be transported over the WLAN interface encapsulated within a WLAN technology specific protocol.  This part of the procedure involves the HPLMN AAA server and, in the roaming case, also the VPLMN AAA proxy. 





3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in HPLMN AAA Server. Server / VPLMN AAA proxy. 3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.
5

If the EAP authentication was successful, then HPLMN AAA Server sends an Access Accept message to WLAN (via the VPLMN AAA proxy in case of roaming). In this message 3GPP AAA Server includes the Success message, the WAG address, keying material derived from the EAP authentication as well as connection authorisation information to the WLAN.  In case of roaming, the WAG address is supplied by the VPLMN AAA proxy.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated UE.

6
WLAN informs the UE about the successful authentication with the Success message (contains WAG IP address). 


7.2
Service Selection
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1. The tunnel setup request carries the W-APN and any necessary parameters that may be associated with it (at least enough information to derive the address of the VPLMN AAA proxy (roaming case) or HPLMN AAA server (non-roaming case) over which authorisation was obtained, see above). The WAG device is present whether it is the roaming or non-roaming scenario. Regarding the roaming scenario, the WAG to be used for service selection is the VPLMN WAG.

2. The WAG checks with the AAA server chosen in step 1 above, whether the UE/user is authorized for that W-APN. I.e., in the non-roaming case, the HPLMN WAG contacts the HPLMN AAA server, this may involve a HPLMN AAA query to the HSS/HLR if the information is not available in the HPLMN AAA server. In the roaming case, the VPLMN WAG contacts the VPLMN AAA proxy (this may involve a VPLMN AAA query to the HPLMN AAA, and further on to the HSS/HLR, if the information is not available in the VPLMN/HPLMN AAA).

The WAG then retrieves the information required for the tunnel establishment, i.e. it resolves the W-APN to the PDG’s IP address and decides whether e2e tunnelling or tunnel switching shall be applied on that tunnel.


3. Only in the case of tunnel switching:  The WAG establishes the tunnel with the PDG. In the roaming case the PDG may be either the VPLMN PDG or the HPLMN PDG, depending on the W-APN requested/resolved. Reuse of GTP for WAG/PDG communication should be investigated.


4. In case of tunnel switching, after successful tunnel set-up towards the PDG, the WAG returns to the UE a tunnel establishment result.  The UE can now start to use the tunnel.

In case of e2e tunnelling, the WAG returns an error indication to the UE, providing to the UE the IP address of the PDG that was obtained in step 3 above


5. Only in e2e tunnelling:  The UE establishes the tunnel to the PDG according to the parameters delivered with the previous tunnel establishment result message.
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