3GPP TSG-SA2 Meeting #34
Tdoc S2-032936

Brussels, Belguim, 18 - 21 August 2003
Source:
HP
Title:
Edited Section 5 of TS 23.234 
Agenda item:
11.2 

Document for:
Decision
1. Introduction

One of the most heavily modified sections of TS 23.234 has been the “High Level Requirements and Principles” of Section 5.  It has been used to document ideas and comments from the WLAN Drafting Group.  Unfortunately, this has also left it as one of the most difficult sections to read and understand.

This edit of the section attempts to organize the material in a logical fashion, and remove redundant materials.  The supplied text contains questions for the drafting group to consider if the text is needed, since it was not clear to HP if the text was needed or should be deleted.  

The attempt has been to not change the technical content of this section, but this should also be reviewed at this time.

2. Recommendation
Incorporate agreed changes of the following text to the latest version of TS 23.234.
5
High-level Requirements and Principles

Editor’s note: Provides the high-level functional requirements for the Interworking between WLAN and 3GPP system
The following sections provide requirements and architectural principles that the 3GPP – WLAN Interworking  needs to support.  
5.1 General Requirements
The following are general requirements of the 3GPP Interworking System.  Them may be some requirements which cannot be fulfilled because of  limitations in existing systems (e.g. WLAN and Pre-Release 6 HLRs).
WLAN shall include support of private addressing schemes, external address allocation, secure tunnelling to private network, and the ability to provide addresses of DNS and NetBios servers specific to a private network. 
End to end Quality of Service shall be supported when accessing services via WLAN.
The UE’s WLAN attach status (indicating the UE is Authenticated and Authorized for WLAN service) should be obtained from the AAA Server directly or through the HSS, by other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the UE’s WLAN-attach status directly from the AAA Server or through the HSS.
5.2
Legacy Support
This section provides requirements about the use of existing network elements, and any new requirements on these elements.
5.2.1 Terminals
· Legacy WLAN terminals should be supported with minimal impact on the client softwareHowever software upgrades may be required for e.g. security reasons. 

· Authentication shall rely on (U)SIM based authentication mechanisms.  Existing SIMs and USIMs shall be supported.  R6 USIM may include new functionality if necessary e.g. in order to improve privacy.
·  

· The need for operators to administer and maintain end user software shall be minimized.

5.2.2 WLAN Systems

· The 3GPP – WLAN interworking shall have minimal impact on existing WLAN networks.

· 
· 
· 
· 
5.2.3 Existing 3GPP Network Elements

· Changes in the HSS/HLR/AuC shall be minimized.  This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.  These solutions have different restrictions, so operators will need determine which solution (if any) will support their needs.
· The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber

5.3  Authentication Requirements

Authentication methods are discussed in TS 33.234 [6].
· Methods for key distribution to the WLAN access network shall be supported (IS THIS NEEDED?)
· 
· WLAN authorization (i.e. the ability to send packets to other elements via the WLAN) shall occur upon the success of the authentication procedure

· It shall be possible to indicate to the user of the results of authorization requests.

· WLAN Authentication signalling shall be end-to-end between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN and 3GPP network.
· WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology.  (NOTE: Is there some clarification in this point?
· WLAN Authentication signalling shall be transported  between WLAN and 3GPP network by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network (e.g. IP).  

· Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]

· 
5.4 Authorization Requirements
5.4.1 Scenario 2 Requirements
· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action.  (Is this needed?)
· The authorization mechanism shall inform the user and WLAN of any change in service provision.

· It shall be possible to indicate to the user any conditions for use of an authorised service.

· 
· WLAN Access Authorization defines the process(es) in 3GPP AAA Server verifying whether the WLAN Access should be allowed to a subscriber and the scope of that access.  WLAN Access Authorization  occurs during or after the access authentication, and before service authorization.  It may also occur before transport IP address allocation.

· There can be additional conditions used by the 3GPP AAA Server to decide whether the access is allowed and what access scope is allowed. These conditions may be based on the subscriber’s profile, the account status, O&M rules or local agreements.
· Procedure for WLAN Access Authorization between the UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.

· WLAN Access scope should be specified by the operator.

· Access scope/rules decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and sent to other entities such as the WAG or the WLAN AN. 

5.4.2 Additional Requirements for Scenario 3:

· Policy control shall be applied to the services authorized for the user in the same way as GPRS.
· WLAN shall provide access to 3GPP PS based services including IMS based services (e.g. Presence and IMS Messaging services), location based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.

· 

· A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g., according to subscription. Specifically, this indicates that a UE shall be able to a send packets directly to and from the Internet directly.  
· A scenario 2 WLAN inter-working system shall be able to indicate in the reject cause for access from a scenario 3 WLAN UE that only scenario 2 is supported.  (Is this needed?   There is a generic need for displaying the reason for service denial).
· 
· When operating in scenario 3, the WLAN AN needs to ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). This routing enforcement shall not rely on the WLAN UE client.

Note: this may mandate specific functionality in the WLAN AN
Note: The operator of the last hop router (either the WLAN AN or VPLMN) may need to ensure that users cannot circumvent routing through the PDG by re-configuring their IP address
· When operating in scenario 3 and the HPLMN decides that access is via a PDG in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information.
· The VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to policy enforcement information provided by the HPLMN.
· Service selection information shall be securely delivered from the UE to the 3GPP AAA server in the Home Network. 
· The service selection information shall contain an indication of the requested W-APN to which access is requested. 
· The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the WLAN subscriber profile retrieved from HSS. 
· The 3GPP AAA Server may modify the Requested W-APN based on the users subscription/local policy.
· The service request shall be indicated by a tunnel establishment request from the UE to the WAG or PDG (whether the request is sent to the WAG or to the PDG is ffs). The WAG or PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network. The results of the authorisation decision shall be communicated to the Visited Network. 
· All subscription-based authorisation decisions are made in the Home network.
In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.
· It shall be possible to support multiple service authorizations after a successful authentication (i.e. EAP success)... 

· The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

· W-APN selection and authorization is an end-to-end procedure between the UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS.

· WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

· The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the PDG by the home network is for further study.   Note:  The PDG needs to know the authorized W-APN to select the Wi interface.

[Editor’s note: The definition of W-APN is for further study]
· If the home network determines that the services are to be provided by the Visited Network in the roaming case, the 3GPP AAA Server needs to pass to the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited Network to perform the service. 

· The W-APN needs to be understood by both the Home and the Visited Networks. 

· The V-PDG selection is under control of the 3GPP Visited Network. The selection is based on the authorized W-APN and service related information. The mechanism to select the V-PDG by the Visited Network is for further study.  Note: the selected PDG in the Visited Network needs to know the authorized W-APN to select the Wi interface.














 










5.5 User Identity

5.5.1 General

The network authentication procedure is based on the use of EAP method, as described in clause 7, where User Identity field carries the user identity in the Network Access Identifier (NAI) format specified in RFC 2486 [12]. A NAI is composed of a username part and a realm part. For more information, the NAI username part format is specified in IETF EAP-SIM and EAP-AKA specifications.

For user identity protection a Temporary Identity username can be used. The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks. As a working assumption, it is considered in this version of the TS that temporary identifiers are allocated in the 3GPP AAA Server.

For re-authentication, UE shall use the previously allocated Reauthentication ID as specified in the IETF EAP-SIM and EAP-AKA specifications as its NAI user identity.

5.5.2
NAI Realm Name

The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035.

On EAP-SIM and EAP-AKA full authentication, the UE shall by default derive the NAI realm from the IMSI as described in the following steps:

1.
Take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [9]) and separate them into MCC and MNC with "."; and

2.
Reverse the order of the MCC and MNC. Append to the result: "WLAN.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999;

· where;

· MCC: 234;

· MNC: 15;

· MSIN: 0999999999; and

· home domain name: 15.234.WLAN.3gppnetwork.org.

Note: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS.


 

5.5.1 Accessing Home Network provided services

· 
· 
· 
· 

· 
· 
· 

5.5.2 Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:

· 
· 
· 
· 
5.6 IP Network Selection

Note that this type of IP Network Selection is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/Intranet.

The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicated a point of connection to the IP network (i.e. WAG or PDG).

A W-APN is indicated by the UE in the tunnel establishment procedure between the UE and an initial WAG or PDG (whether the request is sent to the WAG or to the PDG is FFS). It is then forwarded to the 3GPP AAA server  (whether this request is routed via the 3GPP AAA Proxy is FFS). 

Since scenario 3 mandates that some additional functionality exists in the VPLMN, in scenario 3 the VPLMN shall be able to communicate with the HPLMN across the Ws reference point whether it can support the various tunnelling options.

The home network decides the type of IP connectivity based on e.g. the requested W-APN, user’s subscription information and VPLMN information and may determine an alternative W-APN, the Selected W-APN indicating the same network, but a different point of interconnection. The home network choices are:

1. No tunnelling, for supporting a scenario 2 WLAN UE
2. UE-transparent tunnelling

3. UE-initiated tunnelling

The 3GPP Home Network may also determine that the user should be given access to the same IP Network but via a different point of interconnection. 

Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study. 

These cases are described below.

5.6.1. IP Connectivity without Tunnelling

When no tunnelling is used, the 3GPP AAA server does not include any tunnel attribute in Wr signalling. 

5.6.2 UE-Transparent Tunnelling

When UE-transparent tunnelling is used, the UE is not involved in tunnel establishment or packet encapsulation/decapsulation to the PDG.

In this case, the WLAN session is established as follows (assuming that the PDG in the home network is used):

1. EAP authentication between UE and 3GPP AAA Server. W-APN information and other relevant information (username/password) may be transmitted as part of the end-to-end signalling.

2. The 3GPP AAA server decides that UE-transparent tunnelling shall be used for this session.

3. Tunnel attributes are transmitted from 3GPP AAA Server to WLAN over the Wr reference point

4. The WLAN establishes a tunnel to the PDG, e.g., binds the IEEE 802.11 MAC address to a tunnel endpoint

5. UE uses for example DHCP to get the IP address and configuration information. (For example, WLAN may tunnel DHCP packets to PDG which includes DHCP server functionality, or a local DHCP server in WLAN may allocate an IP address that the WLAN has received via Wr.)

Because the tunnel is established as part of WLAN session set-up, the UE can only have one IP connection at a time. If the UE wishes to change to another IP network, the UE may need to re-establish the WLAN session and use different IP network selection parameters.

5.6.3 UE-Initiated Tunnelling

5.6.3.1. UE-Initiated Tunnelling Requirements

The requirements that a UE-Initiated tunnel protocol should meet are:

· Minimal requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimal impacts to the WLAN

· Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible 
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
· User data IP addresses (inner IP):
· The transport of IPv4 packets shall be supported
· The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
· Transport IP addresses (outer IP)

· Tunnel shall be able to support IPv4 and IPv6 transport addresses

· Non-public routable transport IP addresses shall be supported

· The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability 

5.6.3.2. UE-Initiated Tunnelling Mechanism

In UE-initiated tunnelling, the UE initiates the establishment of tunnels and may be involved in packet encapsulation/decapsulation. The detailed mechanism is FFS and outside the scope of this document, however, the following steps are performed on WLAN session set-up:

1. UE indicates that it wishes to use UE-initiated tunnelling. A W-APN may be transmitted as part of the end-to-end signaling.
2. The 3GPP AAA server decides that UE-Initiated tunnelling shall be used for this session.

3. Mutual tunnel authentication shall be applied between UE and tunnel endpoint.
4. Filtering attributes may be needed in order to enable the WLAN to enforce that the UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

The tunnel establishment is not coupled to WLAN session establishment. The UE may establish several tunnels in order to access several IP networks simultaneously. The actual IP network selection is performed as part of the establishment of each tunnel. Tunnel establishment and tunnelling may be performed for example using Mobile IP.

UE-Initiated, HPDG-Terminated Tunnelling shall be supported (at least for the non roaming case).

Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.

5.7
Charging Requirements

· The WLAN Access Network shall be able to report the WLAN access usage to the appropriate 3GPP system

· It shall be possible for the 3GPP system to command some operations on a specific ongoing WLAN access session. This can be useful in the context of prepaid processing. 

· It shall be possible for an operator to maintain a single prepaid account for WLAN, PS, CS, and IMS per user.

· It shall be the role of the 3GPP system to process the WLAN access resource usage information into 3GPP compatible format (CDR)
· Charging correlation information shall be used for correlating charging and accounting records between WLAN Access related nodes and 3GPP nodes.
5.7.1 Charging Mechanisms

· It shall be possible to apply offline charging and online charging mechanisms for the WLAN interworking with 3GPP network.

· Offline charging mechanism is provided for collecting and forwarding charging information about occurred WLAN access resource and core network resource usage, etc without affecting the service rendered in real-time. 

· Online charging mechanism is provided where the service rendered is affected in real-time and is required for a direct interaction with session/service control. This allows an online charged subscriber to access WLAN.  

5.8 3GPP Network Advertisement and Selection

If the WLAN radio technology allows for features enabling radio access network sharing or provider selection these shall be reused for network selection in 3GPP-WLAN interworking.  The following paragraphs discuss specific technologies. 
5.8.1 Case of IEEE 802.11 WLANs

5.8.1.1
Basic Principles

The following principles shall be used in Network Advertisement and Selection:

· Use the NAI for routing of AAA messages.

· Require no modifications of existing legacy APs.

· Have no impact on existing legacy clients (implies no modification of current broadcast SSIDs).

· Have low latency and overhead.

· Use existing EAP mechanisms, if possible.

· Allow but not require support for multiple SSIDs.

· Be extensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.
5.8.1.2
Network Advertisement

Network advertisement information shall be provided by a TBD mechanism enumerating the roaming partners and associated NAI realms.  This information shall be delivered to the WLAN UE via a FFS EAP based mechanism and shall be provided to the WLAN UE when the WLAN has no direct roaming relationship with the subscribers HPLMN.

5.8.1.3
Network Selection

In the case of IEEE 802.11 WLANs, the WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element. There is also the possibility for a UE to actively solicit support for specific SSIDs  by sending a probe request message and receive a reply if the access point does support the solicited SSID. [IEEE 802.11-01/659r0]

Support for 3GPP interworking by a WLAN may be indicated by the support of a well-known SSID value by the WLAN. This SSID may either be the Broadcast SSID or will be probed for by the UE.

If the Broadcast SSID doesn’t contain the well-known value the 3GPP WLAN UE client shall probe for it. If this well-known SSID is not available, the client shall select the available Broadcast SSID instead.

The well-known SSID value for 3GPP interworking WLANs is defined in TS xx.yyy 

Editors note: the TS number is to be replaced by reference to appropriate Stage 3 specification.

Once the availability of one of the preferred SSIDs is confirmed either in the beacon or in a probe response message, the WLAN UE performs association with the particular access point using the selected preferred SSID.   

The WLAN UE shall provide an initial NAI in response to the EAP-Request/Identity. If the WLAN AN recognizes the realm of the initial NAI (i.e. has a direct roaming relationship with that operator), then no special processing for network advertisement/selection is needed. 

If the WLAN AN has no direct roaming relationship with the initial realm, the WLAN AN shall deliver the network advertisement information to the UE.  The UE processes this information according to its internal roaming preference policies or prompts the user to select a VPLMN preference.  It uses the result to determine how to construct a new NAI indicating the selected VPLMN.

Note: the manner in which the selected VPLMN is indicated in the new NAI is ffs.

After the network advertisement information is delivered, the WLAN AN shall initiate a second EAP-Request/Identity message.  The UE responds to this message with the new NAI determined in the prior step.

The WLAN AAA proxy shall use the NAI to route the EAP traffic to the appropriate VPLMN AAA Proxy.

5.8.2 Case of HiperLan/2 WLANs

FFS

5.8.3 Case of Bluetooth WLANs

FFS
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