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1. Introduction

This document compares W-APN resolution techniques for end-to-end tunnelling.

2. Solutions considered

Two solutions are considered for APN resolution: “UE DNS client” and “WAG DNS client”. These two solutions are described in this section. For simplicity we first consider only Home network PDGs. The solutions can both be easily extended to support Visited network PDGs and this is considered in Section 4 below.

Three key requirements must be met by both solutions:

1. Packets must not be routed onto GRX from a UE which has not been authenticated by the 3GPP system

2. Packets must not be routed onto GRX towards a PDG, unless the UE is subscribed to a W-APN served by that PDG

3. The Home Network must have the final decision about which PDG is used to provide access to a particular W-APN.

In the flows below we do not always show the whole authentication exchange associated with a tunnel setup or APN access request message.

2.1 UE DNS Client

In this solution, the addresses of the PDGs are stored in the DNS of the HPLMN. The UE is configured with a DNS server, e.g. using DHCP. This DNS server may be in the WLAN AN or the VPLMN. During activation of an APN, the UE performs a public DNS lookup using a standard format domain name to obtain the address of a PDG. Note that the DNS servers in the WLAN AN and VPLMN can be configured in a way that a DNS query to the HPLMN DNS system is not routed through the Internet. The UE then attempts a tunnel establishment to this PDG.

In order to meet Requirement 1, policies must be downloaded to the WAG at initial WLAN Access Authentication. These policies will open a route through the WLAN AN on to GRX for the particular UE after it is authenticated. If the UE subscription is ‘Scenario 2 only’ then the policies will block any packets from the UE on to GRX.

In order to meet Requirement 2, the policies referred to above must include a list of PDG addresses. This list is derived by the Home Network from the users subscription information. It lists all the PDGs, which serve APNs to which the user is subscribed.

In order to meet Requirement 3, the Home Network must have the possibility to redirect the tunnel establishment request to a different PDG.

The message flow for this case is shown below (starting with the final EAP response of the initial EAP exchange):
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2.2 WAG DNS Client

In this solution, a mechanism is required for the UE to discover the address of the WAG in the VPLMN. (This could be achieved through Public DNS, DHCP or other means).

Once the UE has obtained the address of the WAG, a new protocol may be used to send a “request for W-APN access” to the WAG. This new protocol will need to be standardised in 3GPP.

The WAG processes this request and, by reference to the Home Network AAA server, determines whether the user is authorised for this APN according to their subscription. If the user is authorised, the Home Network provides the FQDN of the PDG which should be used. The WAG performs a lookup in the 3GPP private DNS system to resolve this FQDN into an IP address for the PDG.

In order to meet Requirements 1 and 2, before this authorisation process, packets from the UE towards GRX are blocked by the WAG. Once the authorisation has taken place, the WAG automatically installs policy, which will allow packets to flow from the UE to the selected PDG.

In fact, this solution supports a possibly stronger version of requirement 2:

2bis.
Packets must not be routed through the WLAN AN on to GRX towards a PDG unless the user is authorised for access to that particular PDG.

[Note that it is not certain that this offers stronger security in practice, since in the weaker version the user is in effect ‘authorised’ for access to each of the set of PDGs at WLAN Access Authorisation time – it’s actually a rather subtle distinction]

This solution supports Requirement 3 because it is the Home Network which supplies the PDG address.
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3. Comparison

3.1 Comparison points

The two solutions are compared against the following points:

1. Security – DoS attacks

2. Security – reliability  (incl. use of DNS)

3. Security – supply of GRX addresses to UEs

4. Security - authentication

5. Speed, messaging load

6. Re-use of GRPS APNs

7. DNS domain concerns (.gprs vs .3gppnetwork.org)

8. VPLMN functional requirements

9. UE functional requirements

10. Policy mechanism

For point 5, we write RTTA-B for the Round Trip Time between elements A and B. In these calculations, we don’t show additional RTTs needed for authentication challenges, so these are really minimum figures assuming efficient authentication.

Note that RTTs are hard to compare. For example, the RTT between AAA servers may be lower than between UE, WAG and PDG due to resources being dedicated to AAA signalling. 

	Issue
	UE based
	WAG based

	1. Security – DoS attacks
	Requirements 1 and 2 mean that unauthenticated UEs, Scenario 2 only UEs and UEs not subscribed to any APN served by a PDG cannot send packets to that PDG.

Attacks on the PDG are possible by a UE subscribed to an APN served by a given PDG.

Attacks on the WAG are possible by any UE, or by any Scenario 3-subscribed UE (according to WLAN policy/VLAN solution – see below)
	As DNS-based except:

UEs must be authorised through the WAG before attacking a PDG (but note, any UE capable of attacking the PDG in the DNS based solution is also capable of being authorised through the WAG!)
Additional attacks on the WAG, and AAA infrastructure (H & VPLMN) possible by flooding with Access Requests.

	2. Security – reliability/robustness
	Requires reliable/secure DNS server.

DNS server can be provided by VPLMN for Scenario 3 users as described in Annex A below.
	Requires reliable/secure WAG address discovery (DNS, DHCP or other means)

DNS or DHCP server can be provided by the VPLMN for Scenario 3 users as described in Annex A below.

	3. Security – supply of GRX addresses to UEs
	GRX address of PDG available to UE with access to WLAN AN or VPLMN DNS

Access to this DNS server may be restricted to authorised 3GPP UEs with Scenario 3 subscription.

See above for possibilities for DoS attacks. DoS attack possibilities are not affected by knowledge of the PDG Addresses alone.
	GRX address of PDG available to 3GPP UEs with Scenario 3 subscription. Can then be passed to anyone.

See above for possibilities for DoS attacks. DoS attack possibilities are not affected by knowledge of the PDG Addresses alone.

	4. Security – authentication
	Tunnel establishment signalling to PDG must be authenticated


	W-APN Access Request must be authenticated

Tunnel Establishment signalling to PDG may also need to be authenticated (??? – protect against session hijacking?)

	5. Speed/messaging load
	Tunnel establishment:

1-2 (RTTUE-PDG + RTTPDG-AAA) (average close to 1)
4-8 messages
(average close to 4)

Additional message contents at initial WLAN Authentication/Authorisation to carry PDG addresses.
	Tunnel Establishment:

RTTUE-WAG + RTTWAG-AAAP + RTTAAAP-AAAS + RTTUE-PDG + RTTPDG-AAA
10 messages

	6. Re-use of GPRS APNs
	APN Network Identifier in HLR Subscription can be reused

APN Operator Identifier (generated dynamically by UE) modified to use .3gppnetwork.org domain.
	APN Network Identifier in HLR Subscription can be reused

APN Operator Identifier (supplied by UE or generated dynamically by WAG) reused.

	7. DNS domain
	PDG addresses must be newly provisioned in public DNS .3gppnetwork.org
	PDG addresses must be newly provisioned in private DNS .gprs

	8. VPLMN functionality
	WAG requires dynamically controlled firewall functions
	WAG requires dynamically controlled firewall functions and support of APN access request protocol and APN resolution.

	9. UE functionality
	UE requires standard DNS lookup capability and tunnel redirect capability
	UE requires new APN access request protocol

	10. Policy mechanism
	Additional complexity in initial WLAN Authentication/Authorisation as list of available PDGs is passed to the VPLMN
	AAA exchange for each APN request supplies single available PDG FQDN – less complex, but more messages


4. Visited Network Services

The comparison above did not consider Visited Network services. In this section we describe the enhancements to the two proposals needed to access PDGs in the Visited network and provide a comparison table.

4.1 Enhancements to DNS-based approach

There are two possibilities for providing access to visited network services with the DNS-based approach:

1. The UE contacts the HPDG first, but includes a request for visited network access if available. If visited network access is available and allowed, the UE is redirected to a VPDG

2. The UE contacts the VPDG first, but is redirected to the HPDG if visited network access is not available or allowed

In approach 1, the Home Network will need to contact the AAA Proxy in the VPLMN in order to determine whether the APN is available in the visited network and obtain the VPDG address that should be used. This is a slightly ‘backwards’ AAA exchange.

In approach 2, the UE will need to know the VPLMN identity. This could be obtained from the network advertisement information.

For the purposes of this comparison we assume approach 2.

4.2 Enhancements to WAG-based approach

Visited services access is obtained in the WAG-based approach by including a request for visited access in the W-APN access request sent to the WAG. The HPLMN indicates to the VPLMN whether or not visited network access to this W-APN is allowed according to the users subscription.

If visited network access is both allowed and available in the VPLMN, then the VPLMN AAA Proxy server constructs an FQDN for an appropriate VPDG, which is then resolved in the private DNS by the WAG as before.

4.3 Comparison

We use the following additional comparison points to compare the two approaches with respect to Visited Network access:

· Speed/message load

	Issue
	UE based
	WAG based

	11. Speed/message load
	In case visited network access is available:

1-2 (RTTUE-VPDG + RTTVPDG-AAAP + RTTAAAP-AAAS)
(average close to 1)

In case visited network access is not available:

RTTUE-VPDG + RTTVPDG-AAAP + RTTAAAP-AAAS + RTTUE-HPDG + RTTHPDG-AAAS
	In any case:

RTTUE-WAG + RTTWAG-AAAP + RTTAAAP-AAAS + RTTUE-VPDG + RTTVPDG-AAAP + RTTAAAP-AAAS



5. Conclusion

It is proposed for SA2 to discuss the APN resolution alternatives, and make a selection between UE-based and WAG-based mechanisms. The authors would then volunteer to draft the need TS changes accordingly.
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