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Introduction

This document introduces clarification to the 3rd party content provider ability to authenticate users.  

Discussion

The cellular subscriber's authentication to use MBMS services should not allow them to participate in any given session.  Some content providers may trust the operator to authenticate the users for them, but this may require providing lists of subscribers for each session.  An alternative means to allow verification of subscription is to allow the content provider to do the authentication.  The content provider would indicate which sessions require their authentication. This would allow for both free subscription services and paid subscription services to the same content provider.  It would also enable enterprises to authenticate for their employees or customers, independent of the cellular operator knowing for whom the subscriber works.  It would also provide for insuring the authentication of the user not the user equipment.

To enable this 3rd party authentication, the BM-SC will have a database of the subscribed MBMS users; this is set up during the provisioning.  

Current TS 23.246 baseline texts in section 8.2 MBMS Multicast Service Activation procedure step 10 - The signalling between GGSN and BM-SC is FFS.  Also the GGSN or another network entity may perform a subscription check for the requested MBMS multicast service identified by the IP multicast address and APN supports this option.

Hence, it is proposed to insert this optional function into the document with the following texts:

The 3rd party content providers may wish to authenticate an MBMS User.  Per indication from the 3rd Party Content Provider, the BM-SC shall be able to provide user information (e.g. MS-ISDN) to the 3rd party content provider.

3. Proposal

It is proposed to discuss the concept in section 2 and incorporate the following texts into TS 23.246.

5.1 Broadcast-Multicast Service Centre (BM-SC)

The BM-SC is responsible for service provisioning and delivery. It may serve as an entry point for content provider MBMS transmissions, used to initiate MBMS transport bearers within the PLMN and can be used to schedule and deliver MBMS transmissions.

5.1.1 Content Provider Authentication, Authorization and Charging

The BM-SC shall be able to authenticate 3rd party content providers, providing content for MBMS transmissions. 

3rd party content providers may wish to initiate an MBMS transmission.  In such cases, the BM-SC shall be able to authorize content providers to transmit data over MBMS depending on operator policy. 

The 3rd party content providers may wish to authenticate an MBMS User.  Per indication from the 3rd Party Content Provider, the BM-SC shall be able to provide user information (e.g. MS-ISDN) to the 3rd party content provider.

The BM-SC shall be able to verify the integrity of data received from content providers.

The BM-SC shall be able to generate charging records for content provider transmitted data.

9
Security

· A SIM or USIM shall be present in the UE to receive MBMS multicast services.

· MBMS multicast data transmission to the UEs shall be secured.

· MBMS security shall be provided by encryption and integrity protection between the UE and the BM-SC.

· The BM-SC shall be able to authenticate and authorize each MBMS content provider.

· The integrity of MBMS data received from the content provider shall be guaranteed.
· The 3rd party content provider shall be able to authenticate and authorize each MBMS user.
