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9.1.1
Common MT-LR procedure in PS and CS domain
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Figure 9.1: General Network Positioning for a MT-LR

1)
An external LCS client requests the current location of a target UE from a GMLC. The LCS Client may also request a deferred location request, i.e. based on event. The R-GMLC verifies the identity of the LCS client and its subscription to the LCS service requested and derives the MSISDN or IMSI or pseudonym or PDP address, (NOTE: IP addressing in this context is FFS, one reason is the dynamic IP addressing used in IPv4.) of the target UE to be located and the LCS QoS from either subscription data or data supplied by the LCS client. For a call related location request, the LCS client includes the LCS client's called party number, as dialled by the target mobile user, in the LCS service request. For a session related location request, the LCS client includes the APN-NI of the LCS client, as used by the target UE, in the LCS service request. For a call/session related request the R-GMLC may verify that the called party number or APN-NI is correct for the LCS client in question. The LCS client’s dialled number or APN-NI are checked in step 9 for the call/session related class.
The LCS request may carry also the Service Identity and the Codeword and the service coverage information. The R-GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client. If the service identity does not match one of the service identities for the LCS client, the R-GMLC shall reject the LCS request.  Otherwise, the R-GMLC can map the received service identity in a corresponding service type. 
If the location request is originated by a Requestor, the Requestor Identity may be added to the LCS service request. The LCS client should authenticate the Requestor Identity but this is outside the scope of this specification. The LCS service request may also contain the type of the Requestor identity if the requestor identity was included. 
If the H-GMLC address is not contained in the pseudonym or cannot deduced from the pseudonym, the R-GMLC shall determine the verinym for the pseudonym. In this case the R-GMLC may access to its associated PMD as described in 9.1.1.3.
The R-GMLC verifies whether it stores the privacy profile of the target UE. If the R-GMLC stores the UE’s privacy profile, (this means the R-GMLC is the H-GMLC of the target UE), then step 2, 3, 4 and 12 are skipped.
If location is required for more than one UE, or if periodic location is requested, the steps following below may be repeated.

Note: 
This means that R-GMLC handles the periodicity of location requests as requested by the LCS client both in CS and PS domain.

2)
If the R-GMLC already knows, (e.g. from a previous location request or an internal lookup table), or is able to determine, (e.g. it is possible to use a DNS lookup mechanism similar to IETF RFC 2916), the network address of H-GMLC of the target UE, or in case the location service request contains the target UE’s pseudonym, which includes the target UE’s Home-GMLC address, or a pseudonym from which the target UE’s Home-GMLC address can be deduced, then this step and step 3 may be skipped.
Otherwise, the R-GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI or MSISDN of the UE.  
The details of the alternative methods of retrieving H-GMLC address other than the sending SEND_ROUTING_INFO_FOR_LCS message to the HLR/HSS, (e.g. internal lookup table, DNS lookup mechanism), are not in the scope of this specification.
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
Editor´s note: 
The support for number portability with these alternative solutions of retrieving H-GMLC address still needs further study and should be in line with the general solution to support number portability in Rel-6.
3)
The HLR/HSS verifies whether the R-GMLC is authorized to request UE location information. If not, an error response is returned. 
Otherwise the HLR/HSS returns one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes if available and whichever of the IMSI and MSISDN that was not provided in step 2. The HLR/HSS returns the address of the H-GMLC. The HLR/HSS also returns the address of the PPR and V-GMLC, if available. 

Note: HLR/HSS may prioritize between the MSC/VLR or SGSN address sent to the GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the UE’s capabilities for LCS. Other priority criteria are for further study.
4)
If R-GMLC finds out that it is the H-GMLC, the signalling steps 4 and 12 are skipped.
 If the R-GMLC did not receive the H-GMLC address in step 3 and can not retrieve the H-GMLC address in some other way (e.g. DNS lookup), then steps 4, 5, 6, 7, 8, 10, 11 and 12 are skipped and the R-GMLC directly sends the PSL message to the serving node.
Otherwise, the R-GMLC sends the location request to the H-GMLC. If one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes, IMSI and MSISDN for the target UE and the address of the V-GMLC and the PPR have been retrieved in Step 3, the R-GMLC shall pass the information with the location request to the H-GMLC. The R-GMLC shall also send the service coverage information to the H-GMLC, if the information is available.
5)
The H-GMLC verifies whether the R-GMLC is authorized to request UE location information. If the R-GMLC is not authorized, an error response is returned. 
If the LCS service request contains the pseudonym of the target UE and the H-GMLC cannot resolve the PMD address from the pseudonym, the H-GMLC itself determines the verinym (MSISDN or IMSI) of the target UE. If  the H-GMLC can resolve the address of PMD from the pseudonym, the H-GMLC requests the verinym from its associated PMD, see clause 9.1.1.3. In case H-GMLC knows that the PMD functionality is integrated in PPR, it can include the information from the LCS Identity Request in the LCS authorisation request to the PPR, see clause 9.1.1.1. In this case, if H-GMLC is not able to obtain the verinym of the target UE, the H-GMLC shall cancel the location request. 
The H-GMLC performs privacy check on the basis of the UE user’s privacy profile stored in the H-GMLC and the capabilities of the serving nodes (MSC/VLR and/or SGSN), if available. If the privacy profile of the target UE is stored in a PPR and the H-GMLC received the network address of the PPR from R-GMLC or is able to determine the PPR address (e.g. from a previous location request or an internal lookup table), the H-GMLC shall ask the PPR to perform the privacy check as described in the 9.1.1.1. If the privacy profile is stored in a PPR but the network address of the PPR is not available, the H-GMLC shall send SRI for LCS message to HLR/HSS in step 6 in order to get the PPR address and the privacy check in this step shall be performed after step 7. Also if the key of the UE user’s privacy profile (i.e. MSISDN or IMSI) is not available, the privacy check in this step shall be performed after step 7. The H-GMLC/PPR verifies LCS barring restrictions in the UE user's privacy profile in the H-GMLC/PPR. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If the location service request is to be barred, GMLC shall terminate the request towards the R-GMLC or the LCS client with the appropriate error code. As a result of the privacy check, the H-GMLC/PPR selects one or two indicators of the privacy check related action and/or a pseudo-external identity. (The details of the indicator of the privacy check related action and the pseudo-external identity are described in chapter 9.5.4 and Annex C). If the requested type of location is “current or last known location” and the requested maximum age of location information is available, the H-GMLC verifies whether it stores the previously obtained location estimate of the target UE. If the H-GMLC stores the location estimate and the location estimate satisfies the requested accuracy and the requested maximum age of location, the H-GMLC checks the result of the privacy check. In case the result of the privacy check for call/session unrelated class is “Location allowed without notification” then steps 6, 7, 8, 9 and 10 may be skipped.
6)
If the H-GMLC does not know IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), and  the VMSC/MSC server address or SGSN address,  the H-GMLC shall send a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. Also if the privacy profile is stored in a PPR but the network address of the PPR was not available in the step 5, the H-GMLC shall send the SRI for LCS message to HLR/HSS. Otherwise, this step and step 7 may be skipped.
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
7)
The HLR/HSS then returns one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes and whichever of the IMSI and MSISDN that was not provided in step (6) for the particular UE. The HLR/HSS may also return the address of the PPR and the V-GMLC, if available.
Note: HLR/HSS may prioritize between the MSC/VLR or SGSN address sent to the GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the UE’s capabilities for LCS. Other priority criteria are for further study. 
8)
If step 6 and step 7 were performed, the H-GMLC/PPR may do a new privacy check, or if the privacy profile is stored in a PPR but the network address of the PPR was not available in step 5 and the PPR address is obtained in step 7, the H-GMLC shall ask the PPR to perform the privacy check as described in the 9.1.1.1.
Also if the location request is an immediate location request and the service coverage information (i.e. list of country codes) was sent from R-GMLC, the H-GMLC checks the country codes of the serving node addresses. If the H-GMLC finds out the current SGSN and/or VMSC/MSC server locates out of the service coverage, the H-GMLC returns an appropriate error message to the R-GMLC or the LCS client.
In the cases when the H-GMLC did not receive the address of the V-GMLC, or when the V-GMLC address is the same as the H-GMLC address, or when both PLMN operators agree not to use the Lr interface, the H-GMLC does not send the location request to the V-GMLC and step 10 is skipped. In this case, the H-GMLC sends the location service request message to the serving node.
If the H-GMLC received the address of the V-GMLC from the HLR/HSS and the V-GMLC address is different from the H-GMLC address, the H-GMLC may send the location request to the V-GMLC. The location request shall contain one or several of the network addresses of the current SGSN and/or MSC/VLR, and the IMSI and MSISDN of the target UE. The location request may also carry the requested action of the VPLMN as the result of the privacy check in the H-GMLC (i.e. by using the indicator of the privacy check related action as described in chapter 9.5.4 or by using the pseudo-external identity as described in Annex C). The V-GMLC first authenticates that the location request is allowed from this GMLC, PLMN or from this country. If not, an error response is returned.
Editor’s note: The case when the V-GMLC is the same as the R-GMLC may need further elaboration.

9)
In case the GMLC (H-GMLC, R-GMLC or V-GMLC) receives only the MSC/VLR address, the MT LR proceeds as the CS-MT-LR procedure described in 9.1.2. In case GMLC receives only the SGSN address, the MT LR proceeds as the PS-MT-LR procedure described in 9.1.6. In case the GMLC receives several of the following addresses, SGSN, VMSC and/or MSC Server, it has to decide where to send the location request. If the requested MT-LR is known to be associated with a CS call, the CS-MT-LR procedure shall be invoked. If the requested MT-LR is associated with a PS session, the PS-MT-LR procedure shall be invoked. Otherwise, both CS-MT-LR and PS-MT-LR are applicable. If LCS Client indicated deferred location request, GMLC shall indicate this together with applicable event type (e.g. UE available) in the requested PS/CS-MT-LR, see 9.1.8.

NOTE:
The order in which these procedures are invoked and whether one or both procedures are used may depend on information in the LCS service request, subscription information for the LCS client, possible priority information returned by the HSS or information already stored in the GMLC (e.g. obtained from previous location requests).

10)
The V-GMLC sends the location service response to the H-GMLC. The location service response may contain the information about the positioning method used.

11)
 If the privacy check in step 5 indicates that further privacy checks are needed, or on the basis of the privacy profile, the H-GMLC shall perform an additional privacy check or the H-GMLC may ask the PPR to perform the privacy check as described in the 9.1.1.1 in order to decide whether the H-GMLC can forward the location information to the LCS client. If the location request from the R-GMLC or the LCS client contained the pseudonym, the H-GMLC shall use the pseudonym of the target UE in the location response to the R-GMLC or the LCS client. One example when this additional privacy check is needed is when the target UE user has defined different privacy settings for different geographical locations. 
12)
The H-GMLC sends the location service response to the R-GMLC. The H-GMLC may store the location information and its age. The location service response may contain the information about the positioning method used.
13)
R-GMLC sends the location service response to the LCS client. If the location request from the LCS client contained the pseudonym and the R-GMLC resolved the verinym from the pseudonym in the step 1, the R-GMLC shall use the pseudonym of the target UE in the location response to the LCS client. If the LCS client requires it, the R-GMLC may first transform the universal location co-ordinates provided by the SGSN or MSC/MSC server into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN or MSC/MSC server's network. The location service response from the R-GMLC to the LCS client may contain the information about the positioning method used.

The detailed CS-MT-LR and PS-MT-LR procedures in step 9 of figure 9.1 are described in 9.1.2 and 9.1.6.The detailed procedure for deferred PS/CS-MT-LR is described in 9.1.8.

<< Skip to Next Modification >>

9.1.2
Circuit Switched Mobile Terminating Location Request (CS-MT-LR)

Figure 9.2 illustrates general network positioning for LCS clients external to the PLMN. In this scenario, it is assumed that the target UE is identified using either an MSISDN or IMSI.
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Figure 9.2: Network Positioning for a CS-MT-LR

9.1.2.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a call related location request, the message also carries the LCS client's called party number. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available). Also the message may carry the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. Moreover the message may also carry the Service Type. If the result of the privacy check at H-GMLC/PPR indicated that the codeword shall be sent to the UE user, the message may carry also the codeword received from the LCS client. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. If the Requestor Identity is provided, the GMLC shall send it as separate information. In addition, in order to display the requestor identity in case of pre rel-5 network elements (i.e. MSC and/or UE), the requestor identity may be also added to the LCS client name by the GMLC. When the Requestor identity is added to the LCS client name the practise described in the Annex D should be followed. The message also shall carry the indicator of privacy related action which is described in chapter 9.5.4 , if it is provided by H-GMLC. 
3)
If the GMLC is located in another PLMN or another country, the VMSC/MSC server first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If the PSL message from the GMLC includes the indicator of privacy related action, the VMSC/MSC server determines a required privacy related action as described in Annex A.3. If the PSL message from the GMLC does not include the indication of the requested privacy related action, the VMSC/MSC server then verifies LCS barring restrictions in the UE user's subscription profile in the MSC server. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the Core Network performs paging, authentication and ciphering. The MSC will page a GPRS attached UE either through A/Iu or Gs interface, depending on the presence of the Gs interface (see Note).The UE will inform the network about its LCS capabilities, as described in chapter 6.3.4. If the UE is instead in dedicated mode, the VMSC/MSC server will already have UE classmark information. In GSM this is supported by controlled early classmark sending.

[Note 1:
In GSM, if the target UE has an established circuit call other than speech, the location request may be denied and an error response is then returned to the GMLC. If the location request is allowed for a non-speech circuit call, it shall be up to RAN to decide, on the basis of the applicable position methods and requested QoS, whether positioning is possible. This is FFS]

Note: 
In some network mode of operation, a GPRS capable UE may not receive the CS paging. In addition, upon receipt of a CS paging, a GPRS capable UE may immediately answer to the Paging Request or delay the answer, as defined in 3GPP TS 22.060 and 23.060. A GPRS UE in class B mode may also suspend its GPRS traffic, sending a GPRS Suspension Request to the network.

4)
If the location request comes from a value added LCS client and the indication of requested privacy related action or the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, the Requestor Identity (if that is both supported and available) and whether privacy verification is required. Also the message may indicate the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. Moreover, the message may carry also the service type and the codeword.

[FFS: For a call related location request, the LCS client identity shall be set to the LCS client's called party number if no separate LCS client identity was received from the GMLC.] Optionally, the VMSC/MSC server may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 6 without waiting for a LCS Location Notification Return Result message in step 5.

NOTE 2:
It is for further study, if all available client identities are to be included in the Privacy Notification message to be shown to the end-user.
5)
The target UE notifies the UE user of the location request. If privacy verification was requested, the target UE indicates to the UE user whether the location request will be allowed or not allowed in the absence of a response and waits for the user to grant or withhold permission. The UE then returns an LCS Location Notification Return Result to the VMSC/MSC server indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, the LCS Location Notification Return Result message can be returned some time after step 4, but before step 9. If the UE user does not respond after a predetermined time period, the VMSC/MSC server shall infer a "no response" condition. The VMSC/MSC server shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request in the absence of a response. 

6)
The MSC/MSC server sends a Location Request message to RAN. This message includes the type of location information requested and requested QoS and, in GSM, the UE's location capabilities. 

<< Skip to Next Modification >>

9.1.6
Packet Switched Mobile Terminating Location Request
(PS-MT-LR)

Figure 9.5 illustrates the general network positioning for LCS clients external to the PLMN for packet switched services. In this scenario, it is assumed that the target UE is identified using an MSISDN, PDP address or IMSI.
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Figure 9.5: General Network Positioning for Packet Switched MT-LR

9.1.6.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
GMLC sends a Provide Subscriber Location message to the SGSN indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a session related location request, the message also carries the APN-NI to which the user has established the session. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available), optionally the message may also carry the Service Type. Also the message may carry the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. If the result of the privacy check at H-GMLC/PPR indicated that the codeword shall be sent to the UE user, the message may carry also the codeword received from the LCS client. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. If the Requestor Identity is provided, the GMLC shall send it as separate information. In addition, in order to display the requestor identity in case of pre rel-5 network elements (i.e. SGSN and/or UE), the requestor identity may be also added to the LCS client name by the GMLC. When the Requestor identity is added to the LCS client name the practise described in the Annex D should be followed. The message also shall carry the indicator of privacy related action which is described in chapter 9.5.4 , if it is provided by H-GMLC.
3)
If the GMLC is located in another PLMN or another country, the SGSN first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If the PSL message from the GMLC includes the indicator of privacy related action, the SGSN determines a required privacy related action as described in Annex A.3. If the PSL message from the GMLC does not include the indicator of privacy related action, the SGSN then verifies LCS barring restrictions in the UE user's subscription profile in the SGSN. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the SGSN performs paging. The paging procedure is defined in TS 23.060[15].


FFS: The UE may be paged for location services even when in UMTS a signaling connection between mobile station and the network is established and in GSM when in Ready Mode. This makes it possible for the UE to start preparing an anticipated location service coming later by e.g. starting to measure GPS signals. 

4)
Security functions may be executed. These procedures are defined in TS 23.060 [15].

5)
If the location request comes from a value added LCS client and the requested privacy action or the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS, a notification invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client and the Requestor Identity (if that is both supported and available), whether privacy verification is required. Also the message may indicate the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. Moreover, the message may carry also the service type and the codeword. Optionally, the SGSN may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 7 without waiting for a LCS Location Notification Return Result message in step 6.

6)
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the SGSN indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, this message can be returned some time after step 5, but before step 10. If the UE user does not respond after a predetermined time period, the SGSN shall infer a "no response" condition. The SGSN shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request.

7)
The SGSN sends a Location Request message to the RAN. This message includes the type of location information requested, the requested QoS and any other location information received in paging response.
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9.5.2
Privacy Procedures

The privacy profile of the UE subscriber (SLPP) may be stored in HLR/HSS and/or in H-GMLC/PPR. If the privacy profile data are stored in SLPP of H-GMLC/PPR, then the pseudo external identities, if required, shall be contained in the SLPP of the HLR/HSS. Also if the privacy profile data are stored in H-GMLC/PPR, H-GMLC/PPR sends the indicators of privacy related action or the pseudo external identities to the serving nodes in order to inform the results of the privacy check procedures in H-GMLC/PPR.
The SLPP stored in the HLR/HSS shall be downloaded to the VMSC, MSC Server and SGSN together with the rest of his subscription information in the existing operation INSERT_SUBSCRIBER_DATA. It will be deleted with the existing operation DELETE_SUBSCRIBER_DATA.

The POI is transferred from the GMLC to the VMSC/MSC Server/SGSN in the location request. Based on the location of the GMLC the VMSC/MSC Server/SGSN evaluates whether to accept or ignore the received POI according to the definition in clause 9.5.1.
If the POI is accepted the location requested is unconditionally performed. Otherwise if the POI is ignored the VMSC/MSC Server/SGSN evaluates the privacy options in the UE subscriber's subscription profile (assuming this is held in the VLR/MSC Server/SGSN) or evaluates the received privacy related action indicators. If the corresponding register does not contain the UE subscription profile, LCS will rely on the existing GSM recovery mechanisms to obtain the profile.

If local regulatory requirements mandate it, any MT-LR for an emergency services LCS client and any NI-LR for an emergency services call origination shall be allowed by the VMSC/MSC Server.

If the location request is allowed by the privacy options the location request is performed. Otherwise, if the location request is barred by the privacy options, the location request is refused an error response is returned to the LCS client with a cause code indicating that the request was rejected by the subscriber.
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9.5.3.1
Universal class

When the user of the UE subscribes to the "Universal Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed by all LCS clients.

If the UE subscribes to the universal class, any CS-MT-LR or NI-LR shall be allowed by the VMSC/MSC Server and any PS-MT-LR or PS-NI-LR shall be allowed by the SGSN. 
If the UE subscribes to the universal class and H-GMLC/PPR knows that the serving node supports the indicator of privacy check related action, H-GMLC/PPR sends the indicator for call/session unrelated class, which indicates “Location allowed without notification”. If the UE subscribes to the universal class and H-GMLC/PPR knows that the serving node does not support the indicator of privacy check related action, H-GMLC/PPR may sends the appropriate pseudo external identity as described in Annex C.
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9.5.4
Indicator of privacy check related action 

When the client type indicates value added service and the serving node supports LCS capability set 4, H-GMLC/PPR shall select indicators for privacy check related action and the indicators shall be included in the Provide_Subscriber_Location request towards the serving node. The indication is sent to the serving node directly from the H-GMLC or via V-GMLC. There shall be an indicator for the call/session unrelated. Another indicator for the call/session related is optional and it shall be sent only if call/session related identity, i.e. the number dialled by UE or APN-NI, is sent to the serving node.

The possible values of the indicator of privacy check related action for call/session unrelated case shall be:

· Location allowed without notification

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response

· Location not allowed  (only applicable when the indicator for call/session related case is sent.)

The possible values of the indicator of privacy check related action for call/session related case shall be:

· Location allowed without notification

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response

If both indicators are sent but indicating different actions and the call/session related criteria met in the serving node then an action according to the indicator with the looser action according to the definition in Annex A shall be chosen as shown in Annex A.3.
If the UE subscribes to the universal class, H-GMLC/PPR sends the indicator for call/session unrelated class with the value of “Location allowed without notification”.
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Annex A (normative):
Privacy Class selection rule

A.1
Interrelation among privacy settings
There are five privacy settings and the interrelation among each privacy setting in terms of privacy strictness is shown as follows: 
Table A.1: Privacy settings 
	loose
	Positioning allowed without notifying the UE user

	(
	Positioning allowed with notification to the UE user

	
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

	(
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user

	strict 
	Positioning not allowed


A.2
Privacy class selection rule for pre Rel-6 mechanism
In pre Rel-6 network, the users privacy profile (SLPP) is stored HLR/HSS and is downloaded to the serving MSC/SGSN. If more than one privacy class are subscribed or in case Service Types and at least one privacy class are subscribed, privacy class for an MT-LR is selected by the serving MSC/SGSN according to the flow diagram shown in Fig. A-1.

An MT-LR may be applied to more than one privacy class or to Service Types and one or more privacy classes. In this case, looser privacy setting shall be selected. The privacy settings to be compared are the results of the privacy checks for each applicable class and Service Type. 
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Figure A.1: Privacy Class selection flow diagram

Note 1:
The client type indicates PLMN Operator service, and the client is within or associated with the VPLMN.

Note 2:
The client type indicates value added service; the UE originated call/session to the requesting LCS client is established and the address associated to the LCS client used by the UE in call/session set up matches with that contained in the location request.

Note 3:
The client type indicates value added service.

Note 4:
The looser privacy setting shall be selected.

If the user subscribes Service Types, once that the privacy class has been selected according to figure A.1, the resulting privacy setting shall be compared with the result of Service Type privacy checking, and the looser condition shall be applied to the MT-LR, provided that the LCS client was authorized by the UE user to get location information.

A.3
Privacy related action selection rule for Rel-6 and later
In Rel-6 and later, the privacy checking function is moved from MSC/SGSN to H-GMLC/PPR of the target UE. H-GMLC/PPR selects one or two indicators of privacy check related action and sends the indicators to serving MSC/SGSN as shown in the clause 9.5.4. If the serving MSC/SGSN receives the indicators from H-GMLC, the serving node selects the privacy related action according to the flow diagram shown in Fig. A-2.
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Figure A.2: Privacy related action selection flow diagram

Note 1:
The UE originated call/session to the requesting LCS client is established and the address associated to the LCS client used by the UE in call/session set up matches with that contained in the location request.
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Annex C (Informative):
Pseudo external ID 
In case that UE’s privacy profile is stored and is checked in the GMLC (H-GMLC) or in the PPR, a pseudo-external identity may be selected as a result of the privacy check in GMLC/PPR.

The pseudo-external identities may be set in the external LCS client list of the HLR privacy exception list shown in Table 10.2. The pseudo-external identity is not the identity of real external LCS client but the identity which is used for notifying SGSN/MSC of the location request class (call/session related or non-related) and the required type of indication for each class. Operator allocates E.164 addresses for the pseudo-external identities. The pseudo-external identities are used for interworking with pre Rel-6 serving nodes.
Fourteen pseudo-external identities shall be defined. The pseudo-external identities are summarized in the Table C.1. 
Table C.1: Pseudo-external identities 
	Pseudo-external identity 
	Privacy setting for Call/Session related class
	Privacy setting for Call/Session unrelated class

	Pseudo-external identity 1

	N.A.
	Location allowed without notification

	Pseudo-external identity 2

	N.A.
	Location allowed with notification

	Pseudo-external identity 3

	N.A.
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4

	N.A.
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5

	Location with notification and privacy verification; location restricted if no response
	Location not allowed 

	Pseudo-external identity 6
Indicator 6
	Location with notification and privacy verification; location allowed if no response
	Location not allowed 

	Pseudo-external identity 7

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8

	Location allowed with notification
	Location not allowed 

	Pseudo-external identity 9

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10

	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11

	Location allowed without notification
	Location not allowed 

	Pseudo-external identity 12

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13

	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14

	
	Location allowed with notification 


Note: There are five privacy settings shown in Annex A.1 for each class (call/session unrelated class and call/session related class), so there are twenty-five possible combinations of the privacy settings. However, as shown in Annex A.2, even if the call/session related class criteria is met, the privacy setting for call/session unrelated class is selected when the privacy setting for the call/session unrelated class is looser than the privacy setting for the call/session related class. Therefore the twenty-five combinations can be reduced to the above fourteen combinations. 
If the UE subscribes to the universal class, H-GMLC/PPR sends the pseudo external identity 1 to the serving nodes.
Usage of the pseudo-external identities are as follows:
-
The pseudo-external identities are registered in SLPP of the HLR/HSS.

-
The SLPP is sent to the serving nodes, during the Insert Subscriber Data procedures.

-
After the privacy check in the H-GMLC/PPR, the H-GMLC/PPR selects an appropriate pseudo-external identity according to the required privacy related actions (i.e. checking the on-going call/session and/or notification/verification procedures) in the serving node. 

-
H-GMLC sends Provide Subscriber Location message to the serving node, which includes the pseudo-external identity instead of the real external client identity. The real external client identity may be included in the additional information element and is sent to serving node. The pseudo-external identity is sent to the serving node directly from H-GMLC or via V-GMLC.
Table C.2 and C.3 shows how the pseudo-external identities are set in the SLPP in HLR/HSS. 

Table C.2: Example of SLPP in HLR/HSS for Call/Session unrelated Class

	Pseudo-external identity  
	Privacy Setting

	Pseudo-external identity 1 


	Location allowed without notification

	Pseudo-external identity 2 


	Location allowed with notification

	Pseudo-external identity 3 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5 


	Location not allowed

	Pseudo-external identity 6 


	Location not allowed

	Pseudo-external identity 7 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8 

Indicator 8
	Location not allowed

	Pseudo-external identity 9 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11 


	Location not allowed

	Pseudo-external identity 12 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14 


	Location allowed with notification


Table C.3: Example of SLPP in HLR/HSS for Call/Session related Class
	Pseudo-external identity 
	Privacy Setting

	Pseudo-external identity 5 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 6 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 7 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 8 


	Location allowed with notification

	Pseudo-external identity 9 


	Location allowed with notification

	Pseudo-external identity 10 


	Location allowed with notification

	Pseudo-external identity 11 


	Location allowed without notification

	Pseudo-external identity 12 


	Location allowed without notification

	Pseudo-external identity 13 


	Location allowed without notification

	Pseudo-external identity 14 


	Location allowed without notification


The selection of pseudo-external identity is based on the result of the privacy check in the H-GMLC/PPR. Table C.4 shows the relation between privacy check result and the pseudo-external identities. 

Table C.4: Pseudo-external identity selection at H-GMLC/PPR

	Privacy related actions as a result of privacy check
	Pseudo-external identity 

	Location request is allowed without notification, regardless of on-going call/session. 
	Pseudo-external identity 1 



	Location request is allowed with notification, regardless of on-going call/session,
	Pseudo-external identity 2 



	Location request is allowed with notification and privacy verification, regardless of on-going call/session. Location request is allowed even if there is no response from UE. 
	Pseudo-external identity 3 



	Location request is allowed with notification and privacy verification, regardless of on-going call/session. Location request is restricted if there is no response from UE. 
	Pseudo-external identity 4 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is restricted if there is no response from UE.

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 5 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is allowed even if there is no response from UE.

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 6 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is allowed even if there is no response from UE.

If there is no call/session with the client, location request is allowed with notification and privacy verification. Location request is restricted if no response. 
	Pseudo-external identity 7 



	If there is call/session with the client, location request is allowed with notification. 

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 8 



	If there is call/session with the client, location request is allowed with notification.

If there is no call/session with the client, location request is with notification and privacy verification. Location request is restricted if no response.
	Pseudo-external identity 9 



	If there is call/session with the client, location request is allowed with notification.

If there is no call/session with the client, location request is allowed even if there is no response from UE.
	Pseudo-external identity 10 



	If there is call/session with the client, location request is allowed without notification. 

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 11 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is with notification and privacy verification. Location request is restricted if no response.
	Pseudo-external identity 12 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is allowed even if there is no response from UE.
	Pseudo-external identity 13 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is allowed with notification.
	Pseudo-external identity 14 
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