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1. Introduction

This contribution proposes a method as resolution for Network Advertising and Selection problem presented in TS 23.234 in the section 5.9 that refers to the case the WLAN Access Network that has no direct roaming relationship with the initial realm shall deliver the network advertisement information to the UE. The UE processes this information according to its internal roaming preference policies or prompts the user to select a VPLMN preference.

It will be assumed that a 3G subscriber wishes to utilise the resources and access to services within the respective own 3GPP operator network. The WLAN provides access to services that can be located either in the WLAN itself or in a network that is connected to the WLAN. However, it may be reasonably assumed that the WLAN will not have a roaming agreements with all 3G operators. Usually the WLAN operator (or the WLAN service provider) will be in technological partnership with a limited number of 3G operators (i.e. the “visited” operators) to provide connectivity towards other 3G networks, including the “home” network provider from the user’s viewpoint.
2. Proposed Solution

We are proposing a solution where a user wishing to access – via a third-party access network- the network of one of his providers, is enabled to choose the intermediate network(s) to which i.e. the authentication information shall be passed. In that way, the user will also be able to select the path his data will follow, in the case that his provider has a number of roaming agreements with the provider acting as the access provider. 

The list of supported visited 3GPP network having a roaming agreement with a certain user’s Home 3GPP network are sent to the user by the authentication server of the provider acting as the access provider during user authentication procedure using the Extensible Authentication Protocol (EAP). For this purpose it is necessary to add a limited number of messages to the normal sequence of packets exchanged during EAP authentication. 

The proposed solution is based on the so-called Diameter agent supported in a Diameter Base Protocol (ftp://ftp.rfc-editor.org/in-notes/internet-drafts/draft-ietf-aaa-diameter-17.txt) A Diameter Agent is a Diameter node that provides either relay, proxy, redirect or translation services.

The scenario we will consider is illustrated in Figure 1.
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Figure 1 – Roaming Scenario

An area is shown covered by a a WLAN Access Networks (WLAN AN) having a set of roaming agreements with different 3G networks (3GPP Visited Network #1,#2,…,#n). A generic UE entering the WLAN AN wants to connect to his own 3GPP Home Network to which he is a subscriber (as shown in Figure 1). 

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in two different ways, e.g. via either of 3GPP Visited Network #1 or 3GPP Visited Network #2. 

This contribution is to propose a solution to approach this issue.
3. Proposal

We propose to add in the TS 23.234 the following test

/***** start of changes to section 5.9****/
5.9
3GPP Network Advertisement and Selection

If the WLAN radio technology allows for features enabling radio access network sharing or provider selection these shall be reused for network selection in 3GPP-WLAN interworking.
The generic Network Advertising and Selection scenario is illustrated in Figure 1.
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Figure 1 – Network Advertising and Selection Scenario

An area is shown covered by a a WLAN Access Networks (WLAN AN) having a set of roaming agreements with different 3G networks (3GPP Visited Network #1,#2,…,#n). A generic UE entering the WLAN AN wants to connect to his own 3GPP Home Network to which he is a subscriber (as shown in Figure 1). 

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in two different ways, e.g. via either of 3GPP Visited Network #1 or 3GPP Visited Network #2. 

5.9.1 Case of IEEE 802.11 WLANs

5.9.1.1
Basic Principles

The following principles shall be used in Network Advertisement and Selection:

· Use the NAI for routing of AAA messages.

· The user shall be able to select the Visited Network which provides the connectivity towards its own Home network to set up Authentication procedure.
· Require no modifications of existing legacy APs.

· Have no impact on existing legacy clients (implies no modification of current broadcast SSIDs).

· Have low latency and overhead.

· Use existing EAP mechanisms, if possible.

· Allow but not require support for multiple SSIDs.

· Be extensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.

5.9.1.2
Network Advertisement

Network advertisement information shall be provided using an EAP message exchange that is in charge of enumerating the roaming partners and associated NAI realms.  This information shall be delivered to the WLAN UE via a new EAP based method and shall be provided to the WLAN UE when the WLAN has no direct roaming relationship with the subscribers HPLMN.

5.9.1.3
Network Selection

In the case of IEEE 802.11 WLANs, the WLAN network name may be provided in WLAN beacon signal in so-called SSID (Service Set ID) information element. There is also the possibility for a UE to actively solicit support for specific SSIDs by sending a probe request message and receive a reply if the access point does support the solicited SSID. [IEEE 802.11-01/659r0]. 
Support for 3GPP interworking by a WLAN may be indicated by the support of a I-WLAN SSID value by the WLAN. This SSID may either be the Broadcast SSID or will be probed for by the UE.

If the Broadcast SSID doesn’t contain the I-WLAN value the 3GPP WLAN UE client shall probe for it. If this I-WLAN SSID is not available, the client shall select the available Broadcast SSID instead.


Once the availability of one of the preferred SSIDs is confirmed either in the beacon or in a probe response message, the WLAN UE performs association with the particular access point using the selected preferred SSID.   
NOTE: The support of Probe Request Message procedure it is not mandatory to obtain the Wi-Fi certification, so it may be not supported by any WLAN IEEE 802.11 systems (i.e. user card or Access Point).

The I-WLAN SSID value for 3GPP interworking WLANs is defined in TS xx.yyy

NOTE: National Regulation may define a specific SSID for public WLAN or a specific usage of SSID, e.g. a single SSID for all network operators PLMN, WISP, fixed network operators, so the I‑WLAN SSID may be not applicable.

The WLAN UE shall provide an initial NAI in response to the EAP-Request/Identity. If the WLAN AN recognizes the realm of the initial NAI (i.e. has a direct roaming relationship with that operator), then no special processing for network advertisement/selection is needed. 

If the WLAN AN has no direct roaming relationship with the initial realm, the WLAN AN shall deliver the network advertisement information to the UE.  The UE processes this information according to its internal roaming preference policies or prompts the user to select a VPLMN preference.  It uses the result to determine how to construct a new NAI indicating the selected VPLMN.
The Network Advertising and Selection procedure is detailed in the section7.1
Note: the manner in which the selected VPLMN is indicated in the new NAI is ffs.

After the network advertisement information is delivered, the WLAN AN shall initiate a second EAP-Request/Identity message.  The UE responds to this message with the new NAI determined in the prior step.

The WLAN AAA proxy shall use the NAI to route the EAP traffic to the appropriate VPLMN AAA Proxy.

5.9.2 Case of HiperLan/2 WLANs

FFS

5.9.3 Case of Bluetooth WLANs

FFS

/***** end of changes to section 5.9 ****/
/***** start of changes to section 7 ****/
7 Procedures

7.1
Network Advertising and Selection

Starting from the use case defined in the section 5.9, the Network Advertising and Selection procedure is defined.
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Figure 7.1
Network advertising and selection procedure
1. WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP).
2. The access network device in the WLAN AN sends an EAP Request/Identity message to the UE to obtain user’s credentials. 
3. The UE sends the user identity in EAP-Response/Identity message to the access network device complying with a Network Access Identifier (NAI). The realm part of the provided NAI identity is utilised to define the 3GPP Home Network to have to authenticate the UE. 
4. A specific device in the WLAN acts as a normal proxy/relay agent for the user authentication request. This device redirects this authentication request to the 3GPP AAA Proxy #1 in the 3G network  #1, and it will also redirect all the other user authentication requests whose realm does not match with any entry in the WLAN AN routing table.
The 3GPP AAA Proxy #1 returns a redirect notification to the WLAN AN with the information necessary to reach the home authentication server. If the 3GPP Network who belongs the 3GPP AAA Proxy does not have a roaming agreement with the 3GPP Home Network (indicated by the realm part of the NAI), it returns a redirect notification as identifier “Unknown”.
5. The same approach of 4 is used to the 3GPP Network #2.

6. For each 3GPP Networks (up to n) having a roaming agreement with WLAN AN carry out the searching procedure as illustrated in 4.
7. The WLAN AN has in this way the list of available 3GPP networks available to redirect the user authentication request to the 3GPP Home Network. It knows the 3GPP AAA proxies able to forward the user authentication request to the 3GPP AAA server. The identifiers returned in redirect notifications are used by the WLAN to form the PLMN list that is presented to the user to allow selection of the preferred operator. The identifier “Unknown” is also used in order to indicate to the WLAN AN to not insert a specific network in the PLMN list. 
So The WLAN sends an EAP-Request message containing the available PLMNs’ list to the user.

8. The user chooses the preferred PLMN (that corresponds to the 3GPP Home Network if available) and sends this choice to the WALN in an EAP Response message. 
9. Based on the user’s selected realm in the EAP packet, the WLAN AN forwards the Authentication (and Authorization) pending Diameter-EAP-Request/Identity message to the 3GPP network selected by the user.

7.2
Authentication and Authorisation
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Figure 7.2
Authentication and authorisation procedure

1.
Network Selection &Advertising procedures are enabled between the UE, the WLAN and the involved PLMNs
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

/***** end of changes to section 7****/
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