Page 1



3GPP TSG-SA2 Meeting #33 
Tdoc (
S2-032594

Sophia Antipolis, France, 7th – 11th July 2003

	CR-Form-v7

	CHANGE REQUEST

	

	(

	23.271
	CR
	199
	(

rev
	-
	(

Current version:
	6.4.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Clarification on indicator of privacy check related action and pseudo-external identity

	
	

	Source:
(

	Ericsson

	
	

	Work item code:
(

	LCS2
	
	Date: (

	2/07/2003

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	The bahaviour in MSC/SGSN when both the indicator of the requested privacy related action and the pseudo-external identity are received from GMLC is not specified.

	
	

	Summary of change:
(

	It is clarified that whether MSC/SGSN receives both the indicator of the requested privacy related action and the pseudo-external identity, it shall skip any further privacy checks and continue based on the information received in indicator of the requested privacy related action.

	
	

	Consequences if 
(

not approved:
	MSC/SGSN maybe erronously use both information leading to misfunction.

	
	

	Clauses affected:
(

	9.1.2.1, 9.1.6.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	n
	 Other core specifications
(

	

	affected:
	
	n
	 Test specifications
	

	
	
	n
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

************First Modified Section ****************

9.1.2
Circuit Switched Mobile Terminating Location Request (CS-MT-LR)

Figure 9.2 illustrates general network positioning for LCS clients external to the PLMN. In this scenario, it is assumed that the target UE is identified using either an MSISDN or IMSI.
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Figure 9.2: Network Positioning for a CS-MT-LR

9.1.2.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a call related location request, the message also carries the LCS client's called party number. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available). Also the message may carry the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. Moreover the message may also carry the Service Type. If the result of the privacy check at H-GMLC/PPR indicated that the codeword shall be sent to the UE user, the message may carry also the codeword received from the LCS client. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. If the Requestor Identity is provided, the GMLC shall send it as separate information. In addition, in order to display the requestor identity in case of pre rel-5 network elements (i.e. MSC and/or UE), the requestor identity may be also added to the LCS client name by the GMLC. When the Requestor identity is added to the LCS client name the practise described in the Annex D should be followed. The message also shall carry the indication of the requested privacy related action (i.e. checking the on-going call/session and/or notification/verification procedures) in the MSC, which is provided by H-GMLC. In case the privacy checks have been performed in H-GMLC/PPR, the pseudo-external identity may be included in the message instead of the real external identity of the LCS client (the details of the pseudo-external identity are described in Annex C). For valued added LCS Client, if both indication of the requested privacy related action and pseudo-external identity are available the location procedure shall continue as indicated by the indication of the requested privacy related action without any further verification of barring restrictions procedure (privacy checks).
3)
If the GMLC is located in another PLMN or another country, the VMSC/MSC server first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If the PSL message from the GMLC does not include the indication of the requested privacy related action, the VMSC/MSC server then verifies LCS barring restrictions in the UE user's subscription profile in the MSC server. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the Core Network performs paging, authentication and ciphering. The MSC will page a GPRS attached UE either through A/Iu or Gs interface, depending on the presence of the Gs interface (see Note).The UE will inform the network about its LCS capabilities, as described in chapter 6.3.4. If the UE is instead in dedicated mode, the VMSC/MSC server will already have UE classmark information. In GSM this is supported by controlled early classmark sending.

[Note 1:
In GSM, if the target UE has an established circuit call other than speech, the location request may be denied and an error response is then returned to the GMLC. If the location request is allowed for a non-speech circuit call, it shall be up to RAN to decide, on the basis of the applicable position methods and requested QoS, whether positioning is possible. This is FFS]

Note: 
In some network mode of operation, a GPRS capable UE may not receive the CS paging. In addition, upon receipt of a CS paging, a GPRS capable UE may immediately answer to the Paging Request or delay the answer, as defined in 3GPP TS 22.060 and 23.060. A GPRS UE in class B mode may also suspend its GPRS traffic, sending a GPRS Suspension Request to the network.

4)
If the location request comes from a value added LCS client and the indication of requested privacy related action or the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, the Requestor Identity (if that is both supported and available) and whether privacy verification is required. Also the message may indicate the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. Moreover, the message may carry also the service type and the codeword.

[FFS: For a call related location request, the LCS client identity shall be set to the LCS client's called party number if no separate LCS client identity was received from the GMLC.] Optionally, the VMSC/MSC server may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 6 without waiting for a LCS Location Notification Return Result message in step 5.

NOTE 2:
It is for further study, if all available client identities are to be included in the Privacy Notification message to be shown to the end-user.
5)
The target UE notifies the UE user of the location request. If privacy verification was requested, the target UE indicates to the UE user whether the location request will be allowed or not allowed in the absence of a response and waits for the user to grant or withhold permission. The UE then returns an LCS Location Notification Return Result to the VMSC/MSC server indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, the LCS Location Notification Return Result message can be returned some time after step 4, but before step 9. If the UE user does not respond after a predetermined time period, the VMSC/MSC server shall infer a "no response" condition. The VMSC/MSC server shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request in the absence of a response. 

6) The MSC/MSC server sends a Location Request message to RAN. This message includes the type of location information requested and requested QoS and, in GSM, the UE's location capabilities.

************Next Modified Section ****************
9.1.6
Packet Switched Mobile Terminating Location Request
(PS-MT-LR)

Figure 9.5 illustrates the general network positioning for LCS clients external to the PLMN for packet switched services. In this scenario, it is assumed that the target UE is identified using an MSISDN, PDP address or IMSI.
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Figure 9.5: General Network Positioning for Packet Switched MT-LR

9.1.6.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
GMLC sends a Provide Subscriber Location message to the SGSN indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a session related location request, the message also carries the APN-NI to which the user has established the session. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available), optionally the message may also carry the Service Type. Also the message may carry the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. If the result of the privacy check at H-GMLC/PPR indicated that the codeword shall be sent to the UE user, the message may carry also the codeword received from the LCS client. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. If the Requestor Identity is provided, the GMLC shall send it as separate information. In addition, in order to display the requestor identity in case of pre rel-5 network elements (i.e. SGSN and/or UE), the requestor identity may be also added to the LCS client name by the GMLC. When the Requestor identity is added to the LCS client name the practise described in the Annex D should be followed. The message also shall carry the indication of the requested privacy related action (i.e. checking the on-going call/session and/or notification/verification procedures) in the SGSN, which is provided by H-GMLC. In case the privacy checks have been performed in H-GMLC/PPR, the pseudo-external identity may be included in the message instead of the real external identity of the LCS client (the details of the pseudo-external identity are described in Annex C). For valued added LCS Client, if both indication of the requested privacy related action and pseudo-external identity are available the location procedure shall continue as indicated by the indication of the requested privacy related action without any further verification of barring restrictions procedure (privacy checks).
3)
If the GMLC is located in another PLMN or another country, the SGSN first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If the PSL message from the GMLC does not include the indication of the requested privacy related action, the SGSN then verifies LCS barring restrictions in the UE user's subscription profile in the SGSN. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the SGSN performs paging. The paging procedure is defined in TS 23.060[15].


FFS: The UE may be paged for location services even when in UMTS a signaling connection between mobile station and the network is established and in GSM when in Ready Mode. This makes it possible for the UE to start preparing an anticipated location service coming later by e.g. starting to measure GPS signals. 

4)
Security functions may be executed. These procedures are defined in TS 23.060 [15].

5)
If the location request comes from a value added LCS client and the indication of requested privacy related action or the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS, a notification invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client and the Requestor Identity (if that is both supported and available), whether privacy verification is required. Also the message may indicate the type of the LCS client name and also the type of the Requestor identity if the requestor identity was included. Moreover, the message may carry also the service type and the codeword. Optionally, the SGSN may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 7 without waiting for a LCS Location Notification Return Result message in step 6.

6)
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the SGSN indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, this message can be returned some time after step 5, but before step 10. If the UE user does not respond after a predetermined time period, the SGSN shall infer a "no response" condition. The SGSN shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request.

7) The SGSN sends a Location Request message to the RAN. This message includes the type of location information requested, the requested QoS and any other location information received in paging response.

************END of Modifications ****************
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