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1  Introduction

P-TMSI Signature can be optionally sent by the SGSN to the MS in Attach Accept and Routeing Area Update Accept. The P-TMSI and P-TMSI signature together provide a fast identification of a possible security attack. In current specifications P-TMSI signature is used to check the validity of Attach- Detach and RAU Request, if  P-TMSI signature is not valid or is not included the authentication procedure should be performed.

MS send the Attach Request and the RAU Request to SGSN as a plain text, without ciphering (3GPP TS 24.008). In case the network (SGSN) has assigned earlier and sent P-TMSI and P-TMSI signature to the MS by, for instance Attach Accept message (at that point communication was already in ciphered mode), then the attacker obviously has no practical chance to guess the correct signature value for the given P-TMSI of the authorized user. Hence, the SGSN can reject attacker’s requests  with less  processing and less overhead on network resources.

For inter-SGSN RAU the P-TMSI signature validation is especially important because without it the authentication procedures are used only after the old SGSN has already started forwarding data to the new SGSN.

Network operator may wish not to use P-TMSI signature assignment. In such a case, network may enforce the security by always authenticating the service requesting party. SGSN would need at least one fresh authentication vector initially generated in the HLR for the given authorised user. New SGSN should receive those vectors from the old SGSN (subclause 7.5.2 “Identification Response” and subclause 7.5.4 “SGSN Context Response” in 3GPP TS 29.060). Otherwise, new SGSN has to request fresh vectors from HLR. This would increase signalling on Gr interface, and would use HLR resources for providing a set of fresh vectors for the given authorized user.

The usage of P-TMSI and P-TMSI signature pair seems to be highly recommendable. However, current 3GPP specifications contain misalignments and ambiguities concerning the usage of P-TMSI signature which may lead to implementation problems or inefficient use of network resources. This discussion paper identifies the issues that need clarification and proposes actions for S2, CN1 and CN4.

2  Discussion

At the moment 3GPP specs: 23.060, 24.008 and 29.060 are not in line in respect with the usage of P-TMSI and P-TMSI signature. This leads to the problems outlined below. Annexes at the end of this document contain more detailed rationale for those.

Problem #1: Discrepancy between 23.060 and 24.008

In case network has assigned P-TMSI signature to the MS, 23.060 mandates MS to keep it along with P-TMSI and send both in the next Routeing Area Update Request, Detach Request, and Attach Request for identification checking purposes (Quote 3 under the Annex A). However, 24.008 from R99 onwards mandates both, the MS and the SGSN to delete P-TMSI signature after successful detach (Quote 8 under the Annex A). 

Problem #2: 24.008 (subclause 4.7.1.3)

The reason why this subclause has been changed by CN1 is unlear. The deletion of P-TMSI signature upon completion of detach seem not rational (signature is stored on SIM with P-TMSI) and more important when network has assigned the P-TMSI signature the validation during Attach may fail frequently because pre Rel-99 MS and SGSN keep the signature.

Problem #3: Deficiency in 29.060

In case P-TMSI signature validation fails, 29.060 does not allow the old SGSN to send authentication vectors to the new SGSN. That leads to unnecessary delay and extra load on HLR because new SGSN have to request vectors from HLR. 

Problem #4: Deficiency in 29.060

In case P-TMSI signature validation fails during Attach procedure and the SGSN was changed since Detach, 29.060 does not allow the old SGSN to include IMSI in Identification Response although it is included in SGSN Context Response. This leads to security vulnerability because new SGSN need to send Identity Request to MS to retrieve IMSI over radio interface in unciphered mode.

3 Conclusions and Proposal

The initial reason for the usage of P-TMSI signature apparently was to use it in Inter SGSN RAU to trigger the authentication procedures before old SGSN start forwarding data to the new SGSN. Later the P-TMSI signature was added to allow check the validity of Attach and Detach Request messages.

Network can be configured always authenticate the MS upon Attach, but the use of P-TMSI signature validation is a more optimised solution.

The deletion of P-TMSI signature upon completion of detach seems not rational and more important the signature validation during Attach may fail frequently, because pre Rel-99 MS and SGSN keep the signature.

In case the P-TMSI signature validation fails, the GTP protocol should allow the old SGSN to include IMSI in the Identification Response message. Further GTP protocol should allow the old SGSN to send authentication vectors to the new SGSN.

It is proposed that S2 consider if following  clarifications  should be added in TS 23.060 subclause 6.8.2.3:

P-TMSI signature validation fails:

· when the old SGSN has stored the signature, and either P-TMSI is received without P-TMSI signature or signature values do not match. 

· when the old SGSN does not have any (valid) value for signature and it receives  P-TMSI with P-TMSI signature. 

Send this discussion document also to CN1 and CN4 with following recommendations:

CN1


In case P-TMSI and P-TMSI signature pair was assigned by network, both must be deleted at the same time in a given device. This applies to both, the network and the MS. This would require a change in 24.008 subclause 4.7.1.3.


It is recommended not to delete the pair after successful detach. That would support Identification procedure and should be clarified in 24.008.
CN4
· Once an old SGSN receives either Identification Request or SGSN Context Request, and P-TMSI signature validation fails, old SGSN shall send to the new SGSN the authentication vectors (if available) and IMSI along with the respective reject cause value. Otherwise, the new SGSN has to request IMSI from MS, and authentication vectors from HLR. This should be re-defined in 29.060.

Annex A: Current state of matters according to 3GPP specs

Step 2) under subclause 6.5.3 (Combined GPRS / IMSI Attach procedure), step 2) under subclause 6.9.1.3.2  (Combined inter SGSN RA / LA Update) and step 2) under subclause 6.9.2.1 (Routeing Area Update Procedure) of the 23.060v5.5.0 read:

Quote 1:
The old SGSN also validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN.

However, the validation can be done only in case MS sends the signature to the new SGSN, new SGSN forwards it to the old SGSN, and if old SGSN has assigned the signature.

Subclause 7.7.1 (Cause) of the 29.060v5.5.0 reads:

Quote 2:

'P-TMSI Signature mismatch' is returned if either:

-
the P-TMSI Signature stored in the old SGSN does not match the value sent by the MS via the new SGSN; or

-
the MS does not provide the P-TMSI Signature to the new SGSN while the old SGSN has stored the P-TMSI Signature for that MS.
That is, Quote 2 mandates that in case old SGSN has a P-TMSI signature stored, and it does not receive P-TMSI signature in the Identification Request, it shall not send back to the new SGSN fresh authentication vectors (if any available). Rather, the old SGSN shall send a response with only a Cause IE. This prevents authorized user from impersonation attacks.

Subclause 6.8.2.3 (P-TMSI Signature) of the 23.060v5.5.0 reads:

Quote 3:
P-TMSI Signature is optionally sent by the SGSN to the MS in Attach Accept and Routeing Area Update Accept messages. If the P-TMSI Signature has been sent by the SGSN to the MS since the current P-TMSI was allocated, then the MS shall include the P-TMSI Signature in the next Routeing Area Update Request, Detach Request, and Attach Request for identification checking purposes. 

Quote 4:
If the P-TMSI Signature was sent, then the SGSN shall compare the P-TMSI Signature sent by the MS with the signature stored in the SGSN. If the values do not match, the SGSN should use the security functions to authenticate the MS.

Quote 5:
If the values match or if the P-TMSI Signature is missing, the SGSN may use the security functions to authenticate the MS. The P-TMSI Signature parameter has only local significance in the SGSN that allocated the signature.

Quote 6:
If the network supports ciphering, the SGSN shall send the P-TMSI Signature ciphered to the MS. Routeing Area Update Request and Attach Request, into which the MS includes the P-TMSI Signature, are not ciphered.

The statement in the above Quote 3 from 23.060 is not consistent with the statement in the subclause 4.7.1.3 (P-TMSI signature) of the 3GPP TS 24.008v5.7.0, which mandates that both, the MS and the SGSN shall delete P-TMSI signature during the detach procedure:

Quote 7:
The network may assign a P-TMSI signature to an MS in an attach, routing area update, or P-TMSI reallocation procedure. Only in combination with a valid P-TMSI, this P-TMSI signature is used by the MS for authentication and identification purposes in the subsequent attach, routing area update or detach procedure. 

Quote 8:
If the MS has no valid P-TMSI it shall not use the P-TMSI signature in the subsequent attach, routing area update or detach procedure. Upon successful completion of the subsequent attach or routing area update procedure, the used P-TMSI signature shall be deleted. Upon completion of the detach procedure, the used P-TMSI signature shall be deleted.

Subclause 4.7.4 (GPRS detach procedure) of the 3GPP TS 24.008v5.7.0 reads:

Quote 9:
After completion of a GPRS detach procedure or combined GPRS detach procedure for GPRS and non-GPRS services the GMM context is released.

How can MS “include the P-TMSI Signature in the next Request, Detach Request, and Attach Request” (Quote 3) if MS has to delete it  “upon successful completion of the subsequent attach or routing area update procedure” (Quote 8)?

Quote 4 is inaccurate, because of the following reasons. P-TMSI signature is sent to the new SGSN, which forwards it to the old one for validation. However old SGSN cannot authenticate MS. This is new SGSN’s task. New SGSN cannot authenticate MS without receiving vectors. 29.060v5.5.0 says that in case of signature mismatch new SGSN shall not receive vectors. Therefore, SGSN has to request vectors from HLR, which is undesirable. Same applies to the case defined under Quote 5.

It seems that the “subsequent attach” in Quote 7 and 8 refers to scenario, when MS did not quite detach from SGSN, but decides to re-attach to it. Only in such a case MS may still have P-TMSI and P-TMSI signature.

Quote 9 defines that after successful detach GMM context shall be released (deleted) in MS. This means that P-TMSI shall be deleted after P-TMSI signature was deleted separately. In SGSN, however both P-TMSI and P-TMSI signature may be deleted by executing Purge procedure.

It is possible that the Detach Accept message is lost. Besides, during the inter-PLMN RAU, one network may be configured to assign P-TMSI signatures, while the other – does not.

Annex B: Illustration of certain cases when network and MS follow existing requirements:

Case 1:
Old SGSN has assigned P-TMSI signature.

Case 1.1: 
Detach has completed successfully. The MS and the old SGSN delete P-TMSI and signature (Quote 8 and 9). 

The MS sends IMSI with Attach Request to the new SGSN. Security risk over radio, but there is no other way here.

Case 1.2:
MS sends the Detach Accept message, but the old SGSN does not receive it. In such a case, MS deletes P-TMSI and signature, while the old SGSN – does not. If Detach Accept from MS is lost, SGSN tries 4 more times (T3322 is 6 seconds, which makes altogether 24 seconds)
 and deletes the GMM context. In case, within those 24 secs the MS initiates attach then SGSN will have P-TMSI and signature, but MS – will not.

The MS sends IMSI with Attach Request to the new SGSN. Security risk over radio, but there is no other way here.

Case 1.3:
Old SGSN sends the Detach Accept message, but MS does not receive it. In such a case, the old SGSN deletes P-TMSI and signature, while MS – does not. If Detach Accept from SGSN is lost, MS tries 4 times more (T3321 is 15 seconds, which makes altogether 60 seconds). After that it moves to GMM-DEREGISTERED and deletes the GMM context. In case, within those 60 secs the MS initiates attach then MS will have P-TMSI and signature, but SGSN – will not.

The MS sends P-TMSI and signature with Attach Request to the new SGSN. New SGSN sends P-TMSI and signature with Identification Request to the old SGSN. Old SGSN cannot find P-TMSI, and therefore does not have to look up signature. Old SGSN returns only cause IE with value ‘IMSI not known’.

New SGSN has to send Identity Request to MS in order to retrieve IMSI. Security risk over radio, but there is no other way here.

Case 2:
The old SGSN did not assign a P-TMSI signature.

Case 2.1:
Detach has completed successfully. The MS and the old SGSN delete P-TMSI (Quote 9). 

The MS sends IMSI with Attach Request to the new SGSN. Security risk over radio, but there is no other way here.

Case 2.2:
MS sends the Detach Accept message, but the old SGSN does not receive it. In such a case, MS deletes P-TMSI, while the old SGSN – does not. If Detach Accept from MS is lost, SGSN waits for 24 seconds and deletes the GMM context. In case, within those 24 secs the MS initiates attach then SGSN will have P-TMSI and signature, but MS – will not.

The MS sends IMSI with Attach Request to the new SGSN. Security risk over radio, but there is no other way here.

Case 2.3:
Old SGSN sends the Detach Accept message, but MS does not receive it. In such a case, the old SGSN deletes P-TMSI, while MS – does not. If Detach Accept from SGSN is lost, MS tries 4 times more (60 seconds). After that it moves to GMM-DEREGISTERED and deletes the GMM context. In case, within those 60 seconds the MS initiates attach then MS will have the P-TMSI, but SGSN – will not.

The MS sends P-TMSI with Attach Request to the new SGSN. New SGSN sends P-TMSI with Identification Request to the old SGSN. Old SGSN cannot find P-TMSI, and therefore returns only cause IE with value ‘IMSI not known’.

New SGSN has to send Identity Request to MS in order to retrieve IMSI. Security risk over radio, but there is no other way here.

Therefore, Identification (Request and Response messages) procedure does not have any use case for normal Attach. It looks unlikely, that that was the initial intension of 23.060. The aim of the Identification procedure is to provide new SGSN by ready security context previously stored in the old SGSN.

Let’s imagine that yet there might be abnormal cases, when both the old SGSN and the MS do have P-TMSI, or P-TMSI and signature when MS sends Attach Request to the new SGSN. Here, we’ll have the following cases.

Case 3:
Old SGSN has assigned P-TMSI signature.

Case 3.1: 
The MS sends P-TMSI and signature with Attach Request to the new SGSN. New SGSN sends P-TMSI and signature with Identification Request to the old SGSN. Old SGSN finds P-TMSI and looks up respective signature and validates it. Old SGSN returns either authentication vectors, or only cause IE with value ‘P-TMSI signature mismatch’ i.e. without fresh vectors (Quote 2). 

The latter most probably indicates that the user is being attacked. In case new SGSN would decide to immediately reject the Attach request, the ‘P-TMSI signature mismatch’ is sufficient. However, in case new SGSN would like to authenticate MS first, then it would need to receive authentication vectors from the old SGSN, rather than request them from HLR. That would require reconsideration and changes to 29.060.

Case 4:
The old SGSN did not assign a P-TMSI signature.

Case 4.1: 
The MS sends P-TMSI with Attach Request to the new SGSN. New SGSN sends P-TMSI with Identification Request to the old SGSN. Old SGSN returns only cause IE with value ‘P-TMSI signature mismatch’ i.e. without fresh vectors (Quote 2). How could old SGSN receive and validate signature, when it never assigned it? This is obviously incorrect and would require reconsideration and changes to 23.060 and 29.060.

Case 4.2:
An attacker sends P-TMSI with Attach Request to the new SGSN. New SGSN sends P-TMSI with Identification Request to the old SGSN. Old SGSN returns only cause IE with value ‘P-TMSI signature mismatch’ i.e. without fresh vectors (Quote 2).

How could the new SGSN tell Case 4.1 from case 4.2. That would require reconsideration and changes to 23.060 and 29.060.

The MS sends P-TMSI with Attach Request to the new SGSN. New SGSN sends P-TMSI with Identification Request to the old SGSN. Old SGSN cannot find P-TMSI, and therefore returns only cause IE with value ‘IMSI not known’.

Case 4.3:
An attacker sends P-TMSI and signature with Attach Request to the new SGSN. New SGSN sends P-TMSI and signature with Identification Request to the old SGSN. What is the meaning of signature validation here? Would the old SGSN return only cause IE with value ‘P-TMSI signature mismatch’ i.e. without fresh vectors, or what decision it would make?
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