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Discussion

As a home operator of a scenario 3 capable WLAN interworking system, it will possibly have 3 types of subscribers. Scenario 2 only subscriber, scenario 3 only subscriber and both scenario 2 and 3 subscribers.

For the last type of subscribers, they may sometime desire only one scenario of services or both scenario services at the same time. 

User case 1:

A user who subscribes to both scenarios 2 and 3 services is using Internet for the moment (scenario 2 service). And assuming the Internet service is charged by the length of the time. The user wants to use the IMS service to have a conference with his colleagues (scenario 3 service), and doesn’t want to be charged for Internet service while he is using IMS for conference, since he will not be using Internet. In this case, user will send an indication (from an user interface) to the network to disable its scenario 2 service. After the IMS conference is finished, the user will send an indication to the network to resume its scenario 2 service.
This user case is valid especially for time based charging services. 

User case 2:

A user who subscribes to both scenarios 2 and 3 services only wants to access scenario 3 services when connected to WLAN, e.g. just want to make an IMS call to friend. So the user will indicate to the network DON’T charge for scenario 2 service even through I have subscribed to it!!! Then network shall block the user from Internet access but allowing the user to use IMS via the PS domain of the 3GPP network. After the IMS call, the user wants to access Internet service, the user sends an indication to the network saying Turn On my internet service. And the network will reply “OK”, after that, the user shall be able to access Internet.

We feel these user cases are useful from business point of view:

1. It is the user’s benefit to save the cost of using the service.

2. It is the operator’s benefit to create more business cases 

But we have a technical challenge here. Since we decided that for scenario 2 service, the service authorization is carried out with in authentication procedure. This means that turning off the scenario 2 service is not possible unless disconnecting with WLAN completely therefore scenario 3 services are not possible to be accessed either. So the user case 1 is not possible. For user case 2, since there is no explicit service authorization for scenario 2, the user will be charged for scenario 2 service right after authentication unless the user is able to indicate during authentication.
In order to support user case 1, the user must ask for scenario 2 services using an explicitly service authorization request, then user can explicitly ask for terminating the service. This is like the PDP Context Activation and De-Activation. 
In order to support user case 2, the user could either indicate his/her desire of scenario in authentication procedure, or we have the same mechanism mentioned in the paragraph above. 

We feel that de-couple of the authentication from authorization is an important aspect; therefore, the better solution shall be developing an independent procedure for the user to turn on or off the scenario 2 service. 
Therefore we propose the following requirements:
5.1
Access Control Requirements

· Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user software shall be minimized.

· Existing SIM and USIM shall be supported. 

· Authentication shall rely on (U)SIM based authentication mechanisms.  

· R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

· Changes in the HSS/HLR/AuC shall be minimized.

· Methods for key distribution to the WLAN access network shall be supported.

· The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber

· Authorization shall occur upon the success of the authentication procedure

· It shall be possible to indicate to the user of the results of authorization requests.

· It shall be possible to indicate to the user any conditions for use of an authorised service.

· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

· The authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

· This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for scenario 2:
It shall be possible for the UE to decide whether to activate scenario 2 service or not after a successful authentication. This implies that the AP port could be still closed after EAP-Success; and UE shall use explicit means to ask for scenario 2 services. 
It shall be possible for the UE to stop ongoing scenario 2 services without affecting UE’s authentication states and any ongoing scenario 3 services.

It shall be possible for the UE to resume scenario 2 services without affecting UE’s authentication states and any ongoing scenario 3 services.

Additional access control requirements for scenario 3:

· Policy control applies to the services authorized for the user.

· Access to 3GPP PS based services shall be provided via WLAN. 3GPP PS based services supported shall include IMS based services including Presence and IMS Messaging services, location based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.

· Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunnelling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network. End to end Quality of Service shall be supported when accessing these services via WLAN.

Note: some limitations may exist because of the WLAN AN.

· A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g., according to subscription.

· A scenario 2 WLAN inter-working system shall be able to indicate in the reject cause for access from a scenario 3 WLAN UE that only scenario 2 is supported.

· A scenario 3 WLAN inter-working system shall be able to mandate all flows to be routed to the HPLMN, e.g., according to subscription. This routing enforcement shall not rely on the WLAN UE client.

Note: this may mandate additional functionality existing in the WLAN AN

























































































































































































































