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Previous contributions to SA2 Seoul, S2-031344 Definition and use of Long-Lived PDP Context and SA2 San Diego, S2-031972 PDP Context State Notifications using ICMP discussed the need for the Push Function to be informed of a change in the PDP Context state, specifically when the PDP Context changes from activated to deactivated. With this information the Push Function can operate more efficiently by not sending periodic “keep alive” messages to maintain an open PDP Context and also not attempt re-transmissions to mobiles that have had their PDP Context deactivated.

From previous discussions on this topic there are three possible mechanisms that could be used to provide the Push Function with the needed PDP Context state information. These methods are summarized below;

1) Use of ICMP.

The use of ICMP in the GGSN is suggested in 23.060 but is not implemented (or not widely implemented) in GPRS networks. If implemented the ICMP protocol would return an ICMP message to the Push Function for an IP packet that was undeliverable, such as when the PDP Context to the destination mobile is not active.

2) PDP Context State Notification Message 

This method suggests using a new message generated from the GGSN upon PDP Context deactivation. When a PDP Context is deactivated a PDP Context State Notification message is sent from the GGSN to the Push Function indicating the PDP Context is no longer active.

3) Use of a Radius Proxy to forward Accounting START/STOP messages to the Push Function

A Radius Proxy could be configured to forward copies of the Accounting START/STOP messages sent between the GGSN and the Radius Server to the Push Function. The Push Function would be primarily interested in the Accounting STOP message, implying the PDP Context has been deactivated.

Discussion of Methods

A review of these methods follows;

Internet Control Message Protocol

When ICMP is implemented in the GGSN, the ICMP message is triggered when an IP packet is not deliverable by the GGSN. The scenario is shown in the figure 1) below.




Figure 1. GGSN with ICMP

From figure 1 it can be seen that there is a time delay between when the PDP Context is deactivated and when the next IP packet arrives to trigger the ICMP message. This time delay represents the time when the GGSN and Push Function are not synchronized with regard to the state of the PDP Context. After PDP Context deactivation the IP address used for the PDP Context (assuming dynamic IP address assignment) will be returned to an address pool or DHCP server for re-assignment to another PDP Context.  The time between returning an IP address to an address pool and its reassignment is a function of the address pool size and frequency of demand for IP addresses. In busy networks with small address pools the IP address could be re-assigned very quickly. If the time between step 1 and step 2 in figure 1 is sufficiently long it may be possible for the IP address of the deactivated PDP Context to be re-assigned to a new PDP Context. If this were to happen the GGSN would deliver the IP packet transmitted by the Push Function to User B instead of to the original User A, as shown in Figure 2.




Figure 2. Error Scenario where IP address is reassigned.

Although the scenario in figure 2 is fairly unlikely if the address pool is correctly configured, it is possible, and therefore is one issue that must be considered when using ICMP as the only method of informing the Push Function on the state of the PDP Context. 

In order to support ICMP at the GGSN for a Push Function or other type of application server it should be possible to configure the GGSN to selectively support ICMP towards specific APNs only. Or putting it another way, the default mode of operation for a GGSN would be as GGSNs currently operate, where ICMP is not supported, and only if specifically needed would ICMP be turned on for a specific APN.

PDP Context State Notification Message

The PDP Context State Notification Message would be transmitted upon deactivation of the PDP Context. The GGSN will asynchronously generate a message towards the Push Function indicating the PDP Context is now deactivated. As with ICMP, the support of this message by the GGSN would be configurable (enabled/disabled) on a per APN basis. The format of a PDP Context State Notification Message could be similar to that of an ICMP message. The message could be transmitted over the APN as a UDP message (port number to be defined).  The destination IP address would be configured as part of the APN configuration information and could be the IP address of the Push Function or APN router or some other Error Notification server within the APN network.

By generating a notification message when the PDP Context is deactivated the GGSN and Push Function are kept synchronized with respect to the state of the PDP Context. This also solves the problem of the Push Function sending IP packets to a re-assigned IP address (figure 2 scenario).

Use of Radius Proxy

Although the use of Radius is not mandatory in GPRS networks it is widely deployed and therefore represents a de-facto standard. Radius is an Authorization, Authentication, and Accounting service that may also take on the function of IP address allocation (like DHCP). The Radius Accounting START/STOP messages have a side-effect of indicating when a PDP Context is activated and de-activated. A Radius Proxy by forwarding these Accounting messages to a Push Function can inform the Push Function on the state of a PDP Context.

Unfortunately a Radius Proxy is not defined by any 3GPP specification or IETF RFC.  In 29.061 in section 16.3.1 it is implied that Radius information can be made available to other application servers outside of the Radius Server, presumably via a Radius Proxy, the text reads;

 “Even if the GGSN was not involved in user authentication (e.g. transparent network access mode), it may send a RADIUS Accounting-Request START message to an AAA server. This message contains parameters, e.g. the tuple which includes the user-id and IP address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started.”

The IETF RFC 2865 describes the behaviour of a Radius Proxy as follows;

2.3.  Proxy

   With proxy RADIUS, one RADIUS server receives an authentication (or accounting) request from a RADIUS client (such as a NAS), forwards the request to a remote RADIUS server, receives the reply from the remote server, and sends that reply to the client, possibly with changes to reflect local administrative policy.  A common use for proxy RADIUS is roaming.  Roaming permits two or more administrative entities to allow each other's users to dial in to either entity's network for service.
From the description above a Radius Proxy is intended to relay Radius messages from a client to a server and also relay the responses from the server to the client.  A Push Function would have no ability to act upon or respond to any Radius Accounting message sent to it via a Radius Proxy. Its only purpose for receiving Radius messages would be to know the state of a PDP Context for a given User.

Given there is no specification for Radius Proxies it is not possible to standardize the interface between a Push Function and a Radius Proxy. Therefore any solution that a Push Function incorporated using Radius would be proprietary for each Radius Proxy vendor. In the case of a Push Function using a Radius Proxy it would have to implement a Radius Client that is specific to the Radius Proxy it was interacting with.

In the case where a Push Function is operated by a 3rd party outside the PLMN network, the PLMN operator would have to allow Accounting START/STOP messages to be transmitted outside its domain. This may be possible over a secure (IPSEC) connection to a 3rd party Push Function. But part of the content of these Accounting messages includes information that would be considered private to the user or PLMN operator, such as PDP Context byte counts. The operator would have to trust the Push Function to not use this information in any malicious way or have this information stripped by the Radius Proxy before being forwarded to the 3rd party Push Function. 

Conclusion

From the above discussion each of the three mechanisms have some advantages and disadvantages. ICMP requires the operator ensure the IP address re-use period is set to ensure that IP addresses are not re-assigned before the Push Function learns that a PDP Context has been deactivated. The PDP Context Notification Message is a new message that needs to be defined. Radius Proxies are non-standard and therefore require that a Push Function implement a specific interface for each Radius Proxy it must interwork with, also there are problems with support of Push Functions that are outside the PLMN domain.

RIM suggests adding the following text to TR 23.976v0.4.0 to address the issue of Long-Lived PDP Contexts and their interaction with the Push Function.

automatic retrieval of an email message, or a URL which the user can invoke through a browser. When the user receives the notification, he can choose to ignore it or he can initiate a connection (e.g. PDP context) to retrieve the data.

5.1.3.2
Push Broadcast Scenario

The existing standards allow delivery of broadcast messages using SMS formats. This requires support for Cell Broadcast in the Service Center.  

Addresses supplied in this case would identify a broadcast area instead of a specific user. This delivery method could be used with either a push pessage or a push notification.
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Figure 5: Push Broadcast Scenario

5.1.3.3
Addressing

The Push Function will use the existing addressing scheme to the SM-SC. For an IP network interface, the SM-SC will be addressable in a standard network format (e.g. Domain Name, IP address).  The SMS message will be contained in the data portion of the IP packet and will use the SMS addressing mechanism, i.e. MSISDN or E.164.
5.1.3.4  
Delivery Reliability

SMS is a store and forward service and  includes message delivery reliability mechanisms.  If a user is not accessible or has some condition that prohibits message delivery, the Delivery Network will provide an Alert to the SM-SC when the condition has cleared.  This allows the SM-SC to attempt delivery again as soon as the user is able to receive the message. 

The following figure shows an example sequence with a Push message being delivered while a User’s mobile is powered off. 
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Figure 6: SMS Reliable Delivery Sequence

As shown in this figure, the SM-SC receives an alert notification when the user becomes accessible. The SM-SC is then able to attempt a second delivery of the message, which now succeeds.

The Alert SM-SC message is provided by the HLR/HSS per the existing SMS service definition.

The reliable delivery feature of SMS would also apply to the “Push notification with user connect” message scenario.  

It is also possible for the SM-SC to relay Alert notices to the Push Function. In this case, the Push Function would be responsible for maintaining a copy of the message and re-transmitting when the User becomes available.
***** Start of New Text ****

5.1.4 Push Using Long-Lived PDP Context

A long-lived PDP Context is a good mechanism for timely delivery of Push data, and where the user is receiving data on a frequent basis a long-lived PDP Context is also an efficient use of network resources. The existing definition of a PDP Context in TS 23.060 does not specify a maximum time limit for a PDP Context to be active before it must be deactivated. In theory all PDP Contexts are long-lived (always-on) where their activation and deactivation are determined by the user and/or application. In practice networks will deactivate PDP Contexts for various reasons such as network maintenance or after long periods where the PDP Context has not carried traffic. When a PDP Context is deactivated by the network, the Push Function needs to know the PDP Context is no longer available so it does not continue to use it for push data.   
In the case where the PDP Context is deactivated by the network, there are three mechanisms that may be deployed to inform the Push Function of the PDP Context deactivation.  At least one mechanism shall be deployed by a network when using a Push Function. These mechanisms are listed and discussed in the following subsections.
5.1.4.1 Internet Control Message Protocol

Internet Control Message Protocol (ICMP) is defined in the IETF RFC 792. TS 23.060 section 9.1.1 makes reference to the use of ICMP error notifications sent from the GGSN when a mobile-terminated IP packet is received in the INACTIVE state.
ICMP error notification messages are sent from the GGSN when the GGSN is unable to forward an IP packet to its destination. Therefore the Push Function must generate an IP packet towards the GGSN before it will receive an ICMP message informing it that the packet is not deliverable. In this scenario the GGSN and Push Function may be unsynchronised for some period when the PDP Context is deactivated at the GGSN and when the Push Function transmits an IP packet to the deactivated PDP Context and receives back an ICMP message.

When using ICMP as the mechanism to inform the Push Function that a PDP Context has been deactivated, the network operator shall ensure the address allocation mechanism for dynamically assigned IP addresses (IPv4 or IPv6) incorporates a sufficiently long time before re-allocation of an IP addresses to another PDP Context.  This is to guard against a Push Function transmitting an IP packet using an IP address that had been previously used by a deactivated PDP Context and then re-assigned to a new PDP Context before the Push Function learns (via ICMP) of the deactivation of the first PDP Context.
In order to support ICMP at the GGSN for a Push Function or other type of application server it shall be possible to configure the GGSN to selectively support ICMP towards specific APNs. The default mode of operation for backward compatibility with existing application servers shall be that ICMP is disabled on all APNs.
5.1.4.2 PDP Context State Notification message
This message is not currently defined in 3G/GSM specifications. 
The GGSN will asynchronously generate a PDP Context State Notification message towards the Push Function upon deactivation of a PDP Context used by the Push Function.
The support of this message by the GGSN shall be configurable (enabled/disabled) on a per APN basis, the default shall be disabled. The format of a PDP Context State Notification Message will include the IP address of the deactivated PDP Context and an information element indicated the PDP Context is deactivated. The message is transmitted over the APN as a UDP message (port number to be defined) with the destination IP address being the IP address of the Push Function, APN router or some other error notification server within the APN network. The IP Address to be used for this message shall be configurable as part of the APN configuration information.

By generating a PDP Context State Notification message when the PDP Context is deactivated the GGSN and Push Function are kept synchronized with respect to the state of the PDP Context. 
5.1.4.3 Radius Accounting START/STOP messages

Although the use of Radius is not mandatory in 3G/GSM networks it is widely deployed and therefore represents a de-facto standard. Radius is an Authorization, Authentication, and Accounting service that may also take on the function of IP address allocation (like DHCP), see TS 29.061. The Radius Accounting START/STOP messages have a side effect of indicating when a PDP Context is activated and de-activated. A Radius Proxy by forwarding these Accounting START/STOP messages to a Push Function can inform the Push Function on the state of a PDP Context.
The interworking of a Push Function to a Radius Proxy or Radius Server is outside the scope of this specification.

· 
· 
**** End of New Text ****
Editors Note: the following bullets provide guidance for further work

· Push with Dynamic IP Address Assignment

· This section describes a mechanism to establish a PDP Context that can be used to carry Push services to a UE when the PS Domain implements Dynamic IP address assignment.
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Use A) PDP Context deactivated





2) PF transmits IP packets to User A on IP address X assuming the PDP Context is still active.
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3) PF now knows the mobile is no longer reachable
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