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Discussion

This contribution attempts to give a view on the need of routeing enforcement for scenario 3 and for what reason routing enforcement is needed for scenario 3.
Quote the text from 5.10 of 23.234:

******************* Start of Quote ******************************

5.10 Scenario 3 Routing Enforcement

Scenario 3 requires that all packets sent to/from a WLAN UE are routed via a PDG in a 3GPP network. 

In order to ensure users cannot circumvent routing via a PDG, scenario 3 requires routing policy enforcement to be implemented in the 3GPP-WLAN interworking system and for the WLAN UE not to be involved in such a process.

5.10.1 Routing Enforcement in the WLAN AN

When operating in scenario 3, the WLAN AN needs to ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case).

5.10.2 Enforcement in the last hop router

When operating in scenario 3, the operator of the last hop router (either the WLAN AN or VPLMN) may need to ensure that users cannot circumvent routing through the PDG by re-configuring their IP address.

5.10.3 Policy Enforcement in the HPLMN

When operating in scenario 3 and the HPLMN decides that access is via a PDG in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information. 

5.10.4 Policy Enforcement in the VPLMN

When operating in scenario 3, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to policy enforcement information provided by the HPLMN.

******************* End of Quote ******************************

So the problem we are facing is a misbehaved UE trying to send traffic to somewhere which is not allowed.

And the solution we have here (in section 5.10) is to enforce the route to the misbehaved user’s traffic to the right place.

But the question we have now is if we know this is a misbehaved UE, then why continue routing the traffic but to just terminating the routing, so the misbehaved UE’s traffic shall be discarded once it is detected. So we think what we need here is a routing terminating enforcement not a route enforcement.  
First, we need to know what the definition of the misbehaved UE:

UE can never circumvent the routing of its traffic but to point out the destination of the traffic; routing is the job of network devices, e.g. routers, gateways. So misbehaved UE is the UE who sends traffic to the destination addresses which are disallowed addresses. The possible UE misbehaving scenarios are as follows:

1. A scenario 2 only UE tries to send some traffic a 3GPP entity.
2. A scenario 3 only UE tries to send some traffic to Internet directly

3. A scenario 3 only UE tries to send some traffic to a 3GPP entity which the UE is not authorized to send anything to.

4. A scenario 2 and 3 UE tries to send some traffic to a 3GPP entity which the UE is not authorized to send anything to.

We know that if the UE needs to talk to any 3GPP entity, it must have a security association with that entity so that the communication can be secured. And the security association can be setup by pre-configured or by some signalling means e.g. tunnelling setup, authentication. If the assumption is true, then the scenario 1, 2 and 3 are not our concern any more; since the UE will not have such SA with the 3GPP entity and such 3GPP entity of course will perform the routing terminating enforcement. 

The only scenario worries us will be:

2. A scenario 3 only UE tries to send some traffic to Internet directly

To terminate the traffic of the misbehaved UE, two places can be the routing terminating enforcement points: The WLAN or the WAG
In both places, the policy information needs to be passed to the police enforcement points. Table below is a comparison of the pros and cons of picking up the routing terminating enforcement point:

	Routing Terminating Enforcement Point
	Impact on WLAN
	Site to site tunnel required
	Impact on Roaming network
	Require more functionalities in IW Reference Model

	WLAN
	Yes
	No
	No
	No

	WAG
	Yes
	Yes
	Yes
	Yes


From the table, it is obviously that WLAN shall be the routing terminating enforcement point. The biggest benefit of this is that for a scenario 2 only IW system, it could also be the roaming network without any upgrade to support a scenario 3 IW system. This will allow the fast role our scenario 3 services in both roaming and non-roaming architecture. The second benefit is to have less impact on WLAN compared the use of WAG which requires a site to site tunnel and adds a lot of complicity in WLAN and 3GPP networks.

 And we believe the filtering technical of Radius could allow the WLAN to restrict the UE from reaching disallowed hosts.  

Regarding routing enforcement, we feel it is needed in the case operators wants to do something at somewhere in the network, e.g. QoS enforcement, charging…, 
Conclusion

From the discussion above, we can conclude that:
Routing enforcement is not used to deal with misbehaved UE but to ensure QoS or charging related policies 

Routing terminating enforcement is used to deal with misbehaved UE

The Routing terminating enforcement point shall be in the WLAN.

Proposal

5.X Scenario 3 Routing Terminating Enforcement

In order to ensure users cannot send traffic to destinations which are not allowed the WLAN 3G IW system shall be able to terminate the routing of the user traffic when such an event is detected. In order to enforce the routing terminating policy, the 3GPP networks shall be able to provide the WLAN with suitable policy enforcement information and the WLAN shall terminate the user traffic when it detects the traffic is against the policy.
5.10 Scenario 3 Routing Enforcement

Scenario 3 may require that all packets sent to/from a WLAN UE are routed via an entity in a 3GPP network if some policy control or other operation towards the traffic is required there. 


5.10.1 Routing Enforcement in the WLAN AN

When operating in scenario 3 and routing enforcement is required, the WLAN AN needs to ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case).

5.10.2 Enforcement in the last hop router

When operating in scenario 3 and routing enforcement is required, the operator of the last hop router (either the WLAN AN or VPLMN) may need to ensure that users cannot circumvent routing through the PDG by re-configuring their IP address.

5.10.3 Policy Enforcement in the HPLMN

When operating in scenario 3 and routing enforcement is required and the HPLMN decides that access is via a PDG in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information. 

5.10.4 Policy Enforcement in the VPLMN

When operating in scenario 3 and routing enforcement is required, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to policy enforcement information provided by the HPLMN.
























































































































































































































