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1.
Introduction

TS 23.234 1.10.0 includes the following:

“The service request shall be indicated by a tunnel establishment request from the UE to the WAG or PDG (whether the request is sent to the WAG or to the PDG is ffs). The WAG or PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.”

Some means is required for the UE to address the tunnel establishment request to the correct WAG or PDG (whether the request …. <as above>). This contribution analyses the possibilities for the UE to obtain this address.

2.
Discussion

Firstly, we note that the address that the UE establishes the tunnel to must be a publically registered IP address which is visible from the WLAN connection that the UE has established (this does not mean this address is visible from the Internet, although it may be).

Secondly, we note that it is usual practice to use DNS to represent publically registered IP addresses as domain names. We therefore assume that the problem is for the UE to obtain a Fully Qualified Domain Name for the WAG or PDG (whether the request is sent ….. <as normal>).

The FQDN to which the UE sends the tunnel establishment could either be derived locally from information known to the UE, or obtained dynamically from the network. 

2.1
Deriving the FQDN locally

The information available to the UE which might be useful for deriving an FQDN is:

· Requested W-APN

· MNC and MCC of the Home Network

· MNC and MCC of rhe Visited Network (Note)

Note: in the case that a network advertisement solution is available to determine the available visited networks, this information will be available. But, if there is just one Visited Network available, then there may be no network advertisement, and the identity of the visited network may be unknown to the UE unless some new mechanism is defined.

The Requested W-APN can contain the following information:

· The identity of the network to which access is required

· Optionally, the point of interconnect to that network

If the W-APN contains information about both the network and the point of interconnect, then the W-APN basically identifies the Packet Data Gateway. Otherwise, the UE does not have enough information to identify the Packet Data Gateway.

Whatever information the W-APN contains, the UE does not have enough information to identify the WAG.

Therefore this approach alone is only applicable in the special case of end-to-end tunnelling (where the tunnel is established to the PDG) with the point of interconnection included in the Requested W-APN.

2.2
Requesting the FQDN from the network

Since the above approach is only applicable in a limited case, then some mechanism is required to request the FQDN from the 3GPP network.

One possibility might be to obtain this FQDN as part of the initial WLAN authorisation procedure. However, this has problems because:

· It couples tunnel establishment to WLAN

· If the FQDN identifies a PDG, then it clearly depends on the Requested W-APN, which may not be known at this time

Another possibility would be to use some other protocol to request the FQDN from the network. However,

· It would be desireable to avoid inventing a completely new protocol if possible

· DNS could be considered, however DNS is simply a database lookup system, whereas the FQDN for the WAG or PDG (whether … <as usual>) needs to be determined by some logic in the 3GPP network elements

A final possibility is that the UE generates a ‘Initial FQDN’ itself, and attempts tunnel establishment to this FQDN. This Initial FQDN would be based on information such as the Requested W-APN and the home & visited network identities – exact details ffs. The network attempts to authorise this, and as part of this process may determine that the user should be redirected to an alternative WAG or PDG.

This approach is based on the fact that allocation of specific PDGs or WAGs to specific W-APNs, will be quite rare. Generally, there will be a set of equivalent WAG/PDGs which can each provide services on a wide range of W-APNs. Therefore, whilst the UE cannot always derive itself an FQDN for the correct WAG or PDG, it can probably do so most of the time.

Since, most of the time, the UE’s ‘Initial FQDN’ will resolve to a suitable WAG or PDG (or, by standard DNS load-sharing, a set of such devices), then signalling is greatly reduced compared to approaches where a separate FQDN request is required every time.

We note that the most likely candidate tunnel establishment protocol (L2TP/IPsec) already includes a mechanism to redirect the user to another tunnel server (see RFC3193, Section 4).

 3.
Conclusion

We conclude the following:

1. The UE needs to obtain the IP address of the WAG or PDG (<usual blah blah>) so that it can send the tunnel request.

2. The UE should first determine an FQDN, and then use DNS to determine the actual IP address, according to standard practice

3. The UE does not always have enough information to derive the correct FQDN itself, and therefore some mechanism to request an FQDN from the network is required (in particular, the UE cannot always determine which WAG or PDG should be used, because the network should have some part in this decision)

4. In the most usual case, any one of a default (set of) WAGs or PDGs would be suitable, and in this case the UE could determine an appropriate FQDN from the knowledge it has of the Home/Visited network identies and the W-APN

5. The UE should attempt to establish a tunnel to this default (set of) WAG(s) or PDG(s). If the network determines that a different WAG or PDG should be used for this user and W-APN, then the request should be rejected and the address of an alternative WAG or PDG provided.

We believe this mechanism is more efficient than alternatives, since usually only one request needs to be sent. In the minority case where an alternative WAG or PDG should be used, then a request/response exchange is used to obtain the correct address.

4.
Proposal

The following text changes are proposed for the TS:

5.6 IP Network and Gateway Selection

Note that this type of IP Network Selection is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/Intranet.

The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicated a point of connection to the IP network (i.e. WAG or PDG).

A W-APN is indicated by the UE in the tunnel establishment procedure between the UE and an initial WAG or PDG (whether the request is sent to the WAG or to the PDG is FFS). The UE derives the destination address for the initial tunnel establishment request from the Requested W-APN and the Home and Visited Network identities (details ffs).

The WAG or PDG receiving the request then requests authentication/authorisation from the 3GPP AAA server  (whether this request is routed via the 3GPP AAA Proxy is FFS). 

Since scenario 3 mandates that some additional functionality exists in the VPLMN, in scenario 3 the VPLMN shall be able to communicate with the HPLMN across the Ws reference point whether it can support the various tunnelling options.

The home network decides the type of IP connectivity based on e.g. the requested W-APN, user’s subscription information and VPLMN information and may determine an alternative W-APN, the Selected W-APN indicating the same network, but a different point of interconnection. In this case, the users request is rejected with an indication that the the alternative point of interconnection should be contacted with a further tunnel establishment request.

The home network choices are:

1. No tunnelling, for supporting a scenario 2 WLAN UE
2. UE-transparent tunnelling

3. UE-initiated tunnelling


Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study. 
These cases are described below.

*********************** next change *****************

6.2.6  Packet Data Gateway

3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network (Figure 6.2.a) or by the visited network (Figure 6.2.b). The determination of the Packet Data Gateway providing access to the selected service will be performed in the PLMN providing the PDG (in the VPLMN or HPLMN). Successful activation of a selected service results in 

· Determination of the Packet Data Gateway to be used by the UE – if this is different from the PDG which received the tunnel establishment request from the UE, then the UE must be redirected to the correct PDG
· Allocation of an IP address (the UE’s home address) to the UE by the HPLMN (if one is not already allocated)

· Registration of the IP address allocated by the WLAN/VPLMN with the Packet Data Gateway and binding of this address with the home IP address

The Packet Data Gateway:

· Contains routeing information for WLAN-3G connected users;

· Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

· Performs address translation and mapping;

· Performs de-capsulation and encapsulation;

· Allows allocation of the IP address by which the UE is identified by the Home Network;

· Performs registration of the address allocated by the WLAN/VPLMN (e.g. transport address) and binding of this address with the home IP address;

· Provides procedures for unbinding a transport address with the home IP address;

· Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the UE initiating any binding of transport address with the home address, unbinding etc.)

· Generates charging information related to user data traffic for offline and online charging purposes.




























3GPP


