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1.
Introduction

This contributions proposes changes to the TS based on the conclusion of S2-03xxxx.

2.
Proposal

The following text changes are proposed for the TS:

Global Changes:

· “WLAN Access Point Name” to “Generalised Access Point Name”

· “W-APN” to “G-APN”

· “WLAN Access Gateway” to “Packet Data Proxy”

· “WAG” to “PDP”

Note: further changes below do NOT include these global changes.

Detailed changes:

Introduction

This document studies interworking between 3GPP systems and Wireless Local Area Networks (WLANs). For the purpose of this document the term 3GPP - WLAN interworking refers to the utilisation of resources and access to services within the 3GPP system by the WLAN UE and user respectively. The intent of 3GPP - WLAN Interworking is to extend 3GPP services and functionality to the WLAN access environment. Thus the WLAN effectively becomes a complementary radio access technology to the 3GPP system.

The WLAN provides access to services that can be located either in the WLAN itself or in a network that is connected to the WLAN.

In 3GPP - WLAN interworking, 3GPP system functionalities can be used either through a WLAN or independently of any WLAN (i.e. using 3GPP access). In the case of 3GPP system functionalities accessed via a WLAN, the interworking between 3GPP system and WLAN may include: 

-
Enabling usage of 3GPP system functionalities between mobile terminals and 3GPP systems via the WLAN (e.g. providing SIP calls)

-
Utilising 3GPP system functionalities to complement the functionalities available in the WLAN (e.g. providing charging means, authentication, authorization, and accounting functions)

Moreover, in order to ensure transition between the WLAN access and the 3GPP access, the interworking between the systems may include

-
Creation of mechanisms for selecting and switching between the WLAN and 3GPP access systems 

Enabling any of these interworking cases may result in modifications or additions in 3GPP systems, in WLANs or both.
The above is achieved by the addition of two new capabilities to the 3GPP System:

· WLAN Access, Authentication and Authorisation, provides for access to the WLAN and locally connected IP network (e,g. Internet) to be authenticated and authorised through the 3GPP System

· Access to External IP networks, provides for 3G UEs to establish connectivity with an External IP network, such as 3G operator networks, corporate Intranets or the Internet from any suitable IP network connection

Scenario 2 requires the first of these. Scenario 3 requires a combination of both.
********************** Next Change ***********************
4
WLAN Radio networks interworking with 3GPP

Editor’s notes : Provides a high-level description of the WLAN interworking model.  

Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking. The 3GPP Authentication, Authorization and Accounting (AAA) server is a Diameter server. The home network is required to support RADIUS interworking in the non-roaming case when WLAN Access Networks not providing Diameter interfaces are to be supported. 

The Packet Data Gatewayis introduced to support access to External IP networks, including those supporting 3GPP PS Domain based services.. Scenario 2 offers direct connection from the WLAN to the Internet/intranet. The WLAN includes WLAN access points and may include other devices such as routers or intermediate AAA elements. The User Equipment (UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.
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Figure 4.1: Simplified WLAN Network Model. The shaded area refers to scenario 3 functionality

· As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the 3GPP system and the WLAN, the internal operation of the WLAN is only considered in order to access the impact of architecture options/requirements on the WLAN.

· 3GPP-WLAN interworking shall be independent of the underlying WLAN Radio Technology.

********************** Next Change ***********************

Section 3.1, “Definitions”, add:

External IP Network/External Packet Data Network: An IP network not directly attached to the WLAN to which access can be provided through the 3GPP system, including the Internet, an operator’s IP network or an 3rd party IP network such as a corporate IP network.

********************** Next Change ***********************

Section 3.3, “Abbreviations”, add:


PDP



Packet Data Proxy

********************** Next Change ***********************
Section 5.1 “Access Control Requirements”, add to “Additional Access Control Requirements for Scenario 3”

· The technical solution for access control to External IP networks from WLAN shall be decoupled from WLAN Access Control.
********************** Next Change ***********************

Section 5.2 “Access Control Principles”, modify section “Additional access control principle for Scenario 3” as follows:

Additional access control principle for scenario 3:

Service Selection and authorisation:

The solution shall include means for securely delivering service selection information from the UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server may modify the Requested W-APN based on the users subscription/local policy.

The service request shall be indicated by a tunnel establishment request from the UE to the PDP or PDG (whether the request is sent to the PDP or to the PDG is ffs). The PDP or PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

********************** Next Change ***********************

5.6 IP Network Selection

Note that this type of IP Network Selection is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/Intranet.

The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicated a point of connection to the IP network (i.e. PDP or PDG).

A W-APN is indicated by the UE in the tunnel establishment procedure between the UE and an initial PDP or PDG (whether the request is sent to the PDP or to the PDG is FFS). It is then forwarded to the 3GPP AAA server  (whether this request is routed via the 3GPP AAA Proxy is FFS). 

Since scenario 3 mandates that some additional functionality exists in the VPLMN, in scenario 3 the VPLMN shall be able to communicate with the HPLMN across the Ws reference point whether it can support the various tunnelling options.

The home network decides the type of IP connectivity based on e.g. the requested W-APN, user’s subscription information and VPLMN information and may determine an alternative W-APN, the Selected W-APN indicating the same network, but a different point of interconnection. The home network choices are:

1. No tunnelling, for supporting a scenario 2 WLAN UE
2. UE-transparent tunnelling

3. UE-initiated tunnelling

The 3GPP Home Network may also determine that the user should be given access to the same IP Network but via a different point of interconnection. 

Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study. 
These cases are described below.
********************** Next Change ***********************

Section 5.5.1 “Accessing Home Network provided services”, modify as follows:

5.5.1 Accessing Home Network provided services

· Service authorisation shall be independent from WLAN access authentication and authorisation
· It shall be possible to permit access to multiple simultaneous services
· Service authorization information shall be protected 

· The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

· W-APN selection and authorization is an end-to-end procedure between the UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS.

· WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

· The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the PDG by the home network is for further study. 

· The PDG needs to know the authorized W-APN to select the Wi interface.

[Editor’s note: The definition of W-APN is for further study]
********************** Next Change ***********************
6
Interworking Architecture 

6.1 Reference Model for WLAN Access

The reference model for local IP network access through in Interworking WLAN is shown in Figure 6.1.

In the roaming case (referring to roaming between 3GPP networks), the following functional elements are located in the VPLMN:
· 3GPP AAA Proxy

· WLAN Access Gateway
The 3GPP AAA Proxy in the VPLMN communicates with the CGw/CCF in the VPLMN, whilst the 3GPP AAA Server in the HPLMN communicates with the CGw/CCF in the HPLMN.

In the non-roaming case, all functional elements are located in the HPLMN.
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Figure 6.1: Reference Model for WLAN Access
6.2
Reference model for access to External IP networks

6.2.1 Roaming Architecture Principles

For access to External IP networks, including the delivery of 3GPP PS based services, in a roaming scenario;

· The roaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited network

· The roaming architecture shall ensure that tunnels established are between entities that have a prior relationship
· The roaming architecture shall ensure that the bearer path from the UE to 3GPP home network part of the network conforms with QoS and roaming agreement.

· The roaming architecture shall provide the ability to allow the user to access services provided by the visited network, e.g. IMS local services.

· The roaming architecture shall ensure that the home network can provide a sub-set of the 3GPP services.

6.2.2Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Ws and Wc interfaces.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Ws and Wc interfaces.     

It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wr and Wb interfaces.
The reference model for Access to External IP Networks is shown in Figure 6.2.

In the non-roaming case, all functional elements are located in the Home Network.

In the roaming case, the following elements are located in the VPLMN:

· 3GPP AAA Server

· Packet Data Proxy

The Packet Data Gateway may be located either in the HPLMN, in which case it interacts with the 3GPP AAA Server at the Wm reference point, or the VPLMN, in which case it interacts with the 3GPP AAA Proxy at the <?> reference point.

Whether the UE interacts with the Packet Data Proxy, the Packet Data Gateway or both is FFS.
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Figure 6.2: Reference model for access to External IP networks






********************** Next Change ***********************
6.2.5  WLAN Access Gateway 
Support of WAG for WLAN Access (Scenario 2) is optional.

· The WLAN Access Gateway is an optional gateway via which the data to/from the WLAN Access Network can be routed via a PLMN. 

· The WLAN Access Gateway support is subject to local agreement between the WLAN AN and the VPLMN, in the roaming case, and between the WLAN AN and the HPLMN, in the non-roaming case. 

The WLAN Access Gateway:

· Enables generation of aggregate charging for users accessing via the WLAN AN (scenario 2), e.g., to verify the charging records generated by the WLAN AN.

· Enables the (V)PLMN to implement portal functionality for users accessing via the WLAN AN, e.g., for scenario 2.

· 
Per-user charging generation in the WAG is FFS.

Note 1: per-user charging generation is provided by the 3GPP AAA proxy in scenario 2 and can be used for mediation into TAP3 tickets including binding to a user’s 3GPP identity.


The definition of the interface between WLAN AN and PLMN and the operation of the WLAN Access Gateway are subject to local agreement and are not specified by 3GPP. However, in order to demonstrate support for the WLAN Access Gateway, informative examples of such connectivity between WLAN AN and PLMN are described in an informative annex.
6.2.X
Packet Data Proxy
The Packet Data Proxy is required for Access to External IP Networks. It handles tunnelled user traffic between the UE and the Packet Data Gateway.

In the roaming case, the PDP is located in the Visited Network. In the non-roaming case the PDP is located in the Home Network and may be co-located with the PDG, in which case certain additional interactions between PDP and AAA Proxy/Server may not be required (details ffs).
· The PDP shall provide routing policy enforcement.

If service is provided through a PDG in the HPLMN the PDP:

· Ensures that all packets from the UE are routed to the HPLMN.

· Ensures that packets from authorised UEs are only routed to the PDG in the HPLMN and that packets from other sources than the PDG in the HPLMN are not routed to the UE.

If service is provided through a PDG in the VPLMN the PDP:

· Ensures that all packets from the UE are routed to the VPLMN.

· Ensures that packets from authorised UEs are only routed to the PDG in the VPLMN and that packets from other sources than the PDG in the VPLMN are not routed to the UE.


6.2.5.1. Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the HPLMN to the VPLMN using AAA signalling.

Within the VPLMN, the routing policy enforcement information is delivered to the PDP.

Details of the policy enforcement information are FFS.

Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The PDP requires functionality to be able to securely bind this information to a user’s traffic.

It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the PDP to drop un-authorized packets sent to/from a user.

6.2.5.2. Per-user Charging Generation is FFS

If required, according to the above requirements for routing enforcement, the PDP has sufficient information to bind a user’s traffic to AAA signalling (and implicitly to a user’s 3GPP identity). The binding can allow an accounting client in the PDP to generate charging records and correlate these with AAA signalling. Hence, per-user charging information can be generated.

6.2.5.3. Summary

Access to External IP Networks requires new functionality to exist in the VPLMN, in the PDP. 

Two issues which are FFS are:

1. The detailed definition of routing enforcement information delivered to the PDP (including between HPLMN and VPLMN)

2. How the PDP binds the routing enforcement to a user’s traffic.

Note1: Since bullet item 1 is largely decoupled from discussion on tunnelling options, from a PDP perspective, the key differentiator is how the PDP binds the routing enforcement to a user’s traffic.

Note 2: Binding of the per-user charging records generated by the PDP (if required) can be built on the scenario 2 functionality which binds a user’s 3GPP identity to AAA based accounting.

6.2.6  Packet Data Gateway

Extarnal IP networks, including those hosting 3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. External IP networks may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network (Figure 6.2a/b) or by the visited network (Figure 6.2c). The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). Successful activation of a selected service results in 

· Determination of the Packet Data Gateway IP address used by the UE

· Allocation of an IP address (the UE’s home address) to the UE within the External IP network
· Registration of the IP address allocated by the local network to the UE with the Packet Data Gateway and binding of this address with the home IP address

The Packet Data Gateway:

· Contains routeing information for 3G connected users;

· Routes the packet data received from/sent to the PDN to/from the 3G connected user;

· Performs address translation and mapping;

· Performs de-capsulation and encapsulation;

· Allows allocation of the IP address by which the UE is identified by the Home Network;

· Performs registration of the address allocated by the UE’s local network (e.g. transport address) and binding of this address with the home IP address;

· Provides procedures for unbinding a transport address with the home IP address;

· Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the UE initiating any binding of transport address with the home address, unbinding etc.)

· Generates charging information related to user data traffic for offline and online charging purposes.

********************** Next Change ***********************

6.3Reference Points

6.3.1 Wr 

6.3.1.1 General description

The reference point Wr connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner for the purposes of WLAN Access.  The reference point has to accommodate also legacy WLAN Access Networks and thus should be Diameter or RADIUS based.

********************** Next Change ***********************
6.3.7
Wg

This is an AAA interface between the 3GPP AAA proxy and the PDP. It is used to provide information needed by the PDP to perform routing enforcement functions for authorised users.

********************** Next Change ***********************
7
Procedures

7.1
WLAN Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 

2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter EAP application .

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]] 

A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
   

If the EAP authentication was successful, then 3GPP AAA Server sends Diameter Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes ) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated UE.

6
WLAN informs the UE about the successful authentication with the EAP Success message. 

7
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

********************** End of Changes ***********************
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