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1
Introduction

During San Diego meeting the W-APN format and its definition has been discussed. For the time being, it has been agreed that the W-APN indicates a point of connection to the IP network (i.e. a WAG or PDG). Furthermore the usage of a DNS has been discussed in order to solve the target identified by the W-APN, i.e. the IP address of the WAG/PDG indicated by the W-APN.

2 
Operator identifier format

The first key element, which needs to be considered carefully, is the W-APN format and its relationship with the DNS and the domain. In fact, let’s consider the most complex scenario, where the WLAN AN is deployed by a third party, i.e a WISP, and the user, attached to the WLAN, is in roaming andwants to access to its Home Network services, so he will use a W-APN defined by its home operator. 

The APN format defined by TS 23.003 corresponds to the DNS name of a GGSN, so from this point of view the definition of a W-APN and APN is the same, but the difference comes from the domain name. The APN is composed by :

· The APN Network Identifier which defines external network the GGSN is connected to

· The APN Operator Identifier, which defines in which PLMN GPRS backbone the GGSN is located.

The APN Operator Identifier has the format “<operator_name>.<country _code>.gprs” or, for the default APN, the format “mnc<MNC>.mcc<MCC>.gprs”. 

The key point is that the ".gprs" domain is not an Internet domain recognized by ICANN. In other words, it is not a Top  Level Domain. For mobile services the registered domain is "3GPPnetwork.org", where "3GPPnetwork.org" has been registered by ETSI and the TLD is “org”. So a “public” DNS, which may be the DNS of WLAN AN it is not able to recognise the “.grps” domain, consequently it can not resolve the address, while the WLAN DNS is able to resolve the "3GPPnetwork.org" domain name. Hence the two options are:

· Use the operator identifier defined for APN GPRS “<mnc>.<mcc>.gprs”, and resolve it using a “private” DNS, as done for GPRS

· Use a new operator identifier for W-APN, e.g. including “3GPPnetwork.org” domain. 

2.1 W-APN with Operator Identifier “.gprs” TLD 

Let’s consider the W-APN Operator Identifier with the “gprs” domain. The UE wants to access to a service, so it interrogates the W-DNS with the W-APN in order to resolve the IP address of the PDG. As above described, the “.gprs” domain is a mobile private domain, so the W-DNS SHALL be configured in order to recognised such domain and to redirect the request to the V-DNS. At this point the resolution is the same as the one defined for GPRS APN. 
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Figure 1: Resolution of W-APN with “gprs” domain

In this scenario the GRX network may be used tooas well as the Root DNS services if implemented, 

2.2 W-APN with Operator Identifier “3GPPnetwork.com” TDL

Now, let’s consider the W-APN with the “3GPPnetwork.org” domain. In order to resolve the IP address of the PDG related to the W-APN, the UE can interrogate the public internet DNS, since the “3GPPnetwork.org” domain is an internet TLD. So the DNS can resolve it or redirect it directly to the H-DNS, which is identified by the “label1” identifier of the W-APN. 
Alternatively the real domain name of 3GPPnetwork operator may be used for the APN instead of using “3GPPnetwork.org” name, such as “label1.tim.it”.

[image: image2.emf]VPLMN

WLAN AN

V-DNS

HPLMN

H-DNS

H-PDG V-PDG

UE

Inter-PLMN

Backbone

DNS Configured to resolve

GPRS APN (“,gprs” domain)

APN=“label1.label2.gprs”

V-WAG

VPLMN

WLAN AN

V-DNS V-DNS

HPLMN

H-DNS H-DNS

H-PDG H-PDG V-PDG V-PDG

UE UE

Inter-PLMN

Backbone

Inter-PLMN

Backbone

DNS Configured to resolve

GPRS APN (“,gprs” domain)

APN=“label1.label2.gprs”

V-WAG V-WAG

 

Figure 2: Resolution of W-APN with “3GPPnetwork.org” domain. 

2.3 W-APN with Operator Identifier “gprs” TDL resolved by WAG

An alternative to the previous scenario is the use of WAG to resolve the W-APN, in such a way the existing DNS infrastructure for GPRS can be reused, as shown in figure 3.  In fact the WAG interrogates the DNS, which is within the same PLMN network. Furthermore the DNS infrastructure is exactly those deployed and used for GPRS WLAN.
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Figure 3: Resolution of W-APN with “gprs” domain by the WAG. 

2.4 Multiple V-PLMN 

The above mentioned scenario should be analysed when a single WLAN AN is share among more then one VPLMN. 

Figure 4 shows the scenario of W-APN based on “gprs” domain TLD and resolved by private DNS. After authentication procedure the UE should have the capability to select to receive the services via VPLMN1 or VPLMN2, so the W-DNS should be able to redirect the DNS query towards V-DNS1 and not towards the V‑DNS2. However the W-APN has the format “<network_identifier><HPLMN_id>.gprs”, hence the W-DNS has no information about the target of the query, i.e. the V-DNS is not able to distinguish the V-DNS based on the W-APN, since W-APN includes H-PLMN information. 

Figure 5 shows the scenario related to “org” TLD. As you can see the selection of the H-DNS is independent from the VPLMN and form the selection performed by the UE.

Figure 6 shows the scenario of related to “gprs” TLD where the W-APN is resolved by the WAG. As you can see the WAG interrogates the DNS belonging to the same PLMN. In this scenario the procedure used by the UE to discover the WAG to which send the service request is again related to the usage of DNS, but respect to the previous is simpler. In fact the VPLMN and the WISP has a roaming agreement, since they should configure reciprocally the AAA server in order that the WLAN AAA acts as Proxy and redirect the authentication request to the rights AAA server and viceversa (in practive the two AAA shall be configured with the reciprocal IP address, a shared secret and a secure connection). So the W-DNS shall be configure with the IP address of V‑WAG, the UE can obtained the IP address of WAG send a DNS query for “wag.<VPLMN domain>” to the W-DNS. In order to simplify the process and avoid misconfiguration the name of WAG shall be standardize, for example with the format “WAG.<VPLMN_domain>”, e.g. “WAG.TIM.IT”.
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Figure 4: Resolution of W-APN with “gprs” domain with multiple VPLMN
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Figure 5: Resolution of W-APN with “org” domain with multiple VPLMN
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Figure 6: Resolution of W-APN with “gprs” domain with multiple VPLMN by means of WAG

2.5 Operator Identifier Optional?

In GRPS the Operator Identifier is optional, i.e. the UE can send an APN with or without the Operator Identifier. Considering that the DNS belongs to the WLAN AN or to public internet and that the DNS shall be able to resolve the IP address of the PDG of H-PLMN, the Operator Identifier (i.e. the H-PLMN domain name) SHALL be mandatory, independently form the format which will be chosen. The W-DNS must be adequately configured in order to redirect the DNS query to the V-DNS.

A way to overcome the previous requirement implies that the IP address of the PDG is not resolved directly by the UE interrogating a public or local DNS, but to assign such role to an element of the PLMN, such as the WAG. In such a way, the WAG is an element belonging to the PLMN both visited and home, so it can resolve the APN name referring to the DNS server of the PLMN, which is currently used for GPRS APN.

2.6
Network identifier

The APN network identifier defines the external network the GGSN is connected to and since the W-APN network identifier defines the external network the PDG is connected to, in order to guarantee uniqueness of APN and W-APN network identifier within the GPRS and WLAN PLMN(s), the W-APN and APN should only be allocated by the PLMN to an organisation that has officially reserved the name in the Internet Domain.

The W-APN refers to the PDG and the GPRS APN refers to the GGSN, so in order to distinguish them the W‑APN and APN Network identifier SHALL be different. Moreover, since the W-APN and APN may refer to a Corporate Internet Domain for dedicate services, both should have similar Internet Domain plus some label which allows to distinguish between PDG and GGSN, e.g. APN Network Indentifier=”corporate.com” and W‑APN Network Indentifier= “corporate.com.wlan” or “wlan.corporate.com”. 

The main problem of this solution is the fact that the APN network identifier is used in order to identify the target network, which is “corporate.com” independently from the fact that the UE is connected to the WLAN or to the GPRS network. 

From the point of view of user, he wants to access to a service independently from the fact that he is connected to the WLAN or GPRS and that he wants to access to that specific service, so the network shall be able to interrogate the appropriate PDG or GGSN.

3
Security considerations

The usage of a APN with a “public Internet domain” means that the IP address of a PDG can be resolved by any internet DNS, furthermore the PDG shall have a public IP address, so an “hacker” can resolve the name and attack the PDG. In order to reduce such danger the PDG shall be behind a firewall; at any rate a Denial-Of-Service attack could be produced sending service requests to the PDG with false user credential.

The usage of a GRPS APN has the advantages to reuse the infrastructure defined for the GPRS and not define a new one based on a different constraint form the point of view of security and IP addressing scheme.

4
Service definition

APN is, from the point of view of end-user a mean to select services, while, from the point of view of network operator, it is a mean to provide services to customers. The usage of the same APN independently from the access technology, i.e. Mobile or WLAN, allows to simplify the provisioning of services from the user point of view. In fact a user would like to access to the same service when he is using WLAN or 3G network; in addition he may use the same terminal, such as a laptop with WLAN and GPRS cards. So from user point of view, he would like to configure a single APN on a single terminal with two different access technologies. 

From the point of view of network operator and considering SA2 architecture, the GPRS APN identifies a GGSN, while a W-APN identifies a PDG. So if the GPRS APN is used when the service request is performed via WLAN the result will be the IP address of a GGSN instead of the IP address of a PDG, vice versa if the W-APN is used from 3G network. In order to avoid this scenario the solutions are:

· To define a requirement for the UE which is obliged to use a W-APN when the UE is attached to WLAN and the GPRS APN when the UE is attached to mobile network.

· Note: the information of the network used by the UE shall be available

· To define a session management procedures, which specifies whether the UE is attached to 3G RAN or WLAN AN in order to select a GGSN or a PDG as consequence.

6 
Conclusion and proposal

In previous sections some considerations about the APN format have been done taking into account the usage of APN, the internet domain name, etc. 

The main conclusions, which can be drawn are:

· Direct query of DNS by the UE using a W-APN based on “gprs” TLD has the problem to define a procedure which allows the W-DNS to interrogate the appropriate V-DNS, i.e. the DNS corresponding to the V-PLMN selected by the UE when more one V-PLMN share the same WLAN AN.

· Definition of  W-APN based on a public internet domain, such as “org” TLD, needs that the DNS has at least a public IP address in order to be reachable by everywhere. Furthermore the PDG shall have a public IP address in order to reached by the UE for the consequent service requests.

· The TLD “gprs” for W-APN should be used if the address resolution of PDG is performed by the WAG of VPLMN. Furthermore the WAG shall be discovered by means of a procedure based on a DNS query and on a usage of a standardize name for WAG, e.g. “WAG.domain.tld”.

Hence the two options to be considered to define the W-APN format are:

· Scenario 1: UE resolve the W-APN interrogating a public DNS
W-APN Network Identifier = GPRS APN Network Identifier 
W-APN Operator Identifier mandatory
W-APN Operator Identifier TDL belonging to “org” domain
W-APN Operator Identifier with “org” domain refers to PDG and APN Operator Identifier with “gprs” domain refers to GGSN

· Scenario 2: UE send W-APN to WAG which interrogating a private DNS
W-APN Network Identifier = GPRS APN Network Identifier.”wlan” (since the APN is resolved by WLAN implicitly the request comes from WLAN AN, so the WAG can insert a label indicating WLAN and it can not be inserted by the UE).
W-APN Operator Identifier can be optional
W-APN Operator Identifier = ”GPRS APN Operator identifier” 
APN Operator Identifier with “gprs” domain
Local WLAN DNS can not be used to resolve the W-APN
PDG is recognised by the “wlan” label of W-APN Network Identifier

Scenario 2 is preferable in respect with the others since:

· WLAN DNS server shall not be configured

· APN resolution is performed by PLMN so current roaming policy defined for GPRS can be reused

· GPRS APN can be reused without any modification

· User can configure a single APN independently from access technology

· WAG can ‘insert” the label “wlan” in the Operator Identifier, which may be also optional.

In addition in order to keep the work aligned to those defined for GPRS, it is proposed to include W-APN definition within TS 23.003. Hence a proposed CR to TS23.003 is attached, Moreover a revision of TS 23.234 is proposed.
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9
Definition of Access Point Name 

In the GPRS backbone, an Access Point Name (APN) is a reference to a GGSN. To support inter-PLMN roaming, the internal GPRS DNS functionality is used to translate the APN into the IP address of the GGSN.
In WLAN interworking scenario, an WLAN Access Point Name (W-APN) identifies an IP network and a point of interconnection to that network, in particular is a reference to a Packet Data Gateway (PDG) defined in TS 23.234. To support inter-PLMN roaming for WLAN interworking, the internal GPRS DNS functionality is used to translate the W-APN into the IP address of a PDG.
9.1
Structure of APN

The APN is composed of two parts as follows:

· The APN Network Identifier; this defines to which external network the GGSN is connected and optionally a requested service by the MS. This part of the APN is mandatory.

· The APN Operator Identifier; this defines in which PLMN GPRS backbone the GGSN is located. This part of the APN is optional.

The APN Operator Identifier is placed after the APN Network Identifier. An APN consisting of both the Network Identifier and Operator Identifier corresponds to a DNS name of a GGSN; it has a maximum length of 100 octets.

The syntax of the APN shall follow the Name Syntax defined in RFC 2181 [18], RFC 1035 [19] and RFC 1123 [20]. The APN consists of one or more labels. Each label is coded as a one octet length field followed by that number of octets coded as 8 bit ASCII characters. Following RFC 1035 [19] the labels shall consist only of the alphabetic characters (A-Z and a-z), digits (0-9) and the hyphen (-). Following RFC 1123 [20], the label shall begin and end with either an alphabetic character or a digit. The case of alphabetic characters is not significant. The APN is not terminated by a length byte of zero.

NOTE:
A length byte of zero is added by the SGSN at the end of the APN before interrogating a DNS server.

For the purpose of presentation, an APN is usually displayed as a string in which the labels are separated by dots (e.g. "Label1.Label2.Label3").

9.1.1
Format of APN Network Identifier

The APN Network Identifier shall contain at least one label and shall have a maximum length of 63 octets. An APN Network Identifier shall not start with any of the strings "rac", "lac", "sgsn" or "rnc", and it shall not end in ".gprs". Further, it shall not take the value "*".

In order to guarantee uniqueness of APN Network Identifiers within GPRS PLMN(s), an APN Network Identifier containing more than one label corresponds to an Internet domain name. This name should only be allocated by the PLMN to an organisation which has officially reserved this name in the Internet domain. Other types of APN Network Identifiers are not guaranteed to be unique within GPRS PLMN(s).

An APN Network Identifier may be used to access a service associated with a GGSN. This may be achieved by defining:

· an APN which corresponds to a DNS name of a GGSN, and which is locally interpreted by the GGSN as a request for a specific service, or

· an APN Network Identifier consisting of 3 or more labels and starting with a Reserved Service Label, or an APN Network Identifier consisting of a Reserved Service Label alone, which indicates a GGSN by the nature of the requested service. Reserved Service Labels and the corresponding services they stand for shall be agreed among operators.

9.1.2
Format of APN Operator Identifier

The APN Operator Identifier is composed of three labels. The last label shall be "gprs". The first and second labels together shall uniquely identify the GPRS PLMN (e.g. "<operator-name>.<operator-group>.gprs").

For each operator, there is a default APN Operator Identifier (i.e. domain name). This default APN Operator Identifier is derived from the IMSI as follows:

"mnc<MNC>.mcc<MCC>.gprs"

where:

"mnc" and "mcc" serve as invariable identifiers for the following digits.

<MNC> and <MCC> are derived from the components of the IMSI defined in subclause 2.2.
This default APN Operator Identifier is used in inter-PLMN roaming situations when attempting to translate an APN consisting only of a Network Identifier into the IP address of the GGSN in the HPLMN. The PLMN may provide DNS translations for other, more human-readable, APN Operator Identifiers in addition to the default Operator Identifier described above.

In order to guarantee inter-PLMN DNS translation possibility, the <MNC> and <MCC> coding used in the "mnc<MNC>.mcc<MCC>.gprs" format of the APN OI shall be:

· <MNC> = 3 digits

· <MCC> = 3 digits

· If there are only 2 significant digits in the MNC, one "0" digit is inserted at the left side to fill the 3 digits coding of MNC in the APN OI.

As an example, the APN OI for MCC 345 and MNC 12 shall be coded in the DNS as mnc012.mcc345.gprs.

9.2
Definition of the Wild Card APN

The APN field in the HLR may contain a wild card APN if the HPLMN operator allows the subscriber to access any network of a given PDP Type. If an SGSN has received such a wild card APN, it may either choose the APN Network Identifier received from the Mobile Station or a default APN Network Identifier for addressing the GGSN when activating a PDP context.

9.2.1
Coding of the Wild Card APN

The wild card APN is coded as an APN with "*" as its single label, (i.e. a length octet with value one, followed by the ASCII code for the asterisk).

9.3
Structure of W-APN

The W-APN is composed of two parts as follows:

· The W-APN Network Identifier; this defines to which external network the PDG is connected and optionally a requested service by the MS. This part of the APN is mandatory.

· The W-APN Operator Identifier; this defines in which PLMN GPRS backbone the GGSN is located. This part of the APN is optional.

The W-APN Operator Identifier is placed after the W-APN Network Identifier. An W-APN consisting of both the Network Identifier and Operator Identifier corresponds to a DNS name of a PDG; it has a maximum length of 100 octets.

The syntax of the W-APN shall follow syntax defined for APN.
9.3.1
Format of W-APN Network Identifier

The W-APN Network Identifier shall contain at least one label and shall have a maximum length of 63 octets. An APN Network Identifier shall not start with any of the strings "rac", "lac", "sgsn" or "rnc", and it shall not end in ".gprs". Further, it shall not take the value "*".

In order to guarantee uniqueness of W-APN Network Identifiers within the PLMN(s), an W-APN Network Identifier containing more than one label corresponds to an Internet domain name. This name should only be allocated by the PLMN to an organisation which has officially reserved this name in the Internet domain. Other types of W-APN Network Identifiers are not guaranteed to be unique within PLMN(s).

An W-APN Network Identifier may be used to access a service associated with a PDG. This may be achieved by defining:

· an W-APN which corresponds to a DNS name of a PDG, and which is locally interpreted by the PDG as a request for a specific service, or

· an W-APN Network Identifier consisting of 3 or more labels and starting with a Reserved Service Label, or an APN Network Identifier consisting of a Reserved Service Label alone, which indicates a PDG by the nature of the requested service. Reserved Service Labels and the corresponding services they stand for shall be agreed among operators.
· The W-APN shall contain the label “wlan” and terminating label in order to distinguish between a APN Network Identifier defined for GPRS and W-APN defined for WLAN interworking, e.g. “<label1>.<label2>.wlan”
The W-APN Network Identifier can be composed by the GPRS APN Network Identifier, defined in section 9.1.1, as a root of the W‑APN Network Identifier adding the label “wlan”, in the format “<APN Network Identifier>.wlan”. The label “wlan” is optional, and in case that WAG receive a W-APN without it, WAG shall add label “wlan” before sending the query to the DNS in order to resolve the PDG IP address or sending the W-APN to the PDG. Consequently the UE can be configured with a single APN, which can be send both when is attached to GPRS and connected to WLAN. The network is able to recognize the source of the request and manage appropriately the W-APN
9.3.2
Format of W-APN Operator Identifier

The W-APN Operator Identifier shall be defined as GPRS APN Operator Identifier defined in section 9.1.2.
9.4
Definition of the Wild Card W-APN

[Editor’s Note: The definition of Wild card W-APN as done for APN need futher consideration , since for the time being which information is included within HLR is not define]
The W-APN field in the HLR may contain a wild card W-APN if the HPLMN operator allows the subscriber to access any network. If a  WAG has received such a wild card W-APN, it may either choose the W-APN Network Identifier received from the Mobile Station or a default W-APN Network Identifier for addressing the PDG when activating the service connection.

9.2.1
Coding of the Wild Card APN

The wild card W-APN is coded as an W-APN with "*" as its single label, (i.e. a length octet with value one, followed by the ASCII code for the asterisk).

Proposed revision of TS 23.234

------------------   start of 1st revision ------------------------------

Service Selection and authorisation:

The solution shall include means for securely delivering service selection information from the UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the WLAN subscriber profile retrieved from HSS. The 3GPP AAA Server may modify the Requested W-APN based on the users subscription/local policy.
The W-APN format is defined in TS 23.003.
The service request shall be indicated by a tunnel establishment request from the UE to the PDG via the WAG. The WAG discover the destination PDG identify by the W-APN. Then the PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

In roaming the results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

------------------   end of 1st revision ------------------------------

------------------   start of 2nd revision ------------------------------

5.5 Service Authorization Principles for scenario 3

For service authorisation the following requirement shall be fulfil:
· The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription information, visited network capabilities and roaming agreement. 

· It shall be possible to support multiple service authorizations after a successful authentication (i.e. EAP success) 

· Service authorization information shall be protected 

· The Wireless Access Point Name (W-APN), defined in 3GPP TS 23.003, shall be used for WLAN interworking authorization.

· In a service authorization procedure: 

· W-APN selection and authorization is an end-to-end procedure between the UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS.

· WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

· The PDG needs to know the authorized W-APN to select the Wi interface.

5.5.1 Accessing Home Network provided services

· 
· 
· In a service authorization procedure for Home service: 

· 

· 
· The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the PDG by the home network is for further study. 

·  

------------------   end of 2nd revision ------------------------------
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