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Reason for Contribution

This document presents a more complete reference diagram for authentication within the WLAN – 3GPP interworking.  

The current reference diagram does not show all the reference points between the functional elements that have been described.  In addition it also shows the same reference point being used between different groups of functional elements which breaks the the ITU-T [1] definition of what a reference point is

“  A conceptual point at the conjunction of two non-overlapping functional groups “

Summary Contribution

The contribution proposes to update the reference diagrams to be more complete with respect to the reference points for authentication.

Detailed Proposal

Introduction

The TS [1] currently identifies two reference points for User authentication, Wr and Ws.  The reference point Wr is from the WLAN to the 3GPP Proxy AAA server and Ws from the 3GPP AAA Proxy to the home 3GPP AAA Proxy.  However authentication is between the UE and its home 3GPP Proxy server with communications between other elements aiding in this process.  The current reference diagrams, figures X and X do not show any reference point between the UE and any other functional elements.  This is clearly incorrect and needs to be updated. 

Note:
This contribution does not add text to any new proposed reference points for carry user data.  This contribution is only looking at authentication.  It also makes some modifications to cater for authorization.

Analysis

For the purpose of this discussion the reference points will be labeled using neutral labels
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Figure 1 – Authentication Protocol stack

If we take a look at Figure 1 it shows the protocol stack used for user authentication.  This is not the right way that reference points should be identified, but it clearly shows where communication paths exist within the currently defined architecture and can be used to help update the reference diagram.  Furthermore given that the following protocol stack  has always been used as a working assumption in the WLAN work the ramifications of any new identified reference points should be negligible on stage 3 work.

W1 is the end to end mutual authentication.  

Note:
There is an interesting note in [3] "The EAP server may also include derived keying material in the message it sends to the Authenticator." [page 6]  This would imply that there might be a reference point between the WLAN and home AAA server.
W2 is used to communicate authentication  between UE (Supplicant) and WLAN (Authenticator) for transfer to the AAA server.  It just provides a transport.

W3 is the communication between the WLAN network (AAA Server) and the proxy AAA server in the VPLMN.  It used to transport “authentication information” between the WLAN and home 3GPP AAA server via the visited 3GPP AAA server.

W4 is the communication between the VPLMN (proxy AAA server) and the HPLMN AAA server.  It used to transport “authentication information” between the WLAN and home 3GPP AAA server via the visited 3GPP AAA server.

W3 and W4 provide the same functionality so could be combined into the same reference point.

Proposed Changes

6.1.1
Non Roaming WLAN Inter-working Reference Model
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****2nd Change****

6.1.2.2 WLAN Roaming Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Ws and Wc interfaces.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Ws and Wc interfaces.     

It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wr and Wb interfaces.
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Figure 6.2.a.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Home Network (the shaded area refers to scenario 3 functionality)
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Figure 6.2.b.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Visited Network (the shaded area refers to scenario 3 functionality)

****3rd Change****

6.3Reference Points

6.3.1 Wr 

6.3.1.1 General description

The reference point Wr connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks and thus should be Diameter or RADIUS based.

6.3.1.2 Functionality

The functionality of the reference point is to transport RADIUS/Diameter frames:

· Carrying EAP frames [2]

· 
· Carrying data for authorization signalling between WLAN AN and 3GPP Network.

· Enabling the identification of the operator networks amongst which the roaming occurs.

· 
· When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination

6.3.1.3 Protocols

Wr reference point shall be based on IETF Diameter Base protocol. EAP authentication shall be transported over Wr reference point by Diameter Extensible Authentication Protocol (EAP) Application.,
Editors note:  Diameter base protocol is work in progress in IETF [draft-ietf-aaa-diameter-12.txt ]

Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]
To support legacy logical nodes outside of 3GPP scope and which terminate or proxy the Wr reference point signalling and not supporting Diameter protocol, a signalling conversion between RADIUS and Diameter may be performed. [11].  

Editor’s note:  this issue requires further study.

It should also be noted that RADIUS does not support all the Diameter features.  Therefore, this conversion might limit the usage of features existent in Diameter but not existent in RADIUS (e.g. filtering rules).

6.3.11
Ws

6.3.11.1 General description

The reference point Ws connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  

6.3.11.2 Functionality

The functionality of the reference point is to transport AAA messages including:

· Carrying EAP frames [2]
· 
· Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

· 
· Used for purging a user from the WLAN access for immediate service termination
· Enabling the identification of the operator networks amongst which the roaming occurs
6.3.11.3 Protocols

Ws reference point shall be based on a single AAA protocol. EAP authentication shall be transported over Ws reference point.

[Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS]

6.3.x
W1

The reference point W1 connects the WLAN UE, to the WLAN Access Network.  The prime purpose of the protocols crossing this reference point is to transport authentication information in a secure manner. 
The functionality of the reference point is to transport EAPOL frames:

· Carrying EAP frames [2]
6.3.x1
W2

The reference point W2 connects the WLAN Access Network, possibly via intermediate networks, to the Home 3GPP Network.  The prime purpose of the protocols crossing this reference point is to transport authentication and related information in a secure manner.  .

6.3.x1.2 Functionality

The functionality of the reference point is to transport EAP frames:

· Carrying data for authentication signalling between WLAN UE and 3GPP Network.

· Carrying keying data for the purpose of radio interface integrity protection and encryption.
6.3.x1.3 Protocols

W2 reference point shall be based on IETF EAP Base protocol [2]. 
Recommendation

Accept the changes as proposed in “Proposed Changes” section.
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� The name of the reference point can be changed.


� The name of the reference point can be changed.
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