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Introduction

In GPRS, the Access Point Name (APN) is used by the user to indicate to the network a service request. According to this requested APN and to the user subscription, the network authorizes the user for a subscribed APN and selects the GGSN that will provide the corresponding service.

The aim is to re-use the same APN concept and the same existing subscriptions in the context of WLAN interworking (TS 23.234).

Main ideas from GPRS

In GPRS, the APN resolution is done by the SGSN: the SGSN checks the subscription in the HLR and selects a corresponding GGSN by a DNS resolution.

The main reasons for doing the APN resolution in the SGSN is the existing interface with the HLR. Although the SGSN is in the Visited Network in roaming cases, this was never mentioned as a strong requirement and this is not the reason that lead to the APN resolution in the SGSN.

If the APN resolution was done in the UE, there would be no way to check the subscription before the DNS resolution, and there would be a risk to go to the wrong GGSN because the DNS server is not aware of the user's subscription (e.g. is the user allowed to access the service through a visited GGSN?).

Moreover, the APN resolution cannot be done in the GGSN because one of the aims of APN resolution is to select the right GGSN. Therefore, there would be a risk to go to a GGSN that does not support the requested APN or that is not authorized for the user.

Application of these ideas to the case of WLAN Interworking

Considering the previous section, W-APN resolution:

· cannot be done by a DNS resolution in the WLAN UE, because no subscription information could be used in this case;

· cannot be done in the PDG, because one of the aims of APN resolution is exactly to select an appropriate PDG for the selected APN.

As it is obviously not possible to put this impact on the WLAN Access Network, the natural conclusion is to put the APN resolution function in the WLAN Access Gateway (WAG).

Conclusion 

Considering the discussion above, Orange propose:

· to add the W-APN resolution in the WAG functions for scenario 3 (roaming and non-roaming cases); this includes the subscription checking in the HSS as well as a DNS resolution to select a corresponding PDG;

· consequently, to make the WAG mandatory even in the non-roaming case.

Proposal

6.2.5  WLAN Access Gateway 

Support of WAG in scenario 2 is optional.

· The WLAN Access Gateway is an optional gateway via which the data to/from the WLAN Access Network can be routed via a PLMN. 

· The WLAN Access Gateway support is subject to local agreement between the WLAN AN and the VPLMN, in the roaming case, and between the WLAN AN and the HPLMN, in the non-roaming case. 

The WLAN Access Gateway:

· Enables generation of aggregate charging for users accessing via the WLAN AN (scenario 2), e.g., to verify the charging records generated by the WLAN AN.

· Enables the (V)PLMN to implement portal functionality for users accessing via the WLAN AN, e.g., for scenario 2.

· Enforces routing of packets through the PDG.

Per-user charging generation in the WAG is FFS.

Note 1: per-user charging generation is provided by the 3GPP AAA proxy in scenario 2 and can be used for mediation into TAP3 tickets including binding to a user’s 3GPP identity.

Note 2: per-user charging generation in the WAG is not required when the WAG and PDG are in the same network.

Support of WAG in scenario 3 is mandatory. 
The WAG is in charge of W-APN resolution; this includes:

· selection of an authorized W-APN according to the requested W-APN and to the user's subscription;

· selection of a PDG that can support the selected W-APN.

In Scenario 3 the WAG shall provide routing policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

· Ensures that all packets from the UE are routed to the HPLMN.

· Ensures that packets from authorised UEs are only routed to the PDG in the HPLMN and that packets from other sources than the PDG in the HPLMN are not routed to the UE.

If service is provided through a PDG in the VPLMN the WAG:

· Ensures that all packets from the UE are routed to the VPLMN.

· Ensures that packets from authorised UEs are only routed to the PDG in the VPLMN and that packets from other sources than the PDG in the VPLMN are not routed to the UE.

The definition of the interface between WLAN AN and PLMN and the operation of the WLAN Access Gateway are subject to local agreement and are not specified by 3GPP. However, in order to demonstrate support for the WLAN Access Gateway, informative examples of such connectivity between WLAN AN and PLMN are described in an informative annex.

6.2.5.1. Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the HPLMN to the VPLMN using AAA signalling.

Within the VPLMN, the routing policy enforcement information is delivered to the WAG.

Details of the policy enforcement information are FFS.

Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2. Per-user Charging Generation is FFS

If required, according to the above requirements for routing enforcement, the WAG has sufficient information to bind a user’s traffic to AAA signalling (and implicitly to a user’s 3GPP identity). The binding can allow an accounting client in the WAG to generate charging records and correlate these with AAA signalling. Hence, per-user charging information can be generated.

6.2.5.3. Summary

Scenario 3 option requires new functionality to exist in the VPLMN, in the WAG. 

Two issues which are FFS are:

1. The detailed definition of routing enforcement information delivered to the WAG (including between HPLMN and VPLMN)

2. How the WAG binds the routing enforcement to a user’s traffic.

Note1: Since bullet item 1 is largely decoupled from discussion on tunnelling options, from a WAG perspective, the key differentiator is how the WAG binds the routing enforcement to a user’s traffic.

Note 2: Binding of the per-user charging records generated by the WAG (if required) can be built on the scenario 2 functionality which binds a user’s 3GPP identity to AAA based accounting.
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