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1. Introduction

This contribution is to clarify the access rules/policy which may be decided and deployed during access authorisation.
1. Access related rules/policy, not related to a particular service, should be decided and deployed in the access authorisation stage, before transport IP address allocation and service authorisation. 
The network may allocate different subnet’s IP addresses to subscribers, so subscribers will be in a different access domain or subset with different resources to access, i.e. a different intranet with different services available.
The decision of how to allocate the transport IP address should be done at this stage. Different IP addresses may determine the scope that the WLAN terminal can access in the 3GPP WLAN IW. 
Different VLAN allocation for users also can determine the user access scope/policy.
2. It is possible to deploy access rules/policy in the network.

For example, the AAA, WAG, or WLAN AN can grant different access scope, QoS, and/or time limitations. 
Examples:

(1) For AAA deployments: 
When a service authorisation request comes, the AAA server verifies the access scope that the service needs. If the required access exceeds the access authorisation allowed, it simply rejects the request before other service authorisation conditions are considered.
(2) For WAG deployments:
Filtering rules based on access rules could be deployed to prevent a user from accessing an area not allowed through the WAG.
By default, the access is limited to one VPLMN to which the WLAN AN is connected. With proper access authorisation, access to other networks through the WAG could be provided, e.g. connection to VPDG, to home PDGs ,and  to other possible operator provided intranets. 
(3) For WLAN AN deployments:
IP address strategy 

VLAN allocation
ACLs in switches
 and routers

3. Example access authorisation results according to practical access rules/policy 
(1) Example for different access scopes:

Fare free access ，O&M service access ，specific subscribed access，All possible access, etc.
Or in the access route style:

Direct internet access from WLAN AN, Internet access through WAG, Intranet (provided by operator) access from WLAN AN or through WAG, VPLMN access through WAG, HPLMN access through WAG, Specific PDG allowed or not allowed to user access (Filtering rules)

Or any reasonable combination of the above, such as:Only “direct internet access from WLAN AN”, No “VPLMN access”

(2) Access time, location, and QoS, (bandwith priority) could also be considered for access authorisation:

Limited time access

Limited locations access

Access QoS or priority value range, e.g. min and max value of QoS or priority parameters
2. Proposal

Clarify WLAN Access authorisation scope in the TS.

WLAN Access authorisation is to define the process(es) in 3GPP AAA server verifying whether  WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the access stage after the access authentication, but before service authorisation and transport IP address allocation.
After the authentication process succeeds, there could be additional conditions for the 3GPP AAA server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber’s profile, the account status, O&M rules, or local agreements. 
The procedure for WLAN Access authorisation between UE and 3GPP AAA server is combined with the WLAN Access authentication.


Access rules/policy decided by 3GPP AAA server may be deployed in 3GPP AAA server, or/and in other entities such as WAG or WLAN AN. 
Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority. 

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber’s profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules. 

The access scope limitation could be, for example, only/not/may “access through WAG”; only/not/may “access intranet X”. 

Access scope limitation can be achieved using IP allocation scheme, VLAN allocation, Filtering, ACLs in the routers and switchers, etc.


Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber based on different access time or location, etc.

































































































�Dynamic and per user rules/policy deployment may not necessary , alloc user to different pre-configured access limitation type, can easily achieve different access rules to user


不必动态下发用户接入规则， 只需要配置好相关规则分类，在接入授权时把用户分配到不同的组类就会使其得到不同的接入限制范围。





�base on MAC, port, vlan id





