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1. Introduction

Offline discussions on the possibility of combining the Tunnel Switching and End-to-End tunnelling approaches concluded on a combined flow with two options for ‘PDG Address Discovery’.

The combined approach allows the visited network to determine (as a deployment option, possibly dependent on roaming agreements with the HPLMN) whether tunnel switching or end-to-end tunnelling should be used. The UE follows a simple procedure to determine which element it should establish a tunnel to. However it should be noted that the UE does not need to know if the entity it is contacting is a WAG or a PDG

As a general principle, the network may reject any Tunnel Establishment requests with a response containing an alternative IP address. This allows the network control of which element is used to terminate the tunnel. This possibility is not always shown on the flows for simplicity.

‘PDG Address Discovery’ is the process by which the UE obtains the IP address of the PDG. It is required for the end-to-end tunnelling case only, because with tunnel-switching, the UE never knows the IP address of the PDG, only of the WAG.

The two options for ‘PDG Address Discovery’

1. by public DNS – PDG addresses are advertised in the public DNS in some standard format such as pdg.<mnc>.<mcc>.3gppnetwork.org

2. by a Tunnel Redirect Server in the VPLMN at the WAG – the UE sends a tunnel establishment message to the WAG and receives a response containing the PDG address  In this case, the W-APN can make use of the '.gprs' TLD.

2. VPLM supporting end-to-end tunnelling

NOTE: Diagram looks best in Powerpoint – right-click and select ‘Slide Object -> Open’
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Notes:

· Flow in yellow box represents option 1 steps

· Flow in blue box represents option 2 step

· The UE may cache the PDG IP address for this APN from a previous connection, in which case processing can start at step 9. The UE should not do this if is connects to a different VPLMN since end-to-end tunnelling may not be supported

· Steps 11-14 are only needed if policy was not provided in steps 5b and 6b. The 3GPP AAA Proxy decides on the exact policy to be provided based on VPLMN policy and the information from the AAA Server. ‘Policy’ includes things like firewall policy on the WAG and collection of charging data for this user etc.

· As noted above, Step 16 may itself be a redirection to a different PDG if for some reason the user tried the wrong PDG for this APN. This should not happen if the Redirect Server is used for PDG Address discovery, since the AAA server should provide a correct PDG FQDN.

· In all cases, depending on the authentication scheme used, there may be additional Tunnel Establishment messages for authentication challenge/response.

· Instead of using Public DNS for PDG and WAG Address Discovery (steps 1a, 1b), the address could be discovered during initial WLAN Access authorisation. This would result in coupling of WLAN Access and Access to External IP networks.

· The ‘e2e Tunnel Establishment request’ can be any tunnelling establishment protocol known between the UE and Home Network – it does not have to be recognised by the VPLMN. The ‘e2e’ indication at step 8 indicates to the UE that the provided address is for end-to-end tunnelling. . If a specific protocol has to be used for the 'e2e tunnelling', this protocol can be provided to the UE in step 8

3. VPLMN supporting tunnel-switching
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Notes:

· Flow in yellow box represents option 1 steps

· Option 2 has no additional steps

· Both cases start in the same way at the UE as in the end-to-end case – the UE does not need to know in advance which flow will follow

· Instead of using Public DNS for PDG and WAG Address Discovery (steps 1a, 1b), the PDG or WAG address could be discovered during initial WLAN Access authorisation. This would result in coupling of WLAN Access and Access to External IP networks.

4. Comparison

The above flows are based on two possibilities for PDG Address Resolution: Public DNS or Redirect Server.

The advantages of the DNS based approach are (option 1):

· More in line with existing VPN tunnelling 

· Does not require additional equipment in the VPLMN (redirect server) in the end-to-end case

· Single request/response procedure for majority case for end-to-end tunnelling (compared to two-step process in all cases for Option 2)

· No need to change tunnel mode/protocol due to redirect (changing protocol from within another protocol).

The advantages of the Redirect Server approach are as follows (option 2):

· IP addresses of the PDGs do not have to be included in the Public DNS, although these addresses are supplied to users anyway.. So, the existing private .gprs DNS domain can be re-used.
· In the end-to-end case, applying policy in the VPLMN can be combined with the PDG address discovery flow (otherwise a separate exchange is needed to apply policy)

· Initial ‘fall-back’ to the tunnel-switching case uses less messages, since for the UE there is a single tunnel establishment request/response, rather than request/failure/request/response. However, the UE can quickly learn that a given VPLMN does not support end-to-end tunnelling after which there is no difference.
· For end-to-end tunnelling, the user is always provided with the correct PDG address and so there is never a redirect returned from the distant PDG. By comparison, in option 1 such redirects may be required (because there is no initial request/response to obtain the correct PDG address).

· Tunnel type selection (e2e or tunnel switching) is made in real-time by the WAG. By comparison, in Option 1, the tunnel type is determined by the static configuration of the VPLMN network (i.e. whether the HPDG is routable from the WLAN AN). The redirect server approach therefore provides additional flexibility in this decision.

· No PDG is contacted before the user's subscription has been checked and the WAG can prevent traffic to the PDG before this checking. By comparison, additional measures may be required in Option 1 in order to mitigate Denial Of Service attacks on the PDG from un-subscribed users.

· For redirect approach, the UE does not need to be configured with procedures to handle redirect in case of tunnel establishment failure as in DNS approach [note: in DNS approach, when received a ICMP unreachable host message, the UE must then try the tunnel switching procedure]
Note that:

· The requirements for policy & charging support in the VPLMN in the end-to-end case are the same in both options – the only difference is that the VPLMN requires the Redirect Server in Option 2.
· Both options could use either Public DNS or WLAN Access Authorisation for discovering the address of the initial point of contact (default PDG or WAG)

· In both options, for UE-tunnel from UE to PDG the UE receives the IP address of PDG 
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