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Discussion

Current specification requires all the user packets to be routed from WLAN to WAG regardless these packets follow the routing policy or not. And those packets (bad packets) which do not follow the policy will not be discarded but their IP addresses will be re-configured by the last hop router.
Example of those bad packets could be those packets directly destine to Internet from an 3GPP user which is not allowed to access Internet directly from WLAN.
But we feel that it is not desirable to allow those bad packets to get into 3GPP network. And it doesn’t make sense to continue routing these packets by re-configure their destination addresses to the correct addresses. Because those packets could be from some misbehaved UEs or even from some hackers. Continue routing those packets will leave operators’ network under risk of being destroyed. 

The preferred solution shall be to discard those bad packets in WLAN before these bad packets get into 3GPP network. In case a WLAN doesn’t support packet filtering, those bad packets shall be dropped by 3GPP network.
Proposal

5.10 Scenario 3 Routing Enforcement

Scenario 3 requires that all packets sent to/from a WLAN UE are routed via a WAG in a 3GPP network.
In order to ensure operator policies, e.g. QoS, Charging can be applied to user traffic, scenario 3 requires routing policy enforcement to be implemented in the 3GPP-WLAN interworking system. 
5.10.1 Routing Enforcement in the WLAN AN

When operating in scenario 3, the WLAN AN needs to ensure that all packets sent to/from a WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). In addition, it shall be possible for the 3GPP network to provide the WLAN with routing enforcement information to restrict the destinations the UE’s packets can be sent to. When the WLAN receives packets sent from an UE against the routing policy defined by 3GPP network, it shall be possible for the WLAN to discard those packets before they are routed into 3GPP network.


5.10.3 Policy Enforcement in the HPLMN

When operating in scenario 3 and the HPLMN decides that access is via a PDG in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information.  The HPLMN may also provide suitable routing enforcement policy information to WLAN.
5.10.4 Policy Enforcement in the VPLMN

When operating in scenario 3, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to policy enforcement information provided by the HPLMN. The VPLMN may also provide suitable routing enforcement policy information to WLAN.

























































































































































































































