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1. Introduction

Considering the assumption made in the last meetings on the architecture for the integration of the WLAN access into the UMTS network, we would like to point out some differences and relative advantages and disadvantages of the two main option that have been considered till now for data packet tunneling from UE to PDG and viceversa in presence of private addressing within the WLAN AN.

The document has the scope to point out the difference between the two tunneling schemes. In fact considering the two positions GPRS-like and VPN-like raised during Oslo meeting, independently from the agreement some additional work is required in order to solve some problem listed in this contribution.

In the notes below we will make the assumptions that:

· the WLAN AN is using a private addressing scheme and at the border of this domain we have a NAT

· We are assuming to be in the case of roaming,
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Figure 1: Tunneling scenario

First of all, in both cases of tunneling, the Home Network in the authorization phase (that is after that the UE has communicated the intention of receive a certain service) has to communicate to the UE its Home address (public or private).

It has been agreed that a W-APN is used in order to select:

· the particular service

· the network from which that service should be provided

This W-APN has to be examined first of all LOCALLY in the AAA proxy server in the visited network. If the AAA proxy server is able to resolve this W-APN (for example when the UE ask for a PS service in VISITED network) than a tunnel should be initiated between the UE and the Visited Network.

If this W-APN could not be resolved in the visited (because the UE is asking for an HOME PS-service), the request for a PS-service has to be sent to the AAA home server that will initiated the tunnel establishment.

Secondly, the User profile (accordingly to what happens in the GPRS-UMTS cases) should be handled locally in the Visited domain (that is a User profile should be sent to the AAA proxy server in the visited domain).

Now let consider the case that the UE has selected a PS-service in the home network. At this point the home network has to prepare to set up the tunnel.

For what concerning the first kind of tunnel, the home network has to communicate to the UE (via a particular signalling) its HOME ADDRESS which should be used to access to the service in the home network. In the majority of real case, the UE has an IP address (private or public) obtained from a local DHCP server. Than the UE send the data packets encapsulated as shown in Figure 2 according to the packet format A, outer IP source address equal to UE WLAN address, the outer IP destination address equal to WAG address, while the inner IP source address equals to the UE assigned home address and the inner IP destination address equal to the application server IP address.

After the NAT traversal, the packets directed to the PDG will have the outer source IP address changed into the NAT IP address. At the WAG, data packets have the format of packet C in Figure 2. At the PDG the data packets are decapsulated and routed normally.

In this case we have to make the following assumptions:

· the NAT in the WLAN AN should be able to bind the packets originated from and directed to the UE, with the UE itself (this means that the NAT could use also a port-based association (NAPT) and in this case the UE used also an UDP outer header to be added to the outer IP header);

· the UE should be informed of the WAG IP address towards which his data packets should be encapsulated;

· the WAG IP address should be a routable IP address in the WLAN AN Domain, that is should be known at the WLAN AN through;

· the WAG should be able to bind the packets coming from the WLAN AN from a certain UE and to send them to the correct PDG. To do so, the WAG should have the following information:

· the UE Identity (IMSI or NAI derived from IMSI);

· a Tunnel Identifier (like the TID in GPRS) 

· a Session Identifier inside the same tunnel;

· the WAG should be able to generate CDR as it were a SGSN. To do so it has to have the similar info that a SGSN has (this aspect should be discussed in cooperation with the SA5).

· The WAG should receive the security material from the AAA proxy server in order to cipher and decipher the inner data packets to and from the UE (for example the Kc of the UMTS or the ciphering key for the IPSEC, distributed for example with IKE). This aspect should be discussed in cooperation with the SA3

· This approach looks like to be more suitable for the handover (scenario 4), since the tunnel between PDG and WAG is similar to a GTP tunnel and could be moved in the same way as a GTP tunnel is moved from an SGSN to another (i.e. from a WAG to another WAG), while the tunnel between the UE and WAG could be UE initiated (for example using MIP for realizing the Binding between the UE and its new address in a different WLAN AN).

· Moreover this approach has the advantage to allow in principle the sharing of resources among different UE connections, since the UE can use the same tunnel between itself and the WAG to send data packets directed to different servers in the home networks, but also to send data packet to different PDG.
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Figure 2
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Figure 3
For what concerning the second kind of tunnel, the home network has to communicate to the UE (via a particular signaling) its HOME ADDRESS to be used to access to the service in the home network. At this point, the UE must obtain a DCHP Address (private or public) from the WLAN. Than the UE send the data packets encapsulated as shown in Figure 3 according to the packet format A, outer IP source address equal to UE WLAN address, the outer IP destination address equal to PDG address, while the inner IP source address equals to the UE assigned home address and the inner IP destination address equal to the application server IP address.

After the NAT traversal, the packets directed to the PDG will have the outer source IP address changed into the NAT IP address. At the PDG the data packets are decapsulated and routed normally.

In this case we have to make the following assumptions:

· the NAT in the WLAN AN should be able to bind the packets originated from and directed to the UE, with the UE itself (this means that the NAT could use also a port-based association (NAPT) and in this case the UE used also an UDP outer header to be added to the outer IP header);

· the UE should be informed of the PDG IP address towards which his data packets should be encapsulated;

· the data packets has to be forced in such a way (site to site tunnel with an access list that match the PDG address, that should be routable at the WLAN AN, and send it towards a particular WAG, whose  IP address should be again a routable IP address in the WLAN AN Domain, that is should be known at the WLAN AN through;

· the WAG at this time has not to bind anything since the tunnel is completely transparent to it;

· the WAG should be able to generate CDR as it were a SGSN. To do so it has to have the same info that a SGSN has (this aspect should be discussed in cooperation with the SA5). But in this case this seems to be very difficult since the WAG cannot inspect inside the tunnel and it is not able to understand the owner (that is the UE) of the packets;

· The PDG should receive the security material from the AAA home server in order to cipher and decipher the inner data packets to and from the UE (for example the Kc of the UMTS or the ciphering key for the IPSEC, distributed for example with IKE). This aspect should be discussed in cooperation with the SA3. This time the WAG has no control on the ciphered data inside the tunnel between UE and PDG;

· This approach looks like to have some more problems with respect to the previous case of tunneling, for what regarding the handover (scenario 4), especially towards the GPRS/UMTS networks;

· Finally this approach does not have the advantage to allow the sharing of resources among different UE connections, as in the precedent case.

































































































