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1. Introduction

This contribution presents an initial proposal for Scenario 3 information flows. Procedures for both the ‘IP VPN’ approach (Option 8/9?) and the ‘GPRS’ approach (Option 5) are shown, with the intention that the UE procedures at least are largely common.

As agreed in the TS, the proposal decouples tunnel establishment from the WLAN Session Establishment. We note that service authorisation can most easily be performed when the user attempts to establish a tunnel (see S2-031871). The alternative of a separate procedure for authorisation is not considered because:

· It would just be redundant

· It would be inappropriate to (ab)use EAP for this, since this is used for the WLAN (Layer 2) authentication/authorisation, and so a new protocol between UE and AAA servers would be needed. But users do not normally interact directly with the AAA infrastructure.

· It would unnecessarily tie the authorisation procedure to WLAN access

We note also that even in GPRS, a common procedure is used to request access to a service (Establish Primary PDP Context) and set up the GTP tunnel for the service.

We introduce the concepts of Requested and Selected W-APNs. The Requested W-APN is the W-APN requested by the User. The Selected W-APN is the eventually used (and authorised W-APN). These may be different for the following reasons:

· The UE requests a ‘wildcard’ W-APN, which is combined with the subscription information to derive the selected W-APN

· The UE requests an W-APN in the visited network, but the subscription information indicates that they should be connected through the home network

In the IP VPN approach, we require that the Requested W-APN always resolves (at the UE) to an initial PDG address, but this may not be the finally selected PDG.

Compared to GPRS, we adopt an approach in which the network responds directly to UE requests – that is if the UE requests one service from the network, then the network either provides that service or rejects the request. The network does not instead provide a different service. In rejecting a request, the network may provide information to the UE about alternative services (namely the Selected W-APN) that would be sucessful.

This approach is widely regarded as more robust than an approach in which the  network provides a service which the UE did not request. In addition, we attempt to arrange the procedures so that, as often as possible, the UE’s first request is accepted. This reduces the setup time compared to a procedure in which a separate service selection/authorisation exchange must always be performed first.

2. Information objects

The information flows below use the following information objects:

	Name
	Source
	Destination
	Description
	Example

	VPLMN_Policy
	VPLMN Proxy AAA server
	WLAN AN
	The policy to be applied by the WLAN for a particular user.

Possible values are:

Internet_Access: UE is permitted Internet Access from the WLAN

Route_to_VPLMN: All traffic is routed to the VPLMN. Only packets from the VPLMN are routed to the UE.

Filter_VPLMN: Only packets addressed to/from the VPLMN are routed

None: No policy applied in WLAN AN

Note: not all WLAN ANs will support all values
	The value Route_to_VPLMN could be expressed as tunnel attributes in the RADIUS Access_Accept which place the user on to a particular VLAN, this VLAN being directly associated with the VPLMN.

	HPLMN_Policy
	HPLMN AAA server
	VPLMN AAA Proxy
	The policy to be applied by the VPLMN (at the WAG). The VPLMN is responsible for passing this information to the WAG.

This information element contains at least:

1) the list of allowed HPLMN Packet Data Gateways

2) whether use of a VPLMN Packet Data Gateway is allowed

3) whether Internet Access is allowed
	

	WAG_Policy
	VPLMN AAA Proxy
	WAG
	The detailed policy to be applied by the WAG. This is derived by the AAA proxy based on the policy requested by the HPLMN (HPLMN_Policy) and local policies in the VPLMN, such as the VPDGs allowed etc.
	

	Requested_W-APN
	UE
	AAA Server (via WAG/PDG)
	The W-APN requested by the user. This may include wildcard information.
	The Requested W-APN may still be an FQDN, as long as conventions are described for indicating wildcards.

	Selected_W-APN
	AAA Server
	UE (via WAG/PDG)
	The actual selected W-APN based on the combination of the user request and the subscription information.
	


3. Information flows

The intention in these procedures is that the UE will use standard IP VPN tunnelling protocols to request the service and create the tunnel to the PDG or WAG. In the flows below, these terms ‘Service Request’ and ‘Service Response’ are used for the initial request/response interaction – these are general terms not intended to indicate any particular protocol.

In the ‘IP VPN’ approach in which this request/response takes place between UE and PDG, it is not expected that the VPLMN will process these messages. Any protocol could be used and the VPLMN will be transparent to this. The standards might specify a default protocol, but its use does not need to be mandated.

In the ‘GPRS’ approach then the protocol used must be standardised and mandated.
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Note: Steps 1-6 are the standard 802.1x/EAP authentication/authorisation exchange for WLAN access. This exhange is primarily the same as for Scenario 2, with the addition of the HPLMN_Policy object.

1-3.
EAP authentication and authorisation for WLAN access

4.
3GPP AAA server in the HPLMN sends the Access-Accept to the VPLMN AAA Proxy, indicating that the user is authorised for WLAN access, and including the HPLM_Policy information object based on whether the user has Scenario 2 or Scenario 3 access

5.
The Access Accept is forwarded to the WLAN, including any policy that the WLAN AN must apply on behalf of the VPLMN (VPLMN_Policy)

6.
Successful completion of the WLAN session establishment is indicated by the EAP Success

7.
The policy applied in the VPLMN (as requested by the HPLMN in the HPLMN_Policy information object) is communicated to the WAG in the form of the WAG_policy information object. This could indicate, for example, that the UE may send packets to any PDG in the Home Network on the port used for tunnel establishment. It may also include details of the allowable visited network PDGs.

Option 8/9 (end-to-end tunnel) procedures:

8a.
The UE determines an initial PDG address based on the Requested_APN (e.g. using DNS). The Requested_APN may be in the form of an FQDN, for example:



<network>.mnc123.mcc345.3gppnetwork.org

Where <network>. is omitted to indicate a wildcard to be taken from the users subscription and the MNC/MCC correspond to the Home or Visited network. If the request is not authorised at the PDG chosen, then the procedures below can redirect the UE to a different PDG. For example if the UE requests ims.mnc123.mcc456.3gppnetwork.org (where MNC: 123, MCC: 456 is the VPLMN) but access to IMS through the visited network is not allowed by subscription, then the UE might be redirected to ims.mnc456.mcc123.3gppnetwork.org in the HPLMN. 

9a.
The UE sends a Service Request to the initial Packet Data Gateway. This contains an indication of the user identity and the requested service (i.e. an indication of the requested W-APN). This message could, for example, be the first message of a standard tunnel establishment protocol such as IKE or MIP Registration. This message is passed by the WAG based on the policy provided in step 7, but is not processed by the WAG – the WAG does not need to understand the protocol used.

10a.
The PDG contacts that AAA Server (for example using RADIUS/DIAMETER NASREQ) to request authentication and authorisation for the user’s request for service

11a.
The AAA Server authenticates and authorises the UE’s request for service. This may require additional message exchanges with the UE (via the PDG) depending on the authentication method used. The AAA Server determines the actual selected W-APN based on the requested APN and the users subscription. This may result in a request to the PDG to redirect the user to another PDG. The AAA also determines whether any updates are required to the policy being applied in the WAG.

12a.
If changes to the policy in the WAG are required, the AAA Server sends an Update_Policy request to the VPLMN AAA Proxy. This may indicate, for example, that the UE is now allowed to send packets to a particular PDG on the port used for user data.

13a.
The VPLMN AAA Proxy communicates the new policy to the WAG.

14a.
The AAA Server communicates the acceptance of the UE’s request to the PDG, including the selected W-APN

15a.
The PDG responds to the UE’s original request

16a.
Further tunnel establishment signalling may be required depending on the tunnel establishment protocol and whether a new PDG is indicated or not

Option 5 procedures:

8b.
As 9a, the UE sends a Service Request to the WAG (how the UE determines the WAG address is ffs). This contains an indication of the user identity and the requested service (i.e. an indication of the requested W-APN). This message could, for example, be the first message of a tunnel establishment procedure such as IKE . This message is terminated by the WAG and handled based on the policy provided in step 7.

9b.
The WAG contacts the local AAA proxy in the VPLMN to request authentication and authorisation for the user’s request for service

10b.
The VPLMN AAA proxy forwards the request to the HPLMN AAA Server

11b.
The AAA Server authenticates and authorises the UE’s request for service. This may require additional message exchanges with the UE (via the AAA proxy and WAG) depending on the authentication method used. The AAA Server determines the actual selected W-APN based on the requested APN and the users subscription.

12b.
On completion of the authentication/authorisation process, the HPLMN AAA server indicates success to the VPLMN AAA proxy

13b.
The VPLMN AAA proxy passes the success indication to the WAG.

Note: various alternatives exist for steps 9b to 13b. For example, instead of contacting the VPLMN AAA Proxy at step 9b, the WAG could contact the PDG, which would in turn contact the HPLMN AAA Server. A further alternative would be for the VPLMN AAA Proxy to be provided with the users subscription information at step 4, so that the VPLMN AAA Proxy can make the authorisation decision independently, without contacting the HPLMN.

14b.
The WAG contacts the PDG to establish the WAG to PDG tunnel.

Note: The PDG may then contact the AAA Server in the HPLMN to confirm that the request is authorised. It is ffs whether this is necessary, since an authorisation exchange with the HPLMN already took place in steps 9b-13b.

15b.
The PDG confirms the tunnel establishment with the WAG

16b.
The WAG confirms the tunnel establishment with the UE
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