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1. Introduction

WLAN-3GPP Interworking includes requirements to support manual and automatic network selection. Manual network selection includes the functionality to be able to notify the user of the available networks, see 22.934 v6.1.0.

From an SA2 perspective, network selection defines through which 3GPP AAA proxy the AAA messages are routed. When a WLAN AN supports multiple VPLMNs, AAA routing rules in the WLAN AN need to define the rules concerning to which VPLMN the messages should be routed.
Information which the WLAN AN can use is limited to the NAI provided by the user and the SSID selected by the user. Similar information can be used by the WLAN AN in order that it can support scenario 3 routing enforcement.

2. AAA Routing Definition

Since the WLAN AN only has the NAI and SSID, then this information needs to uniquely identify a VPLMN.

Using SSID, a unique SSID could be defined be VPLMN. For example, a WLAN AN in UK, supporting all GSM operators is required to support 8 SSIDs, e.g., the 7 networks described in SE.13 plus “three”.

	UK
	Guernsey Telecoms
	GUERNSEY TELECOMS GSM
	GUERNSEY TEL UK
	GSY-TEL
	GSM900
	234
	55

	UK
	Manx Telecom
	PRONTO GSM
	MANX TELECOM PRONTO GSM
	MANX
	GSM900
	234
	58

	UK
	Orange PCS Ltd
	ORANGE
	ORANGE
	ORANGE
	GSM1800
	234
	33

	UK
	One-2-One
	ONE-2-ONE
	ONE 2 ONE
	ONE2ONE
	GSM1800
	234
	30

	UK
	Jersey Telecommunications
	JERSEY TELECOMS GSM
	JERSEY TELECOMS GSM UK
	JT GSM
	GSM900
	234
	50

	UK
	VODAFONE Ltd
	VODAFONE
	UK VODAFONE
	VODA
	GSM900
	234
	15

	UK
	BTCellnet
	BT CELLNET
	BTCELLNET
	BTCNET
	GSM 900/1800
	234
	10


and a Russian WLAN Access Network will be required to support 12 SSIDs.
	RUS
	Uraltel
	Uraltel
	Uraltel
	UTL
	GSM900
	250
	39

	RUS
	Extel Mobile Com. System
	EXTEL
	EXTEL RUS
	EXTEL
	GSM900
	250
	28

	RUS
	StavTelesot
	North Caucasian GSM
	RUS North Caucasian GSM
	NC-GSM
	GSM900
	250
	44

	RUS
	BM Telecom Ltd.
	BM Telecom
	RUS BMT
	BMT
	GSM900
	250
	7

	RUS
	JSC Telecom XXI
	JSC Telecom XXI
	- - -
	- - -
	GSM1800
	250
	93

	RUS
	OAO
	Bee Line
	RUS Bee Line
	Bee Line
	GSM1800
	250
	99

	RUS
	Far Eastern Cellular Systems – 900
	Far Eastern Cellular Systems - 900
	RUS 12, Far East RUS
	FEast
	GSM900
	250
	12

	RUS
	Kuban-GSM
	Kuban-GSM
	Kuban-GSM RUS
	KUGSM
	GSM900
	250
	13

	RUS
	Siberian Cellular Systems 900
	Siberian Cellular Systems 900
	SCS
	SCS
	GSM900
	250
	5

	RUS
	North-West GSM
	North-West GSM
	North-West GSM RUS
	NWGSM
	GSM900
	250
	2

	RUS
	Mobile TeleSystems (MTS)
	MTS
	MTS-RUS
	MTS
	GSM900
	250
	1

	RUS
	Ermak RMS
	Ermak RMS
	RUS 17
	ERMAK
	GSM900
	250
	17


When considering that PTTs and Other Licensed Operators are also likely to offer WLAN service, e.g., sharing the same WLAN AN infrastructure, then the SSID technique rapidly runs into scaling problems.

The alternative is to use some modification of the REALM portion of NAI in order to identify the VPLMN and hence enable routing of the AAA request, e.g., from NAI, RFC 2486:
In roaming, the purpose of the NAI is to identify the user as well as to assist in the routing of the authentication request.
Using a pure NAI approach the REALM portion of the NAI can be constructed from the concatenation of a prefix part which identifies the 3GPP AAA Proxy and the suffix part which identifies the 3GPP AAA Server. This can be likened to the definition of APN which has an operator identifier part concatenated with the network identifier part.
However, such AAA techniques assume a priori information regarding routing policy tables are available in the WLAN UE.

Since SSIDs techniques do not appear to scale well, this contribution provides techniques for supporting manual network selection and AAA routing without requiring the WLAN AN to support multiple SSIDs.

3. Delivering VPLMN REALM pre-fix to the WLAN UE
Techniques are required which allow the WLAN UE to build a REALM part of the NAI using the concatenation of the 3GPP AAA Server realm part (which is known a priori by the WLAN UE) and the 3GPP AAA Proxy realm part.

It is proposed to use XML MetaData to provide this information to the WLAN UE. This XML MetaData can be delivered in response to a HTTP POST/GET or using EAP, e.g., transported using EAP Notification.

An example of the MetaData is provided hereafter:

Content-Type: text/xml

<?xml version “1.0” encoding=”UTF-8”?>

<PWLANInfo xmlns="urn:3gpp.org/PWLANData/Version1" name=”British Airports Authority, Heathrow” location=”Heathrow Airport” >
  <Networks>
    <Network SSID=”BAA-1X” name=”Heathrow Public Wireless Network” welcomePage=https://www.baa.com/PWLAN/Welcome.asp” EDCFDownLink=”1” WANConnectionMbps=”50” />

    <GuestAccess name=”anonymous” password=”” />

    <PLMNS>

      <PLMN name=”O2” PLMNID=”234010” AAAprefix=”wlan.mmO2.org/” URL=”http://www.mmo2.com/wlanroaming/partners/roaminguserinfo?BAAHeathrow” />

      <PLMN name=”Tmobile” PLMNID=”234030” AAAprefix=”Tmobileuk.com/” URL=” http://www.tmobile.com/WLAN/partners/roaminginfo?Heathrow” linkUserRateMbps=”10” />

    </PLMNS>
    <!-- more networks here... -->
    </Network>

  </Networks>

</PWLANInfo>


Using this example, an O2 German subscriber, with 3GPP AAA server realm part fixed as “7.262.WLAN.3gppnetwork.org” will create a compound NAI realm part as “wlan.mmO2.org.7.262.WLAN.3gppnetwork.org”.

Because the suffix part of the REALM is well defined, the WLAN AN is able to distill the “wlan.mmO2.org” information from the REALM which the WLAN AN then uses to route the AAA message to O2 in the UK.
4. Security Considerations 

An important issue to consider in the context of network discovery is whether and how the information might be secured.  In the proposal outlined here, it is presumed that this XML contains public information that has no security sensitivity.  The theory is that a UE processing this information should understand that it is no more secure than an SSID beacon.  If information provided in the XML is false, the UE might make a bad decision and connect with the wrong network.  Presumably, subsequent security checks during the 802.1X mutual authentication would permit the UE to discover the problem and reject erroneous connections (the same reasoning applies to spoofed SSIDs). 

If the security risk noted above is deemed unacceptable, then the recommended solution would be to include a certificate-based XML signature (as specified in the XML-Dsig standard: http://www.w3.org/TR/xmldsig-core/) authenticating the source and integrity protecting the XML data.  For this signature to be of security value, the signer’s certificate would need to be certified by a root of trust recognized by the UE for this purpose.  Since an appropriate root of trust for PWLAN networks is not yet established, this should be considered as an area for possible future enhancements.  Note that there is no initial trust relationship between the UE and the WLAN operator in the roaming case, so symmetric key-based approaches cannot easily be used.

An important advantage of using an XML signature to secure the data is that the WLAN operator only needs to perform the computationally expensive public key operations to generate the signature once for any given version of the XML data.  Securing the data in this way also avoids incurring the complexity and latency of additional round trips that would be needed for alternative mechanisms (e.g., SSL).   

5. Summary

3GPP PWLAN Network selection in the roaming case is a complex problem.   The XML-based approach discussed in this contribution would help the UE to make its network selection decision, enabling the UE to construct an appropriate NAI so that the AAA signalling is routed appropriately.

This scheme has the advantage that:

· the WLAN AN’s existing SSID does not need to change to accommodate 3GPP Interworking 
· no issues regarding scalability of SSID based solutions

· manual network selection is supported, i.e., once the Metadata is available, the WLAN UE knows all supported VPLMNs 
· optimised network searches are available – the UE does not need to probe for up to 12 private SSIDs

· fast handover is supported – network discovery is only performed once when entering a network and not when moving between the Access Points of a WLAN Access Network.

It is proposed that the following text be added to TS 23.234:

Discovery of VPLMN affiliates, selection of PWLAN networks and routing of AAA messages
Given the significant limitations of pure SSID-based network selection in complex roaming scenarios, 3GPP should define an XML schema specifying data to guide the WLAN network selection process.  WLAN operators would likely be required to provide this information as part of their roaming agreements with 3GPP operators.  The preferred mechanism for delivery of this data is via an EAP-Notification message sent by the 802.1X authenticator.
If security of this data is needed, then an XML signature (using the XML-Dsig standard) should be used.  However, the requirement to secure the data or not should be determined by SA3 (a liaison statement to request this analysis may be needed).  It is likely to be acceptable for this data to be unsecured, as long as the schema does not include sensitive information.  

The sample XML below is a suggested starting point for defining the schema.  

Content-Type: text/xml

<?xml version “1.0” encoding=”UTF-8”?>

<PWLANInfo xmlns="urn:3gpp.org/PWLANData/Version1" name=”British Airports Authority, Heathrow” location=”Heathrow Airport” >
  <Networks>
    <Network SSID=”BAA-1X” name=”Heathrow Public Wireless Network” welcomePage=https://www.baa.com/PWLAN/Welcome.asp” EDCFDownLink=”1” WANConnectionMbps=”50” />

    <GuestAccess name=”anonymous” password=”” />

    <PLMNS>

      <PLMN name=”O2” PLMNID=”234010” AAAprefix=”wlan.mmO2.org/” URL=”http://www.mmo2.com/wlanroaming/partners/roaminguserinfo?BAAHeathrow” />

      <PLMN name=”Tmobile” PLMNID=”234030” AAAprefix=”Tmobileuk.com/” URL=” http://www.tmobile.com/WLAN/partners/roaminginfo?Heathrow” linkUserRateMbps=”10” />

    </PLMNS>

    <!-- more networks here... -->
    </Network>

  </Networks>

</PWLANInfo>

























































































































































































































































