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1. Introduction

This contribution introduces the GUP Rg reference point procedures that are described in the similar manner as has been agreed for Rp already in TS 23.240. These reference points have a lot in common. Compatibility of Rg reference point with Liberty Alliance Project specified framework (ID-WSF) is targeted. See another Nokia contribution to this meeting (S2-031986).

2. Discussion

Rg reference point lies between the applications and the GUP Server. The applications may be any in the operator’s or third party domain. The applications may create, delete, modify, query the user profile data or subscribe for changes of those. Any component and its detail contents may be concerned. The create and delete procedures are applied to user profiles or GUP components.

Authentication may be provided for each message. Some information on the authentication and authorisation data is given in this contribution. However the details are left beyond the suggested subclause of the specification. 

The Rg procedure descriptions differ from Rp for example what comes to profile handling. Rp is handling single components whereas Rg can also access the whole profile. Data referencing is described without separating the component type as in Rp. Also some more authentication and privacy policy information is added to Rg. 

The suggested procedure names are somewhat different than in the Rp reference point. We feel that this helps to avoid confusion between the two in descriptions and discussions. It should be noted that the actual message names are only defined in stage 3.

3. Proposal

We kindly propose the Rg reference point procedure definitions as a new TS 23.240 subclause 4.3 as shown below. Note that the subclause and table numbering thereafter have to be updated.

4.3
Rg reference point procedures

This subclause defines the procedures applied in the Rg reference point between the applications and the GUP Server. This reference point supports also third party profile access. Rg can be used e.g. to create the whole user profile or some components in it, to read any piece of data in the profile or to modify those. There are means to authorise all requests and protect the user’s privacy in all operations. Rg is applied to control the data stored in the different GUP components as per users. 

There are the following procedures:

· Create 

· Delete 

· Modify 

· Query

· Subscribe 

· Unsubscribe 

· Notify

4.3.1
Create procedure

Create procedure is used by the application to create a new user profile or new components to an existing profile. The procedure is always related to a single subscriber identity which is given in the request. Additionally the Create procedure shall carry the component types and the data to be created to each component. Optionally also the repository identification may be given if the division of data into different repositories is wished to be managed. At least one component shall be provided. Creation of the first component implies profile creation. The component type identifies what data are concerned i.e. not just the data typing. It is presumed that the profile data structure is already known by the both parties. No new type of data can be defined by this procedure, only the data contents are provided. Furthermore the application shall provide the necessary data for authentication and authorisation of this create function (e.g. credentials, assertions and identifications).

The outcome of the procedure shall be provided in a separate response message.

Table 4.1: Request data of Create procedure

	Parameter
	Description
	Use

	Subscriber Identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component data
	Specifies which components are addressed and provides the data for those. There may be several Component data elements corresponding to several created components. At least one element must be present. See the table below for the more detailed contents.
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authentication and authorisation process. E.g. end user and application identification, credentials or privacy policy information. 
	Optional


Table 4.2: Contents of Component data parameter 

	Parameter
	Description
	Use

	Component type
	Specifies the type of the created component. The Component type identifies the applied component data definitions.
	Mandatory

	Data
	Specifies the GUP component data according to the specified Component type.
	Mandatory

	Repository identification
	Specifies the repository where the component is to be created (e.g. over Rp reference point).
	Optional


Table 4.3: Response data of Create procedure

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail.
	Mandatory (like the response itself)


4.3.2
Delete procedure

Delete procedure is used by the application to remove a profile or selected GUP components from the repository. The attached subscriber identity and the component type are specified. If no component type is provided, the whole user profile identified by the Subscriber identity will be deleted. The application shall provide the necessary data for authentication and authorisation purposes (e.g. credentials, assertions and identifications).

The outcome of the procedure shall be provided in a separate response message. 

Table 4.4: Request data of Delete procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component types
	Specifies the types of the components. 
	Optional

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authentication and authorisation process. E.g. end user and application identification, credentials or privacy policy information.
	Optional


Table 4.5: Response data of Delete procedure

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.3
Modify procedure

Modify procedure is used by the application to change the data in the GUP components. Also adding and deleting data is possible by Modify procedure, but it cannot create a new component. The modified data are identified by the user identity and the data reference. The modification may concern the whole component or any lower level piece of data referenced in the procedure invocation. The contents for the entire referenced data shall be provided. Several individual changes to different components can be made with one procedure invocation. It must be noted that if modification of one component fails, the other changes cannot always be rolled back (implementation specific feature). However the response data shall specify which modifications were not accomplished. It is also possible to add more similar type of data elements to an existing array type of element. The requestor shall provide the necessary data for authentication and authorisation purposes (e.g. credentials, assertions and identifications).

The outcome of the procedure shall be provided in a separate response message.

Table 4.6: Request data of Modify procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Modification data
	Specifies which data are addressed and how those are changed. There may be several Modification data items corresponding to several individual modifications. These modifications may concern the same or different components. See the table below for the contents of one modification. 
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authentication and authorisation process. E.g. end user and application identification, credentials or privacy policy information. 
	Optional


Table 4.7: Contents of Modification data parameter 

	Parameter
	Description
	Use

	Data reference
	Specifies which data are modified or expanded. The reference identifies both the component type and the possible deeper level data reference. The reference must be unique in a way that it refers only to one data item.
	Mandatory

	New data
	Specifies the data to be stored in the GUP component. It is expected that all the data elements in the referenced data structure are given.
	Mandatory

	Overwrite indication
	Specifies if the data are added to the existing data or replaces those. Default action is “insert”.
	Optional 


Table 4.8: Response data of Modify procedure

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.4
Query procedure

Query procedure is used by the application to retrieve the data in the user profile or its specific components. The queried data are identified by the user identity and the data reference. The data retrieval may concern the whole profile, component or any parts of a component as referenced in the invocation. The requestor shall provide the necessary data for authentication and authorisation purposes (e.g. credentials, assertions and identifications). 

The retrieved data shall be provided in a separate response message.

Table 4.9: Request data of Query procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory 

	Data references
	Specifies which data are read. The data reference identifies the component type and the deeper level reference (if the whole component is not meant to be read). Multiple references may be given. It is also possible to refer to the profile root which implies that the whole profile data are queried.
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authentication and authorisation process. E.g. end user and application identification, credentials or privacy policy information.
	Optional


Table 4.10: Response data of Query procedure

	Parameter
	Description
	Use

	Data
	Contains the retrieved data as indicated by the Data references. 
	Mandatory

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory 


4.3.5
Subscribe procedure

Subscribe procedure is used by the application to request notifications about changes in the GUP component data. The subscribed data are identified by the user identity and the data reference. Furthermore the application can identify which elements are to be monitored for changes if it is not interested in all changes. Data synchronisation can be performed by Subscribe and Notify procedures. The GUP Server returns the identification of the subscription request to provide means for the application to link the notifications of Notify procedure to the related subscribe requests.

A filtering data parameter is defined to facilitate performance optimisation. This may be left partly vendor/operator specific. The requestor shall provide the necessary data for authentication and authorisation purposes (e.g. credentials, assertions and identifications). 

The outcome of the procedure shall be provided in a separate response message.

Table 4.11: Request data of Subscribe procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Data references
	Specifies which data are monitored for changes. The reference identifies both the component type and the possible deeper level data reference. Multiple references may be given. Any change within the referenced data structure causes a notification to be sent. If the parameter is absent, all modifications are notified.
	Optional

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authentication and authorisation process. E.g. end user and application identification, credentials or privacy policy information.
	Optional

	Filter data
	Specifies additional conditions for sending notifications to optimise the performance e.g. when immediate synchronisation is not required. The parameter specifies also whether the initial data values are requested to be reported.
	Optional


Table 4.12: Response data of Subscribe procedure 

	Parameter
	Description
	Use

	Invoke identification
	Contains the invoke identification assigned by the GUP Server for this request.
	Mandatory

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.6  Unsubscribe procedure

Unsubscribe procedure is used by the application to cancel one or several existing subscriptions. The outcome of the procedure shall be provided in a separate response message.
Table 4.13: Request data of Unsubscribe procedure

	Parameter
	Description
	Use

	Invoke identifications
	Specifies one or several invoke identifications assigned by the GUP Server for the subscriptions.
	Mandatory


Table 4.14: Response data of Unsubscribe procedure 

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.7    Notify procedure

Notify procedure is invoked by the GUP Server when the data which was identified in Subscribe procedure changes or when the invoked Subscribe procedure requested sending of all the initial values of the referenced data. The procedure identifies the changed data and provides the new values. 

The outcome of the procedure shall be provided in a separate response message.

Table 4.15: Request data of Notify procedure

	Parameter
	Description
	Use

	Invoke identification
	Specifies the invoke identification assigned by the GUP Server for this subscription.
	Mandatory

	Notified data
	Specifies which data are reported together with the data itself. Multiple pieces of data may be provided.
	Mandatory


Table 4.16: Response data of Notify procedure (optional)

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (however the whole response is optional)


4.3.8    Common information definitions

The information elements that are applied in several procedures of Rg reference point are described in this subclause. 

4.3.8.1 Requestor data

The Requestor data contain the information that the sender of the request provides in order to facilitate the authentication and authorisation functions. The access control and user privacy functions work based on these data. Also an unspecified Additional info parameter is defined to carry data e.g. for monitoring or accounting purposes. All the elements are optional. However at least one shall be present if the parameter is applied.

Table 4.17: Requestor data

	Element
	Description
	Use

	Subscriber identification
	Specifies the end user being served.
	Optional

	Application identification
	Specifies the application being served. The GUP Server has to link the Application identification to the actual sender of the request by the appropriate means taking into account the applied security measures and domains.
	Optional

	Credentials
	Contains authentication information. 
	Optional

	Authorisation assertion
	Contains the assertion for authorisation. The nature of the assertion must be for one time use to prevent replay and cut-and-paste attacks. E.g. digest or signature mechanisms may be applied. 
	Optional

	Privacy policy 
	Information about the applied privacy policy.
	Optional

	Additional info
	Additional unspecified information related to the requestor or request.
	Optional


4.3.9
   Error handling and common error types

The basic principle in error handling is that all errors in carrying out the procedures lead to complete abortion of the requested operation. However if e.g. multiple modifications with separate data references are made with one procedure invocation, it is possible that part of these are completed even if some would fail. The procedure error responses identify the error type together with more detailed information about the cause of the error. 

The common error types which can be applied to all procedures contain:

Table 4.17: Common error types

	Error
	Description

	Invalid operation
	The operation is invalid or unsupported.

	Invalid parameter
	The given parameter of the operation is invalid.

	Unauthorised operation
	There was no authority for the requested operation.

	Data unavailable
	The requested data were not available.

	Unexpected error
	An unexpected error condition was met.





















































