3GPP TSG–SA2 Meeting #32 
Tdoc (S2-032047
San Diego, USA, 12th to 16th May 2003

Agenda Item:
IMS-2

Source: 
Orange

Title: 
Barring and roaming restrictions

Document for:
Discussion and Approval
Introduction – State of art in stage 2 specifications

Currently, it is not clear how and when barring and roaming restrictions are enforced within the TS 23.228 procedures :

· The S-CSCF shall reject IMS communication to/from  public user identity(s) that are barred for IMS communications after completion of registration (§ 4.6.3 S-CSCF role on for the registered endpoint's sessions)

· The HSS shall support the possibility to bar a public user identity from being used for IMS non-registration procedures.  The S-CSCF shall enforce these barring rules for IMS (5.2.1 Requirements considered for registration).

· TS 23.228 § 5.2.2.3 Registration information flow – User not registered

The HSS (step 3) shall check whether the user is registered already. The HSS shall indicate whether the user is allowed to register in that P-CSCF network (identified by the P-CSCF network identifier) according to the User subscription and operator limitations/restrictions if any.

Discussion on Barring

State of art in stage 3 specifications

(TS 23.008 § 5.3, 3.1.3 + Annex B2 of TS 29.228 non normative)

The "Barring indication" is associated to each public identity and indicates that the identity is barred from any IMS communication (except registrations and re-registrations, i.e. both originating and terminating sessions are not allowed).

§ 5.3 - Table 5.3: Overview of data used for IP Multimedia services

	PARAMETER
	Subclause
	HSS
	S-CSCF
	IM-SSF
	AS
	TYPE

	Private User Identity
	3.1.1
	M
	M
	
	-
	P

	Public Identity
	3.1.2
	M
	M
	
	-
	P

	Barring Indication
	3.1.3
	M
	M
	
	-
	P

	Registration Status
	3.2.1
	M
	-
	
	-
	T

	S-CSCF Name
	3.2.2
	M
	-
	
	-
	T

	Diameter Client Address of S-CSCF
	3.2.3
	M
	-
	
	-
	T

	Diameter Server Address of HSS
	3.2.3
	-
	M
	
	-
	T

	RAND, XRES, CK, IK and AUTN
	3.3.1
	M
	C
	
	-
	T

	Server Capabilities
	3.4.1
	C
	C
	
	-
	P

	Subscribed Media Profile Identifier
	3.5.1
	C
	C
	
	-
	P

	Initial Filter Criteria
	3.5.2
	C
	C
	
	-
	P

	Service Indication
	3.5.4
	M
	-
	
	M
	P

	GsmSCF address for IM CSI
	3.8.4
	C
	-
	
	-
	P

	IM-SSF address for IM CSI
	3.8.5
	 C
	 -                                                    
	
	-
	T

	O-IM-CSI
	3.8.1
	C
	-
	C
	-
	P

	VT-IM-CSI
	3.8.2
	C
	-
	C
	-
	P

	D-IM-CSI
	3.8.3
	C
	-
	C
	-
	P


(TS 29.228 § 6.1.1)

The User registration status querys procedure is used between the I-CSCF and the HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 ) and is used:

-
To authorize the registration of the user, checking multimedia subsystem access permissions and roaming agreements.

(TS 29.228 § 6.1.1.1) 

When receiving a Cx-Query request from the I-CSCF, the HSS shall check whether the public identity received in the request is barred for the establishment of multimedia sessions. 

If it is, the HSS shall check whether there are other non-barred public identities to be implicitly registered with that one. 
· If so, continue to step 4.

· If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.

(TS 24.229 § 5.3.1.3) 

If the HSS sends a negative response to the user registration status query request, the I-CSCF shall send back a 403 (Forbidden) response. The response may include a Warning header containing the warn-code 399.

(TS 24.229 § 5.4.1.2.2) 

The I-CSCF shall bind to each non-barred registered public user identity all registered contact information and store the related method tag values from the Contact header for future use.

	Conclusion on State of art about Barring :

In stage 3 specifications, the IMS registration is rejected at the I-CSCF with a 403 (Forbidden) response when the HSS contains :

· a "Barring indication" as barred for the public user identity being registered or 

· a "Barring indication" as barred for the public user identity being registered and all associated public user identities for the implicit registration.

It may be clarified in stage 2 specifications that the I-CSCF shall enforce the barring and roaming restrictions rules at IMS registration whereas the S-CSCF shall enforce these rules at session establishment.


Discussion on Roaming restrictions

State of art in stage 3 specifications

(TS 23.008 § 5.3, 3.5.1+ Annex B2 of TS 29.228 non normative)

No "Roaming restrictions indication" is clearly associated to each public identity or to the private user identity. This indication may be included in the "Subscribed Media Profile Identifier".

The Subscribed Media Profile Identifier identifies a set of session description parameters that the subscriber is authorized to request.  The translation from the Profile Identifier to the set of subscribed media is performed in the  S-CSCF based on operator configuration. 

TS 24.229 § 5.2.2 Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF (step 7) shall insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network.

TS 24.229 §5.4.1.2.1 Unprotected REGISTER

Upon receipt of a REGISTER request with the integrity-protection parameter set to 'no', the S-CSCF (step 2) shall check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

TS 24.228 § 6.2 Registration signalling: user not registered

The P-CSCF (step 4) adds also the P-Visited-Network-ID header with the contents of the identifier of the P-CSCF network. This may be the visited network domain name or any other identifier that identifies the visited network at the home network.

(TS 29.228 § 6.1.1)

The User registration status querys procedure is used between the I-CSCF and the HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 ) and is used:

-
To authorize the registration of the user, checking multimedia subsystem access permissions and roaming agreements.

(TS 29.228 § 6.1.1.1) 

When receiving a Cx-Query request from the I-CSCF, the HSS (step 4) shall check the User-Authorization-Type received in the request:

· If it is REGISTRATION or if User-Authorization-Type is absent from the request, the HSS shall check that the user is allowed to roam in the visited network (if not Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED). Continue to step 5.

· If it is DE_REGISTRATION, the HSS may not perform any check regarding roaming. Continue to step 5.

· If it is REGISTRATION_AND_CAPABILITIES, the HSS shall check that the user is allowed to roam in the visited network (if not Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED). The HSS shall return the list of S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The returned capabilities must satisfy the most restrictive service profile of the user. The list of capabilities may be empty, to indicate to the I-CSCF that it can select any available S-CSCF. Result-Code shall be set to DIAMETER_SUCCESS. The HSS shall not return any S-CSCF name. Stop processing.

(TS 24.229 § 5.3.1.3) 

If the HSS sends a negative response to the user registration status query request, the I-CSCF shall send back a 403 (Forbidden) response. The response may include a Warning header containing the warn-code 399.

	Conclusion on State of art about Roaming restrictions :

In stage 3 specifications, the IMS registration is rejected at the I-CSCF with a 403 (Forbidden) response when the HSS contains a "P-Visited-Network-ID" that is not authorized for the public user identity being registered. 

The case of implicit registration is not included in specifications under the hypothesis that different public user identities may have different roaming restrictions.

The specifications seem to assume that all public user identities of the UE have the same roaming restrictions.


Proposal about "P-Visited-Network-ID"

As Roaming restrictions at IMS level are based on the " P-Visited-Network-ID", it is necessary to define the roaming restrictions in the Service profile associated with the private user identity or each public user identity.
As barring is associated with each public user identity, roaming restrictions may be defined for each public user identity. This will allow the service provider or network operator to offer different Services profiles for the IMS subscriber according to the public user identity.

A list of "Authorized P-Visited-Network-ID" (or "Unauthorized P-Visited-Network-ID") may be defined in TS 23.008 as part of IMS data to be stored in the HSS as a mandatory parameter associated with each public user identity.

Proposal about IMS implicit registration

The IMS registration should be rejected at the I-CSCF with a 403 (Forbidden) response when the " P-Visited-Network-ID " is not included in the list of "Authorized P-Visited-Network-ID " hold at the HSS for the public user identity being registered and all associated public user identities for the implicit registration.

Once the registration has been accepted for a set containing both roaming restricted and non-roaming restricted public user identities, then the roaming restrictions shall be enforced at the S-CSCF during the session establishment using the " P-Visited-Network-ID " when validating the Service profile.
	Conclusion on proposal for Roaming restrictions :

A list of "Authorized P-Visited-Network-ID " shall be added per public user identity to the IMS Service profile.

The implicit registration shall be rejected if all public user identities of the set are not allowed to roam in the current network.


Conclusion and Change Requests proposal

This discussion document proposes some CR :

CR on TS 23.228 for IMS Barring and Roaming restrictions 

· The HSS shall be able to restrict a public user identity from being used in unauthorized networks. The I-CSCF shall enforce the barring and roaming restrictions rules at registration whereas the S-CSCF shall enforce thse rules at session establishment.

· The S-CSCF shall store the "P-Visited-Network-ID" during the registration in order to be able to reject the session establishment for a public identity in an unauthorized network (roaming restrictions per public identity).

CR on TS 23.228 for IMS implicit registration

The implicit registration shall be rejected by the Home network operator when the public user identity being registered is part of an implicit registration set in which all public user identities are barred or not allowed to roam in the current network.

Impact on other 3gpp specifications :

CR on TS 24.229 : Storage of "P-Visited-Network-ID" at the S-CSCF during registration.

CR on TS 23.008 (§ 5.3) : Additional data for "Authorized P-Visited-Network-ID" per public user identity in IMS Service profile.

CR on TS 29.228 (§ 6.1.1.1) : Additional test to reject registration attempt at the HSS when all public user identities of a registration set are not allowed to roam in the current network.
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