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1 Introduction

The recent RAN 2 / CN 1 / SA 2 ad hoc meeting on paging recognised that the current R’99 specifications permitted there to be considerable periods of time where mobiles were in RRC-Idle mode but the UTRAN believed that they were in RRC connected mode.

It is likely that R’99 RAN changes will be prepared to minimise this problem. However, the ad hoc recognised that the problem cannot be removed altogether, and, that existing R’99 mobiles cannot be readily changed !

The aim of this paper is to 

1) briefly explain the loss of paging whilst out-of-service issue

2) Describe a solution for the problem (basically page with the Core Network ID in cases when the RNTI page is not answered)

3) Explain the different issues in different scenarios with this solution, and their impacts.

In conclusion,  it is proposed that the network mechanisms to support the repeat page with CN ID are standardised.

2 Discussion 

2.1 Loss of paging whilst UE out-of-service

In RRC it is possible for the UE in CELL_FACH or CELL/URA_PCH state to go to a sub-state “out-of-service”. For the UE in URA/CELL_PCH, a timer T316 will be started. After expiry of this timer, the UE will transit to CELL_FACH state, and start timer T317. At expiry of this timer (i.e. the UE still not returning to service, and going into “in-service” state, the UE will drop to RRC idle. If there is a mobile terminated call after this time, the RNC (who still thinks the UE is RRC and Iu-PS connected) will page the UE will the U-RNTI, and thus the paging message will not be read by the UE. This situation is likely to remain until the T305 timer expires, and the RNC then realises that the UE was out-of-service, and will go into idle mode after T307. Thus the RNC will drop the RRC connection after a subsequent time T307.

This problem is highly service effecting as it leads to lost mobile terminated voice calls and CS domain MT-SMS.

2.2 Duplicate paging with CN UE-ID

2.2.1 Incoming MT CS call with UE context maintained in URA/CELL_PCH or CELL FACH

At the RAN2/CN1/SA2 joint meeting on Mobility Issues, Vodafone presented a paper proposing a solution where a repeat Paging Record could be sent to the UE, identified by the CN UE-ID (i.e. TMSI or P-TMSI). 

So for the MT- CS call case, when the SRNC receives the Iu-CS connectionless (RANAP) PAGING message for the Iu-PS connected UE, it will map the IMSI in this message to the correct U-RNTI, and create the U-RNTI identified (RRC) PAGING REQUEST message and forward it to the UE. If no response is received within a certain time, the SRNC will create a TMSI identified (RRC) PAGING TYPE 1 (for URA/Cell_PCH state) message and forward this to the UE along with the repeated U-RNTI page. If the UE is still RRC connected, it would read the U-RNTI page, and ignore the TMSI page. If the UE were RRC-idle, it would not recognise the U-RNTI, but read and respond to the TMSI page. See figure 1.

It should be noted that the SRNC need not forward this CS paging message over the Iur interface because the nature of CN Paging is that the MSC will send the (RANAP) PAGING message to all RNCs in the Location Area. Only the RNC that is the SRNC for the UE will convert the TMSI into a U-RNTI in the Paging Record. Therefore, if the UE were on a DRNC before it went to RRC idle, that RNC would receive the (RANAP) PAGING message straight from the Iu-CS. This would be forwarded to the UE with the TMSI in the Paging Record.

So for the incoming MT CS call scenario, with the RNC maintaining the UE context in URA/CELL_PCH state, we can see that there are no MSC problems with this solution. Any extra paging requirement would be minimal because it would only be necessary to duplicate the paging record for those mobiles that are “out-of-service” from the RNC viewpoint, and have not firstly responded to the U-RNTI paging.

The only unresolved issue is that the Iu-ps connection to the SGSN might remain (however this is already the case when the mobile has uni-laterally entered RR-idle in the DRNC) and it is not clear how it is released.
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Figure 1: Duplicate paging: loss of initial paging for MT CS call with UTRAN in RRC-connected state but UE in RR-idle state

2.2.2 Incoming MT PS data with UE context maintained in URA/CELL_PCH

The SGSN already has an Iu-PS connection  towards the SRNC, as the UTRAN thinks the UE is RRC connected. Therefore, if there is an incoming data packet for the UE, the SGSN will send the packet straight down the Iu. The SRNC will then send a Paging message to the UE, to tell it to go to CELL_FACH state. The ideal scenario would be that after receiving no response, the SRNC would send the Paging message again, this time with the P-TMSI. However, there are the following problems with “idle mode” paging with MT PS data:

1) There is currently no functionality supported over the Iu-PS to inform the SRNC of the P-TMSI.

2) As the SGSN thinks that the UE is still PS connected, it will not send a (RANAP) PAGING message to all other RNCs in the Routing Area. In this network configuration case, some way would be needed to get a P-TMSI PAGING message to the other RNCs in the RA. 
3) If the UE responds to the P-TMSI page, the SGSN will receive a GMM Service Request message with Cause = paging response for a mobile that it has not paged.
4) The SGSN must accept an SCCP connection establishment attempt for a UE which already has an SCCP connection established. (Note that in 24.008 this is already mandated for the case of RA update.)
Solutions to these problems need to be studied further:

Possibilities for each case are: 

1)
Add the P-TMSI down the Iu-PS in the Common ID message.

2)
do not let RAs overlap RNCs, or, update Iur and don’t have more than 2 RNCs per RA.

     Or, after expiry of a timer = T316+317, release the Iu-PS connection

3, 4) small updates to the SGSN behaviour


3 Reasons why Repeated Paging with CN UE-ID is beneficial

3.1 General

It solves the problem with loss of paging due to the UE locally going to idle mode, without impacting UE functionality (thus allowing for a consistent behaviour of mobiles) AND without heavily impacting the SGSN/Iu/RNC load unnecessarily.

3.2  “Denial of Service” Attacks

“Denial of service” is where a malicious entity pushes UEs to idle mode by placing a false BTS in the network or by providing a fake Group Release signal to UEs. The UE will locally go to idle whilst the RRC connection is maintained by the RNC. The duplicate paging with CN UE-ID, would solve this potentially disastrous problem for operators.

4 Proposal

It is proposed that SA2 agree on the principle of the “Repetition of Paging with CN UE-ID” solution and look into the following issues:

1) Work out how to get the P-TMSI identified paging message to the UE when an Iu-PS connection exists.

2) Study whether the behaviour for how to release the old Iu connection when a new one has been established (potentially on a different RNC), needs any further specification.
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