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1. Introduction

Considering that during the WLAN Ad-hoc meeting :

· The APN usage has been agreed 

· The authorisation procedure for APN and tunnel set-up has left for further discussion

· two options for tunnelling have been proposed, i.e. a GPRS-like and a IP VPN-like

this document proposes a procedure and and information flow a for APN authorisation and tunnel set-up. Furthermore the poposed information flow try to accommodate both tunnel options.

The assumptions are:

· APN selection and authorisation follows as much as possible the approach procedures defined for GPRS, i.e. the UE send the APN, the APN is resolved by the Visited 3GPP AAA server which selects the appropriate PDG.

· The 3GPP AAA server communicates to the UE and the 3GPP network functions that a tunnel should be set-up (e.g. the PDG)

· The tunnel types, i.e. the UE-initiated from/to UE and PDG or the GTP+Ue-WAG tunnel can be choosen by the network.

· In roaming case the 3GPP AAA in home and visited network exchange information in order to ensure the user identity, the service authorisation and the enable the appropriate charging procedure.

The procedure below proposed can be restricted to the chosen tunnel type, if an agreement will be found later.

The step proposed for APN authorisation and tunnel setup are shown in figure 1, where:

1. The User is authenticated by the network using EAP-SIM/AKA

2. the UE get an IP address belonging to the space of address valid within the WLAN AN, e.g by means of a local DHCP server. After that the UE has the access to the WLAN network.

3. The User send a W-APN in which is indicated the service or the set of services that he wants to use, i.e. mail.op1.com. In additional the W-APN contains all information needed to list of APN allowed.

4. The 3GPP AAA server receives the W-APN and verifies if the user is enabled to use such service according to his subscription. The 3GPP AAA server resolves the PDG and the corresponding Wi interface. In this phase both Home and Visited 3GPP AAA server can be involved in case of roaming scenario. Furthermore the user may request a service which is provided by Visited network, so in such case the PDG and Wi interface is resolved by the Visited 3GPP AAA server.  However in roaming secnario, independently for the network which will provide the service, the Home and Visited 3GPP AAA server should be coordinated to provide such service.

5. The 3GPP AAA server communicated to the all entities involved, e.g. UE, PDG, WAG, the needed information, e.g. tunnel parameter, PDG IP address ecc.

6. The tunnel is set-up. This phase depends on the tunnel type so the procedure to establish a UE‑initiated or the Option 5 scenario (2 tunnels) will be different.

7. The user request a new service. This phase need further study, since in order to reduce the number of tunnel, if the PDG which will be selected to provide the second request service is the same of the previous APN, may be it is not request to open a second tunnel. IN such case, we should also define the suitable procedure to close the tunnel, in order to avoid that a tunnel is close then the session is close, but a second APN is active and to provide the service it is use the same tunnel. 
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Figure 1: APN authorisation and tunnel set-up

In the following section a procedure for APN authorisation is proposed.

2. Information flows

[Editor’s Note: The diagram flows shown should be refined in order to refine define the information which need to be exchange between any elements in order to enable user identification, charging, policy enforcement, session identification etc, etc. The message name may be changed accordingly the discussion]
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Figure 2: APN authorisation and tunnel establishment for access to services in Home network in Roaming (UE-initiated)

After authentication the user has get a local IP address called WLAN_IP. The Authorisation process with UE-initiated tunnel establishment is defined as follow (refers to figure 2):

1.  The UE requests the access to a service provided via Home network

2. The UE send a W-APN to the 3GPP AAA visited. If authorisation is based on EAP, the AP within the WLAN network transport the EAP packet within RADIUS/DIAMETER configured within the AP itself, since the 3GPP AAA visited represent the default AAA for the WLAN network. If the Authorisation protocol is based on IP, e.g. new Authorisation protocol over UDP, the WAPN_request message can be directly send to the Home 3GPP AAA server just in case that the 3GPP AAA server has a public address which can be resolved by a DNS. The UE can send message directly to its Hone 3GPP server if only if the transport protocol is IP-based. The assumption is to transport authorisation signalling via “controlled port” as done for authentication. The format for APN is for further study
Moreover the WAPN contains the IMSI, NAI in order to identify the user and to verify the access rights contained within the user profile downloaded during authentication process. The WLAN-IP in order to bind the external IP source address in tunnel with user identity, tunnel ID and WAPN.

3. The Visited 3GPP AAA server verifies the W-APN. If the WAPN is direct to a user Home network, the Visited one relay the request to the Home 3GPP AAA server. This control helps to simplify the procedure in case of access to services within visited network and in order to use the GPRS approach.

4. The 3GPP AAA server relay the WAPN_request to the Home 3GPP server. 

5. The Home 3GPP AAA server verifies the user right comparing the WAPN with the list of WAPN allowed for the user. Moreover it resolves the PDG address (e.g. using a DNS). 

6. A Create_tunnel_request is send to the selected PDG with a UE ID (e.g. IMSI, or NAI or different one according to privacy rules), the WLAN_IP in order to know the IP address of the other tunnel end-point, a Tunnel ID (TID), an other information, if needed, e.g. Session ID for charging.

7. The PDG verify if it is able to satisfy the request and it replies accordingly. It is supposed that a positive reply is send. In the reply the PDG send the IP address which should be use a internal address for tunnel and the IP address corresponding to the tunnel end-point located within the PDG itself (PDG_IP)

8. The Home 3GPP AAA server send a WAPN_accept to the Visited 3GPP AAA server to inform it that the User has the right to access to the service offered via the PDG, the Tunnel ID, Session ID, etc. 

9. The Visited 3GPP AAA server send the enforcement policy related to the user to the WAG at which the WLAN AN is interconnected. The 3GPP AAA server send the information related to the tunnel TID, external source and destination IP address, etc in order to bind the tunnel info and user info for charging and enforcement policy purposes.

10. The acknowledge the request. The policy can be downgraded if the WAG is not able to satisfy the requested policy

11. the Visited 3GPP AAA server send a ACK to the Home network, informing that the user may access to the service. The Visited 3GGP AAA server can inform the Home 3GPP server about the restriction policy applied to the User in order to perform correct charging policy

12. WAPN_Accept message is send to the UE with all information needed to establish the appropriate tunnel with the select PDG.

13. The UE contacts the PDG to establish the tunnel. For mutual authentication the UE send its identity, the TID, ecc. A mutual authentication procedure is for Further Study (it may be based on a shared secret, on a CK key obtained after authentication process, ecc)

14. The PDG reply to the request

At the end the UE tunnel is established.
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Figure 3: APN authorisation and tunnel establishment for access to services in Home network in Roaming  (option 5)

The Authorisation process with Option 5 tunnel establishment (UE-WAG and WAG-PDG) is defined as follow (refers to figure 3):

1. as previous 1

2. as previous 2

3. as previous 3

4. as previous 4

5. as previous 5

6. as previous 6

7. as previous 7

8. as previous 8

9. A Create_tunnel_request is send to the selected WAG with a UE ID (e.g. IMSI, or NAI or different one according to privacy rules), the WLAN_IP, the PDG_IP in order to know the IP address of the other tunnel end-point, a Tunnel ID (TID), an other information, if needed, e.g. Session ID for charging.

10. The WAG verify if it is able to satisfy the request and it replies accordingly. It is supposed that a positive reply is send. In the reply the WAG send right information to establish the tunnel from the WAG and the PDG and the tunnel from the UE and the WAG.

11. the Visited 3GPP AAA server send a ACK to the Home network, informing that the user may access to the service. The Visited 3GGP AAA server can inform the Home 3GPP server about the restriction policy applied to the User in order to perform correct charging policy

12. as previous 8

13. as previous 9

14. as previous 11. In that case the Home PDG_IP is substitute by the WAG_IP address

15. as previous 12, but the UE contact the WAG instead of the PDG

16. as previous 13
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Figure 4: APN authorisation and tunnel establishment for access to services in visited network in Roaming  (UE-initiated tunnel)

The Authorisation process with Option 5 tunnel establishment (UE-WAG and WAG-PDG) is defined as follow (refers to figure 3):

1. as previous 1

2. as previous 2

3. as previous 3

4. The Visited 3GPP AAA server verify if the user is allowed to access to the services provided by Visited 3GPP network checking if the VPAA flag is enable. In case the is not enabled the 3GPP server do not accept the user requests.

5. If the user is enabled to visited network service, the Visited 3GPP AAA server select the V-PDG.  

6. A Create_tunnel_request is send to the selected PDG with a UE ID (e.g. IMSI, or NAI or different one according to privacy rules), the WLAN_IP in order to know the IP address of the other tunnel end-point, a Tunnel ID (TID), an other information, if needed, e.g. Session ID for charging. (as step 6 in first diagram flow)

7. The PDG verify if it is able to satisfy the request and it replies accordingly. It is supposed that a positive reply is send. In the reply the PDG send the IP address which should be use a internal address for tunnel and the IP address corresponding to the tunnel end-point located within the PDG itself (PDG_IP)

8. a WAPN_Info_Request is send to the Home 3GPP Server to request the confirm that the user has request the access to service offered by visited network. The AAA server should send the information needed for charging purposes, user identification, ecc. 

9. The Home 3GPP AAA server verifies the user right. 

10. If the user has the right, the server send a confirm message WAPN_Info_Accept to the Visited 3GPP AAA server. The AAA server should send the information needed for charging purposes, user identification, tunnel establishment, ecc. 

11. as step 8 in first diagram flow

12. as step 9 in first diagram flow

13. as step 10 in first diagram flow, with the IP address related to visited PDG

14. as step 11 in first diagram flow, where the PDG is the Visited PDG

15. as step 12 in first diagram flow, where the PDG is the Visited PDG

3. Proposal

It is propose to add previous text within TS 23.234 informative annex A and to produce a related flow diagram to be added within chapter 7

































































































