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1. Introduction

This contribution clarifies the access authorization concept in 3GPP-WLAN inter-working. The WLAN Access authorization as well as its difference and relationship with WLAN Access authentication are specified.

The WLAN Access Authorization seems ambiguous in the discussion so far, it seems sometimes confused with authentication and sometimes confused with service authorization. It is necessary to clarified and make a clear consensus with this concept and related issues to promote the work forward. 

Service Authorization is quite clear to the group as to verify whether a specific service (or a set of services) is allowed to be access by a user.

WLAN Access Authorization is defined as the operation(s) or action(s) in 3GPP AAA to allow a subscriber to access the 3GPP-WLAN inter-working network, before the service authorization, after the WLAN access authentication.
The authorization rule can be "every authenticated user have the right to access the network" as it is in 802.1x, but this do not means authentication is same concept and operation with authorization. 

Further qualifications for authorization should allowed by TS， if not necessarily to be standardized.

2. Discussion
The concept difference of  Authentication and Authorizaiton

Authentication as an operation in the PLMN means to verify whether a user’s identity is legal,
Authorization as an action/operation in the PLMN means what resource or service is allowed for user to access.

Procedure for both auth can be combined or separated.

Access Authentication and Authorization

In 802.1x, the authentication and authorization for a user to access a port is combined, after the authentication, the port for user will turn to the sate “authorized”. To be clear, this authorization noted as “LAN Access Authorization” here.  Authentication is the only (pre-)condition for the LAN Access Authorization, no other additional conditions for it, so there is no need for a specific authorization procedure, Authentication procedure is actually an “authentication and authorization procedure”.

WLAN Access authorization is to define the process(es) in AAA verifying whether the WLAN Access should allowed to an subscriber, what kind of WLAN access should be allowed to a subscriber, different status of access may  need to be defined. 
Authentication is the pre-condition of access authorization, It also can be view as the first (and may  be the only, as it is in 802.1x) qualification for a access authorization, to verify if the user have right to access services through WLAN. 

However, further qualifications for authorization should allowed, in the 3GPP-WLAN IW network, because it not just provide simple basic bear connection, O&M and operation policy should be allowed to consider.

For example, if the user is out of money or out of a certain limitation of money, maybe he will have no access to be authorized to him, or some limited access allowed,  or only some M&O connection allowed.

If authentication is the only condition for WLAN Access Authorization, then after authentication the user status in network is “authorized”. 

If there are other conditions for authorization are under processing, the user status in network may be “authenticated”, how long this status can stay depends on the operator rules, during this status the network may push some information to user for further action to be authored, e.g. by portal. If these conditions are not fulfilled after authentication,  to AAA, it is clear what is the reason for failure, to UE, it may seems just authentication failed or more information will be sent to UE to show the failure-cause, this can be done by the current authentication procedure.

Further study should define access type: “scenario2 service, scen3 service? or fare free service”? or: “fully authorized, authorized with limitation, free service only”
The access authorization related limitation policy could be sent to VPLMN, WLAN AN to deploy,  it also may be sent to UE to deploy or just for notification.

Procedure for WLAN Access authorization

Combined procedure for for WLAN Access authorization and authentication
No extra EAP signal for this Access authorization will be needed.
It is easy to deploy, AAA can do further action for authorization and the result authorized scope will be send to VPLMN, WLAN AN, and UE.
 

Note:For the mechanism of sending auth information to UE the portal can be used.

Separated procedure for WLAN Access authorization
There have been propels provided feasible way to reuse the EAP for service authorization procedure, whether it is necessary to be used for the WLAN Access authorization is FFS.

3. Proposal

Clarify WLAN Access authorization concept in the TS.

WLAN Access authorization is to define the process(es) in AAA verifying whether the WLAN Access should allowed to an subscriber, what kind of WLAN access should be allowed to a subscriber, different status of access may  need to be defined. 
There may be conditions for WLAN Access authorization scope for the 3GPP AAA server to deal with after the authentication processed in it.

WLAN Access scope should be specified, e.g.scenario2 access, scenario3 access,  free access scope, O&M access.
Procedure for WLAN Access authorization could be combined with the WLAN Access authentication.

































































































�EAP-SUCCESS能否携带author的结果参数给用户？ 如果不能是否可以借助portal业务来进行


�If the result is authenticated but can not give any authorization to access,  to UE it may be EAP FAIL





