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Introduction
Before Scenario 3 options are considered, first scenario 2 addressing needs to be analysed.
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Figure 1: Network Elements for Scenario 3 Interworking

Addressing Domains
A number of distinct addressing domains are supported in scenario 2 interworking
IP Connectivity domain: this domain corresponds to the IP address allocated to the Internet Host which is the WLAN UE. The address will typically be allocated via DHCP. Bilaterally agreed techniques can be used to decide whether:
· The WLAN AN advertises these routes to the public Internet: this corresponds to scenario 2 without the optional BG.

· The VPLMN advertises these routes to the public Internet: this corresponds to scenario 2 with the optional BG.

Static addressing can be supported but this will require additional functionality to exist within the WLAN AN and is not considered further. 
Corporate based service domain: this domain corresponds to the IP address allocated by the corporate network for connectivity to the corporate network and access to corporate based services. This tunnelling client may be NAT aware. The VPN initialisation will include IP address allocation by the corporate domain which will most likely be an IPv4 address. 
Home Based Service Domain: this domain corresponds to the services being provided by the home domain to the WLAN roamer for scenario 2 or interworking. The tunnelling mechanism for scenario 2 is undefined, and so this may or may not be NAT-aware.
The VPN initialisation will include IP address allocation. A VPN technique can be selected which supports both IPv4 and IPv6 addressing, e.g., L2TP/IPSec.

Scenario 2 Addressing
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Figure 2: Scenario 2 Home based services without optional BG
The home operator does not have a direct relationship with the WLAN AN and so cannot make any assumptions about whether addresses in the WLAN AN are NAT’ed or not. The Public Address of the VPN concentrator (or a resolvable name) is hard coded in the WLAN UE client. The WLAN AN advertises the allocated routable prefixes and communication is supported between the WLAN UE and the HPLMN VPN Concentrator.
Since NAT may be implemented by the WLAN AN, the VPN client deployed by the HPLMN should be be compatible with NAT traversal.
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Figure 3: Scenario 2 Home based services with optional BG

The home operator does have a direct relationship with the VPLMN and so may know a priori whether VPLMN allocated public addresses are NAT’ed or not (either by VPLMN or WLAN AN). However, unless the VPLMN can ensure that all interworking WLAN ANs support NAT-free operation, the HPLMN may not be able to deduce whether NAT is being used.

The Public Address of the VPN concentrator (or a resolvable name) is hard coded in the WLAN UE client. The VPLMN advertises the allocated routable prefixes and communication is supported between the WLAN UE and the HPLMN VPN Concentrator.

Since NAT may still be implemented by at least one of the interwroking WLAN AN, the VPN client deployed by the HPLMN should be NAT-aware.
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Figure 4: Scenario 2 Corporate based services

The IP addresses allocated correspond to public IP addresses. The Public Address of the VPN concentrator (or a resolvable name) is hard coded in the WLAN UE client. The VPLMN advertises the allocated prefixes and communication is supported between the WLAN UE and the HPLMN VPN Concentrator.

Proposal
Since WLAN AN functionality is not standardised in scenario 2 and the VPN clients are not standardised either, it is concluded that the TS should recommend that any VPN client being deployed should be NAT-aware. 

**** Start of Proposed Change ****

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

· Minimal impact on the user equipment, i.e. client software.

Note, because the interworking WLAN AN may include Network Address Translation functionality, it is recommend that any remote access solution include techniques which enable NAT traversal.
· Minimal impact on existing WLAN networks.

**** End of Proposed Change ****
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