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Introduction

WiFi Protected Access, WPA, is a specification of standards-based, interoperable security enhancements that strongly increase the level of data protection and access control for existing and future wireless LAN systems. Designed to run on existing hardware as a software upgrade, Wi-Fi Protected Access is derived from and will be forward compatible with the upcoming IEEE 802.11i standard.
WPA capable equipment will be available later this year and is compatible with the current definition of 3GPP-WLAN Interworking.

It is proposed to include reference to WPA in the TS 23.234 as detailed below:
Proposal
/**** first proposed change ****/
4.1 WLAN Networks Interworking with 3GPP
Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking. The 3GPP Authentication, Authorization and Accounting (AAA) server is a Diameter or Radius server. The Packet Data Gateway, introduced in scenario 3, is a node via which packet data networks are connected. Scenario 2 offers direct connection from the WLAN to the Internet/intranet. The WLAN includes WLAN access points and may include other devices such as routers or intermediate AAA elements. The User Equipment (UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.
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Figure 4.1: Simplified WLAN Network Model

· As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the 3GPP system and the WLAN, the internal operation of the WLAN is only considered in order to access the impact of architecture options/requirements on the WLAN.

· 3GPP-WLAN interworking shall be independent of the underlying WLAN Radio Technology.

For IEEE 802.11 Wireless LANs, the authentication and security functionality between UE and WLAN is specified in the IEEE 802.11i standard. WiFi Protected Access (WPA) [1] defines standards-compliant interoperable security enhancements which are derived from the key IEEE 802.11i functionality. WPA will allow interoperable authentication and security functionality to be deployed before IEEE 802.11i specification is completed.

[Editor’s note; IEEE 802.11i is work in progress at the time of writing.]

/**** end of first proposed change ****/

/**** second proposed change ****/

2. References

[1] WiFi Protected Access, http://www.weca.net/opensection/pdf/wi-fi_protected_access_overview.pdf
/**** end of second proposed change ****/
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