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1. Introduction

The contribution enhances the specification of the GUP Server in TS 23.240, and proposes two new subclauses for Application and GUP Data Repository functional entities. The functionality of the GUP Server is described from the proxy server point of view.

2. Discussion

The main functionalities of the GUP Server are already mentioned in the Figure 4.1 of the GUP Reference Architecture. The GUP Server provides the single point of access to profile data. Additionally the GUP Server takes part in locating of GUP Components, authentication of the requestor and authorisation of the profile data request. This contribution proposes the mentioned main functionalities to be part of the GUP Server functionality, and describes how they are related to the functionality of the GUP Server. The GUP Server functionality is described assuming the proxy server mode of operation.

The description chapters of two functional entities: Applications and GUP Data Repository are currently missing from the TS 23.240. They are added to clause 4.

The GUP reference architecture picture in Figure 4.1 is updated. The GAP, CLB and PAAC being internal functionality to GUP Server are removed from the figure and abbreviations (subclause 3.3). The corresponding descriptions are added to the functional description of the GUP Server.

3. Proposal

We propose to include the changes on the following pages to TS 23.240.

3.3
Abbreviations

For the purposes of the present document the following abbreviations apply:



GUP
3GPP Generic User Profile


RAF
Repository Access Function

4.2 GUP Functional Entities

The GUP reference architecture as shown in Figure 4.1 consists of:

- GUP Server;

- Repository Access Function (RAF);

- GUP Data Repositories;

- Rg and Rp reference points;

- Applications.
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Figure 4.1: GUP Reference architecture

4.2.1 GUP Server

The GUP Server is a  functional entity providing a single point of access to the Generic User Profile data of a particular subscriber. The Reference Architecture does not specify or limit the physical location of the GUP Server enabling flexibility in the implementations.

The GUP Server includes the following main functionalities:

· Single point of access for reading and managing generic user profile data of a particular subscriber.

· Location of Profile Components

· Authentication of profile requests

· Authorisation of profile requests

· Synchronisation of Profile Components.
Editor's note: Texts about the operation mode of the GUP Server shall be added here. Whether the GUP Server is implemented as a Proxy and/or Redirect Server must be defined later, see the two figures below.
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Figure 1. GUP Server acting as a Proxy Server.
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Figure 2. GUP Server acting as a Redirect Server.

Editor's note: How the functionality is performed to be added later.


Editor’s note: the Proxy Server mode of operation is assumed in the texts below. When the decision of the Proxy vs. Redirect mode of operation is selected the texts might need to be updated accordingly.
4.2.1.1 Single Point of Access

The GUP Server shall accept data management related requests from the applications via the Rg reference point, and convey the corresponding GUP Component specific requests to GUP Data Repositories via Rp reference point. Note that one data request from an application can cause sending of several GUP Data Repository requests by the GUP Server. Also mapping to proprietary interfaces instead of Rp is possible in implementations.
The GUP Server shall receive the results of the requests from GUP Data Repositories and deliver the results back to the requestor (application). In case of responses from several GUP Data Repositories the GUP Server shall combine separate XML documents received from the repositories and deliver the composed information to the requestor.
4.2.1.2 Location of Profile Components

The GUP Server stores information about the GUP Components and the locations of data repositories of GUP Components related to each subscriber. Thus e.g. the separate GUP Components composing the whole User Profile of a certain subscriber can be located and identified. It is beyond this specification how the GUP server gets the component locations in the cases when it is not involved in the creation of those components.
4.2.1.3 Authentication of Profile Request

The GUP Server shall make sure that the application requesting user profile data is properly authenticated. The authentication is based on the identification of the requesting application and/or the identification of the possible subscriber requesting the user profile data. The GUP Server may rely on the authentication made by other trusted entities.
4.2.1.4 Authorisation of Profile Request

The GUP Server shall take care of the authorisation of the access to the user profile data. The authorisation itself may be handled by a separate entity in the network, or alternatively by the RAF or GUP Data Repository. The authorisation shall be based on the requestor information, the requested data, the target subscriber and the performed operation, or some of them. The authorisation rules of the requested data shall be defined at least in the GUP Component level in GUP Server. (Note that the authorisation may be based on also on finer granularity of the data content.)
4.2.1.5 Synchronisation of Profile Components

The GUP Server shall convey the data synchronisation requests from the applications to the RAFs in the same way as the other profile requests. Also the related change notifications from the RAFs are passed on to the requesting application. This requires that some kind of book keeping about the synchronisation requests is implemented.
The GUP Server may store a copy of the actual data from the GUP Data Repository, but it is up to the local policy of the GUP Server.
4.2.1.6 Additional Functionality

The GUP Server may take part in the charging of the data management operations concerning the profile.

The GUP Server may take part in the rate and/or size limiting of the data operations towards the profile.
4.2.2
Repository Access Function (RAF)

The Repository Access Function (RAF) realizes the Harmonised Access interface. It hides the implementation details of the data repositories from the GUP infrastructure. The RAF performs protocol and data transformation where needed.

The protocol between the RAF and the GUP data repository is out of the standardisation scope. It is recommended that the protocol used should support GUP requirements.
4.2.3
GUP Data Repository

Each GUP Data Repository stores the master copy of one or several profile components. The RAF provides for the standardised access to the GUP Data Repository. The storage formats or the interface between the RAF and GUP Data Repository are not specified by GUP. It is presumed that the RAF and the GUP Data Repository are usually co-located in the same network element.
4.2.4
Reference Points

Reference Points in the GUP Reference Architecture:

1. Reference Point Rg
This reference point shall allow applications to create, read, modify and delete any user profile data using the harmonized access interface. The GUP Server locates the data repositories responsible of the storage of the requested profile component(s) and carries out the requested operation on the data.
Editor’s note: The reference point Rg carries user related data, and therefore should be protected by security mechanisms.

2. Reference Point Rp
This reference point shall allow the GUP Server or applications, excluding third party applications, to create, read, modify and delete user profile data using the harmonized access interface. Third party applications and third party GUP data repositories shall be connected to the GUP Server only using the Rg reference point.

Editor’s note: The reference point Rp carries user related data, and therefore should be protected by security mechanisms.
4.2.5
Applications

The applications that may apply GUP reference points Rg and Rp may be targeted for different purposes e.g. for value added services or subscription management. Both operator’s own applications and third party applications are covered. The latter ones shall apply Rg reference point. Applications have different authorisation rights to the GUP data of different subscribers as agreed between the parties.
4.2.6
Message Flow of using GUP

For an application requesting GUP data component(s) a message flow is described in the following:

· The application requests a GUP component(s) via Single Point of Access (Rg) from the GUP server 

· The GUP server authenticates the application. Note that also separate authentication services may be applied.

· The GUP Server identifies the level of authorization the Application is allowed to access the GUP data.

· The GUP Server identifies the location of the GUP component(s). 

At this point the GUP Server may (see figure 4.3 below)

· Access the GUP component(s) by means of the Harmonised Access Interface (Rp) or by other means outside the scope of GUP. 

· Respond to the application with the result of the request, optionally combining results from different GUP data repositories.

Or, depending on GUP data repositories choice (see figure 4.4 below)

· Respond to the application with reference(s) to the component(s) and additionally authorisation credentials with limited lifetime. Note that authorisation credentials from other sources are not excluded.

· The application uses the reference(s) and the authorisation credentials to access GUP data repositories by means of the Rp reference point.

Privacy rules may stay together with the data it applies to at the data repository where the data is stored. In this case this privacy rules shall apply. Optionally, the GUP Server may apply additional privacy rules. However the GUP Server must never “bypass” existing privacy rules.

The following figures show the message flows for both cases as described.
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