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1. Introduction

The procedures of the Rp interface of the Generic User Profile (GUP) were introduced in the SA2#29. This contribution proposes a number of parameter descriptions to these procedures as well as a new procedure for unsubscribing the change notifications. Additionally a number of detailed changes are suggested to the descriptions of the procedures.

2. Discussion

2.1 Changes to procedure descriptions

We propose to remove the component identification parameter from several occasions in the procedure descriptions. We have concluded that the component identification is not needed because the subscriber identification together with the component type provide sufficient means for addressing the component and because simplicity calls for only one kind of addressing. It is to be noted that the component type does not merely define the data typing but indicates also the contents of the data. Service1 and service2 could have similar profile data structures but it needs still to be shown which is in question e.g. in read operations. This is possible with component type parameter.

The procedure descriptions of Modify data and Read data are changed in a way that allows several separate pieces of data inside one component to be modified or read by one procedure invocation.

A Filter data parameter has been defined for Subscribe To Data procedure to facilitate optimisation in sending the notifications e.g. only at certains time intervals or at certain time if immediate synchronisation is not required.

The possibility to activate notifications by management means outside the scope of GUP is suggested to be removed for simplicity. The notifications are thus always related to a previous Subscribe To Data procedure invocations. Of course other proprietary solutions are not restricted.

2.2 Unsubscribe To Data procedure (new)
We find it appropriate to define a procedure of its own for unsubscribing because the operation is functionally very different from Subscribe To Data. Hence we propose simple Unsubscribe To Data procedure that cancels the existing subscriptions.

2.3 Parameter descriptions

In our view the information flows should be described in the stage 2 of GUP. This has also been a common practise in 3GPP. The parameter descriptions provided in this contribution make the concrete interface functionality visible in the appropriate detail level. This facilitates the assessment of the functionality whether it is sufficient, working and feasible. The more technical details (e.g. for identifications) are left for the stage 3 work and some of them may be dependent on the protocol and other choices e.g. regarding the security mechanisms. XML is the assumed data presentation language but it is not explicitly indicated in these descriptions.

It is shown for each parameter if it is mandatory or optional to provide it. This is viewed from the functional perspective. The parameters which are absolutely required to make up a working procedure invocation are indicated as mandatory ones.

Each procedure that is invoked by the applications may carry a Requestor data parameter which can contain the end user, application or the authorisation assertion as well as an information parameter with unspecified contents. 

We have intentionally left the Define Data procedure for further study at this moment. This procedure can be taken as providing some additional dynamic nature to the profile data definition on-line.
Parameter ‘component type’ refers to data structures and the content of data. It refers to e.g. different services. As an example MMS and the Presence Service can have their own component types.
In subclause 4.3.9.1 ‘Requestor data’ the element ‘subscriber identification’ does not contain redundant data, since it means the identity of the subscriber, who is requesting the other subscriber’s GUP data.
3. Proposal

The following changes are kindly proposed to the subclause 4.3 of the specification TS 23.240.

4.3
Rp reference point procedures

This subclause defines the procedures applied in the Rp reference point. The application or GUP server acts as the active requestor towards the Repository Access Function (RAF) entities e.g. to read or modify the data. It is assumed that the both ends share initially the same data structure definitions. Rp is applied to control the data stored in the different user profile components as per users. To address the data the user identity or the component identification is given accompanied with the lower level data reference when required.
There are the following procedures:

· Create Component

· Delete Component

· Modify Data

· Read Data

· Subscribe To Data

· Unsubscribe To Data

· Notify Data

· Define Data


Editor’s note: How the existing profile components are included in the Generic User Profile is FFS.

4.3.1
Create Component procedure

Create Component procedure is used by the application to add a new profile component in the contacted repository. The attached user identity and the created component type are specified along with the created data. The component type identifies what data are concerned i.e. not just the data typing. It is presumed that the profile data structure is already known by the both parties. No new type of data can be defined by this procedure, only the data contents are provided. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications). 
This procedure is synchronous in nature but it is also possible to define a separate response message.
Table 4.1: Request data of Create Component procedure
	Parameter
	Description
	Use

	Subscriber Identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component type
	Specifies the type of the created component. This is needed because several types may be supported by one RAF. The Component type identifies the applied component data definitions.
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authorisation process. E.g. end user and application identification. See subclause 4.3.9.
	Optional

	Component data
	Specifies the profile component data according to the specified Component type.
	Mandatory


Table 4.2: Response data of Create Component procedure
	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.2
Delete Component procedure

Delete Component procedure is used by the application to remove a profile component from the contacted repository. The attached user identity and the component type is specified. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message.
Table 4.3: Request data of Delete Component procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component type
	Specifies the type of the component. 
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authorisation process. E.g. end user and application identification. See subclause 4.3.9.
	Optional


Table 4.4: Response data of Delete Component procedure

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.3
Modify Data procedure

Modify Data procedure is used by the application to change the data in a profile component. The component is identified by the user identity and the component type. The modification may concern the whole component or any lower level piece of data referenced in the procedure invocation. The contents for the entire referenced data shall be provided. Several individual changes to the component can be made with one procedure invocation. It is also possible to add more similar type of data elements to an existing array type of element. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message.
Table 4.5: Request data of Modify Data procedure
	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component type
	Specifies the type of the component. 
	Mandatory

	Modified data
	Specifies which data are addressed and how those are changed. There may be several modified data items corresponding to several individual modifications. See the table below for the contents of one modification. 
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authorisation process. E.g. end user and application identification. See subclause 4.3.9.
	Optional


Table 4.6: Contents of Modified data parameter 
	Parameter
	Description
	Use

	Data reference
	Specifies which data are modified or expanded. The reference may indicate the whole component or any deeper level piece of data. The reference must be unique in a way that it refers only to one data item.
	Mandatory

	New data
	Specifies the data to be stored in the profile component. It is expected that all the data elements in the referenced data structure are given.
	Mandatory

	Overwrite indication
	Specifies if the data are added to the existing data or replaces those. Default action is “insert”.
	Optional 


Table 4.7: Response data of Modify Data procedure
	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.4
Read Data procedure

Read Data procedure is used by the application to retrieve the data in a profile component. The component is identified by the user identity and the component type. The data retrieval may concern the whole component or any parts of it as referenced in the invocation. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message. 

Table 4.8: Request data of Read Data procedure
	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory 

	Component type
	Specifies the type of the component. 
	Mandatory

	Data references
	Specifies which data are read. The data reference may point to a piece of data on any level in the data structure (also to the whole component). Multiple references may be given.
	Mandatory

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authorisation process. E.g. end user and application identification. See subclause 4.3.9.
	Optional


Table 4.9: Response data of Read Data procedure
	Parameter
	Description
	Use

	Data
	Contains the retrieved data as indicated by the Data references. All the data under the referenced one are returned. Multiple packets of data are given if so requested. 
	Mandatory

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.5
Subscribe To Data procedure

Subscribe To Data procedure is used by the application to request notifications about changes in the profile component data. The component is identified by the user identity and the component type. Furthermore the application can identify which elements are to be monitored for changes if it is not interested in all changes. Data synchronisation can be performed by Subscribe To Data and Notify Data procedures. The RAF returns the identification of the subscription request to provide means for the application to link the notifications of Notify Data procedure to the related subscribe requests.

A filtering data parameter is defined to facilitate performance optimisation. This may be left partly vendor/operator specific. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).
Table 4.10: Request data of Subscribe To Data procedure

	Parameter
	Description
	Use

	Subscriber identity
	Specifies the user identity with its type (e.g. SIP URI public ID). 
	Mandatory

	Component type
	Specifies the type of the component. 
	Mandatory 

	Data references
	Specifies which data are monitored for changes. Multiple references may be given. Any change within the referenced data structure causes a notification to be sent. If the parameter is absent, all modifications are notified.
	Optional

	Requestor data
	Specifies the data related to the requestor. These data may be used as input in the authorisation process. E.g. end user and application identification. See subclause 4.3.9.
	Optional

	Filter data
	Specifies additional conditions for sending notifications to optimise the performance e.g. when immediate synchronisation is not required. The parameter specifies also whether the initial data values are requested to be reported.
	Optional


Table 4.11: Response data of Subscribe To Data procedure 
	Parameter
	Description
	Use

	Invoke identification
	Contains the invoke identification assigned by the RAF for this request.
	Mandatory

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.6
Unsubscribe To Data procedure

Unsubscribe To Data procedure is used by the application to cancel one or several existing subscriptions.
Table 4.12: Request data of Unsubscribe To Data procedure

	Parameter
	Description
	Use

	Invoke identifications
	Specifies one or several  invoke identifications assigned by the RAF for the subscriptions.
	Mandatory


Table 4.13: Response data of Unsubscribe To Data procedure 

	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (like the response itself)


4.3.7
Notify Data procedure

Notify Data procedure is invoked by the RAF when the data which was identified in Subscribe To Data procedure changes or when the invoked Subscribe To Data procedure requested sending of all the initial values of the referenced data. The procedure identifies the changed data and provides the new values.
Table 4.14: Request data of Notify Data procedure

	Parameter
	Description
	Use

	Invoke identification
	Specifies the invoke identification assigned by the RAF for this subscription.
	Mandatory

	Notified data
	Specifies which data are reported together with the data itself. Multiple pieces of data may be provided.
	Mandatory


Table 4.15: Response data of Notify Data procedure (optional)
	Parameter
	Description
	Use

	Status
	Indicates whether the procedure was carried out succesfully or whether some failure was detected. The possible errors are described in sufficient detail. 
	Mandatory (however the whole response is optional)


4.3.8
Define Data procedure

Define Data procedure is used by the application to define new data elements to the profile component data structure. The names and types for the new data are specified. This procedure facilitates extension of the profile data with new, proprietary data. Subsequently these data can be handled by the above described procedures e.g. modifed by the Modify Data procedure.

4.3.9
Common information definitions

The information elements that are applied in several procedures are described in this subclause. 
4.3.9.1
Requestor data
The Requestor data contain the information that the sender of the request provides in order to facilitate the authorisation functions. The access control and user privacy functions work based on these data. Also an unspecified Additional info parameter is defined to carry data e.g. for monitoring  or accounting purposes. All the elements are optional. However at least one shall be present if the parameter is applied.
Table 4.16: Requestor data

	Element
	Description
	Use

	Subscriber identification
	Specifies the end user being served.
	Optional

	Application identification
	Specifies the application being served. The RAF has to link the Application identification to the actual sender of the request by the appropriate means taking into account the applied security measures and domains.
	Optional

	Authorisation assertion
	Contains the assertion for authorisation. The nature of the assertion must be for one time use to prevent replay and cut-and-paste attacks. E.g. digest or signature mechanisms may be applied. The provisioning of the assertions or any related shared secrets is beyond Rp reference point specifications.
	Optional

	Additional info
	Additional unspecified information related to the requestor or request.
	Optional


4.3.10
Error handling and common error types

The basic principle in error handling is that all errors in carrying out the procedures lead to complete abortion of the requested operation. The procedure error responses identify the error type together with more detailed information about the cause of the error. 

The common error types which can be applied to all procedures contain:

Table 4.17: Common error types

	Error
	Description

	Invalid operation
	The operation is invalid or unsupported.

	Invalid parameter
	The given parameter of the operation is invalid.

	Unauthorised operation
	There was no authority for the requested operation.

	Data unavailable
	The requested data were not available.

	Unexpected error
	An unexpected error condition was met.





















































