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Introduction

The proposed procedures below are based on the principle as the following:

· For scenario 3, the tunneling shall be access network independent, which means that the tunneling shall be independent with the WLAN technologies. 

· Multiple tunnels to different packet data network at the same time shall be supported. This means that UE initiated tunnel shall be used. 

· It shall be the visiting network’s decision that whether the UE-transparent tunnel is required or not. And such decision shall be passed to the home network. The policies to make such decision are outside the scope of this TS.

· The UE transparent tunnel shall be optional (some operators may not want to use it) and the UE’s behavior shall be persistent regardless the existence of the UE-transparent tunnel or not.

· Authorization information e.g. APN shall be protected end to end between WLAN UE and 3GPP AAA server. The PDG shall be selected based on the APN and user subscription info.

· It shall be up to the home network’s decision on where the service shall be provided, in home or in visiting network.

· Only if the home network decides the service is provided by the visiting network, the APN and related user profile shall be transmitted to the visiting network.

Procedures to support the principles:
UE is roaming; and UE wants to access its home subscribed services; and the visiting network requires the UE-Transparent tunnel.
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1. WLAN UE requests for service access. Service information e.g. APN is protected using the key derived from authentication
2. WLAN creates AAA-Authorization Request message and sends it to 3GPP AAA proxy
3. 3GPP AAA proxy decides to terminate the tunnel in its network then it forwards the AAA-Authorization Request message containing the flag BG Required = True to the 3GPP AAA Server
4. The 3GPP AAA server decrypts the service information and authorizes the service based on the APN.
5,6
3GPP AAA Server selects the H-PDG based on the APN and obtains tunnel parameters from the H-PDG
7-11
The 3GPP AAA server also obtains the tunnel parameters of the BG from the 3GPP AAA proxy via Wr interface. 
12-14
The tunnel attributes for UE-initiated tunnel are transmitted back to the WLAN UE. These attributes are UE’s home address which is allocated by the H-PDG, BG’s IP address and tunnel type.
15.
UE decrypts the tunnel attributes.

16.
UE initiates the tunnel towards the BG
17.
BG setup the tunnel towards the H-PDG. This tunnel may be setup already after flow 11.
UE is roaming; and UE wants to access its home subscribed services; and the visiting network doesn’t require the UE-Transparent tunnel
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1. WLAN UE requests for service access. Service information e.g. APN is protected using the key derived from authentication

2. WLAN creates AAA-Authorization Request message and sends it to 3GPP AAA proxy

3. 3GPP AAA proxy decides NOT to terminate the tunnel in its network then it forwards the AAA-Authorization Request message containing the flag BG Required = False to the 3GPP AAA Server

4. The 3GPP AAA server decrypts the service information and authorizes the service based on the APN.

5,6
3GPP AAA Server selects the H-PDG based on the APN and obtains tunnel parameters from the H-PDG

7-9
The tunnel attributes (e.g. H-PDG IP address) for UE-initiated tunnel are transmitted back to the WLAN UE

10.
UE decrypts the tunnel attributes.

11.
UE initiates the tunnel towards the H-PDG

UE is roaming; and UE wants to access visited network provided services; 
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1. WLAN UE requests for service access. Service information e.g. APN is protected using the key derived from authentication
2. WLAN creates AAA-Authorization Request message and sends it to 3GPP AAA proxy
3. 3GPP AAA proxy decides NOT to terminate the tunnel in its network then it forwards the AAA-Authorization Request message containing the flag BG Required = False to the 3GPP AAA Server
4. The 3GPP AAA server decrypts the service information and determines that for this APN service shall be provided by visiting network.
5. 3GPP AAA Server sends AAA-Tunnel info Request containing the APN and User Service Profile against that APN to the 3GPP AAA proxy. Note, the APN and service profile will be carried by AVPs which are visible by the AAA proxy
6. Receiving the AAA-Tunnel info Request containing the APN and the user service profile, 3GPP AAA proxy knows that service for this APN shall be provided by the visiting network.

7-9
 The 3GPP AAA proxy selects the V-PDG based on the APN and other tunneling parameters including UE’s Home IP address (note: the IP address is allocated by the V-PDG) and returns these information back to 3GPP AAA server via Wr interface 
10-12 he 3GPP AAA server decrypts the tunnel attributes obtained from the 3GPP AAA proxy and returns these information to the UE end to end..

13.

UE decrypts the tunneling parameters

14. UE initiates the tunnel towards the V-PDG
Proposal:

It is proposed to discuss the principle against the procedures above. And agreed text is included in the proper place in 23.234. And include the procedures into the Annex. 
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