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1. Introduction

Selection of a Public WLAN is one of the remaining open issues within 3GPP WLAN interworking definition. The issues to be solved for 3GPP are more complex than other scenarios since there is the concept of a WLAN Access Network, a Visited network which has a bi-lateral arrangement with the WLAN Access Network and the Home Network which has a roaming agreement with the visited network.
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Figure 1: 3GPP Defined WLAN Architecture

3GPP Network selection covers selection of the WLAN AN and the Visited Network.

2. Selection Criteria

Because of the additional level of interworking, the criteria for network selection is more complex than GSM. Early deployments of GPRS have highlighted the deficiency of network selection. Currently defined network selection does not take into account network capabilities. A network with no GPRS service is judged to be equivalent to a network with GPRS service and a roaming agreement with the home network. 

Given the functionalities of Public WLAN networks, it would be useful if additional criteria could be used. These criteria include:

· The MCC/MNC of the interworking network: This allows the smart client to perform network selection along the same lines as GSM.

· The URL of a web page for branding and help information to assist subscribers of roaming partners.

· The type of connectivity between the WLAN AN and the Visited Network. Since the roaming agreement between HPLMN and VPLMN is assumed to be already QoS aware for scenario 3, e.g., using the GPRS Roaming Exchange, the consistent marking and queuing between the WLAN AN and VPLMN will allow for end-to-end QoS from WLAN AN to HPLMN to be realised.

· The type of 802.11 options supported in terms of QoS/Cos, e.g., EDCF down-link according to 802.11e.

· The ability to support the advanced interworking scenarios as being defined by 3GPP, in particular the ability of the VPLMN to support “WLAN-UE initiated tunnelling”.

· The ability to indicate that a user will be charged on a per event basis following successful authentication.

· Specific charging details.

· The typical bandwidth available to a user, accessing the Public Internet or a VPLMN via a possibly QoS aware link.

3. SSID Selection

In some cases, it may be possible to use the SSID to select the VPLMN. However, according to IEEE 802.11, only a single SSID can be broadcast. Multiple SSIDs can be supported but only provided in response to an active probe from an 802.11 client. However, the power consumption requirements for continually probing for private SSIDs is burdensome and is not the preferred option.

Furthermore, as soon as the optional criteria become interesting as an input parameter for WLAN network selection and internetwork selection, then the active probe cannot be used, since the SSID will include optional information and will not be known exactly by the WLAN client. 

There are other problems with using SSIDs for VPLMN selection.  For example, 802.11 access points on the market today are limited in the number of SSIDs they can support.  Unless multiple VPLMNs can be supported by the same SSID, the hotspot operator will be severely limited in the number of VPLMN roaming partners that it can have.  
A more scalable solution is to use a common SSID and the NAI provided by the user during authentication to route AAA signalling to the appropriate VPLMN. Rules within the WLAN AN can be used to direct packets corresponding to those users of a specific VPLMN into a specific VLAN, e.g., by the AAA proxy in the WLAN AN inserting VLAN tunnel attributes into the Access Accept., see Figure 2.

[image: image2]
Figure 2: Using SSIDs to segment traffic (upper) or using AAA signalling and a common SSID to segment traffic (lower)
4. Operational Scenarios

Public WLAN network selection is applicable to both open authentication and EAP authentication. However, if 802.1X with EAP is used for authentication, the access point is limited to broadcasting a single SSID.

In particular, for a mixed open/.1X deployment model, the single broadcast SSID will most likely correspond to the open service with EAP limited to private SSIDs (in order to support 802.11i).  If this approach is used, there is need for a different method for SSID discovery than listening to 802.11 broadcast beacons. 

Whether a pure .1X authentication model will ever be deployed by a PWLAN operator is open to discussion. Since open authentication is required for legacy Universal Access Mechanism and for free access, it is considered that open authentication will be supported for the foreseeable future. 

To support discovery of meta-level data about a WLAN, it is proposed to encode this data as XML and deliver it to a smart client via EAP or HTTP-based file download. XML has already been defined in the WISPr best current practice for roaming in order to enable smart clients to automatically populate fields for user credentials, e.g., see 

http://www.wi-fi.org/OpenSection/downloads/WISPr_V1.0.pdf. 

In this way, a smart client would first associate using the broadcast SSID, recover information stored in the “landing page” of the WLAN Access Network and then optionally trigger authentication using a private SSID.

4.1 Example XML Definition 

The following example will be available to the WLAN smart client by including the tags within the “landing page” of the WLAN Access Network. 

<?xml version “1.0” encoding=”UTF-8”?>

<PWLANData xmlns="urn:3gpp.org/PWLANData/Version1">
  <LocalWLANInfo>
    <PWLANIdentity>

      British Airports Authority, Heathrow

    </PWLANIdentity>

    <802.11eSupport>

      <EDCFDownLinkSupported>0</EDCFDownlinkSupported>

    <\802.11eSupport>

    <Internet802.11WANlinkuserrate>50</Internet802.11WANlinkuserrate>

    <RadioTechnology>

      <IEEE802.11b>0</IEEE802.11b>

      <IEEE802.11a>1</IEEE802.11a>

    </RadioTechnology>

  </LocalWLANInfo>

  <InterworkingInfo>
    <Partner>>

      <IWIdentity>MMo2 PWLAN</IWIdentity>

      <OperatorURL>       http://www.mmo2.com/wlanroaming/partners/roaminguserinfo?BAAHeathrow    

      </OperatorURL>
      <IWNetworkSelectionFormat>100</IWNetworkSelectionFormat> 

<!--100 corresponds to E212 number, 000 corresponds to free text -->

      <IWNetworkSelectionName>234010</IWNetworkSelectionName>

<!--MCC=mobile country code, MNC=mobile network code -->

<!-- the E212 prefix is used for automatic selection -->

<!-- according to rules, e.g., defined by 3GPP -->

      <IWNetworkPrivateSSID>

        MMo2-UK-PWLAN

      </IWNetworkPrivateSSID>

      <IWPWLANConnectivity>100</IWPWLANConnectivity>

<!--000 corresponds to no bi-lateral agreements -->

<!--100 corresponds to site-to-site without SLA -->

<!--200 correpsonds to site-to-site with real-time SLA -->

      <802.11WANlinkuserrate>50</802.11WANlinkuserrate>

<!-- typical 802.11/WAN data rate available per user in kbit/s -->

      <IWNetworkTunnel>000</IWNetworkTunnel>

<!--000 corresponds to no network based tunnelling -->

<!--100 corresponds to nwk based tunneling, -->

<!--e.g., 3GPP UE-transparent tunneling -->

      <IWNetworkEventBasedCharge>1</IWNetworkEventBasedCharge>

<!-—0 corresponds to yes, a user will be charged on a per -->

<!--event basis following successful authentication, -->

<!--1 to no, e.g., usage based billing applies -->

    </Partner>

    <Partner>

      <IWIdentity>Tmobile-PWLAN</IWIdentity>

      <OperatorURL>

http://www.tmobile.com/hotspot/partners/roaminguserinfo?BAAHeathrow    

      </OperatorURL>
      <IWNetworkSelectionFormat>100</IWNetworkSelectionFormat>                 

      <IWNetworkSelectionName>234030</IWNetworkSelectionName>

      <IWNetworkPrivateSSID>

        BAA-1X
      </IWNetworkPrivateSSID>

      <IWPWLANConnectivity>200</IWPWLANConnectivity>                           

      <802.11WANlinkuserrate>100</802.11WANlinkuserrate>

      <IWNetworkTunnel>100</IWNetworkTunnel>

      <IWNetworkEventBasedCharge>1</IWNetworkEventBasedCharge>

    </Parter>

    <Partner>

      <IWIdentity>BT Openzone</IWIdentity>

<OperatorURL>http://www.bt.com/WLAN/1X/Heathrow.asp</OperatorURL>
      <IWNetworkSelectionFormat></IWNetworkSelectionFormat>

      <IWNetworkSelectionName></IWNetworkSelectionName>

      <IWNetworkPrivateSSID>

        BAA-1X

      </IWNetworkPrivateSSID>

      <IWPWLANConnectivity>000</IWPWLANConnectivity>

      <802.11WANlinkuserrate></802.11WANlinkuserrate>

      <IWNetworkTunnel>000</IWNetworkTunnel>

      <IWNetworkEventBasedCharge>0</IWNetworkEventBasedCharge>

    </Partner>

  </InterworkingInfo>

</PWLANData>


Using the above XML tags in a HTML document, the (3GPP) smart client can see that British Airports Authority WLAN infrastructure supports a pure 802.11b WLAN Infrastructure. Typical bandwidths for accessing the Public Internet are 50 kbit/s. BAA WLAN supports QoS aware WLAN links and supports shared infrastructure using 2 private SSIDs, 

· “MMo2-UK-PWLAN”; 

·  “BAA-1X”. 

The BAA-1X SSID is shared between BT OpenZone and Tmobile, with BAA segmenting traffic into VLANs using intelligence in their proxy-AAA server.

BT OpenZone subscribers can see that BAA has a direct interworking arrangement with their service provider. EAP is also available for these users and they should use the BAA-1X (shared) private SSID for EAP access. The BAA-1X SSID will allow them simple connectivity to the Internet. BT OpenZone subscribers also see that they will be billed on a per-event base as soon as they authenticate to the WLAN hotspot. A roaming user may be unsure of the particular charges that will be applied, since this information is not apparent from the SSID.  This might inhibit them from deciding to use the network.

However, if the UE includes a smart client that is capable of obtaining the XML file, the client can either directly extract charging data for the user or can choose to display the provider’s web page based on the <OperatorURL> data.  By interacting with this web page, the user should be able to learn enough to determine whether or not to proceed with full authentication.  Until full authentication is completed, the user is not granted full Internet access.  Rather, the user is limited to accessing only the AAA web servers of the WLAN and its roaming partners.  

Users from an O2 affiliate will see that BAA has a direct interworking arrangement with O2-UK. They see that O2 UK has arranged for a specific SSID to be available for their subscribers. This SSID offers a site-to-site connection between the BAA network and the O2-UK network. PWLAN roaming has been rolled out across O2 affiliates and so the user knows that there is end-to-end AAA connectivity between O2-UK and the user’s home O2 affiliate. The user selects the SSID, and understands that he will not be billed on a per event base after authentication. The user gets authenticated and when the user opens a browser, they see a welcome screen from mmO2 UK. The users O2 smart client provided by O2 automatically initializes and connects to their configured VPNC, either a corporate remote access service, or a managed service offered by their O2 home operator.

Users from a T-mobile German affiliate  will see that BAA has a direct interworking arrangement with T-mobile-UK. They see that T-mobile UK has arranged to use a shared SSID. This SSID offers a site-to-site SLA between the BAA network and the T-Mobile UK network. PWLAN has been rolled out across the T-mobile affiliates and so the user knows that there is end-to-end AAA connectivity between T-mobile UK and T-mobile Germany. In addition, the user notes that T-Mobile will not bill the user on a per event base when the user authenticates to the network. The user also sees that T-Mobile is advertising a network based tunnel service. 

The user selects the SSID, and during authentication, the T-mobile-UK network sets up a per-user tunnel between T-mobile-UK and T-mobile Germany. When the user opens a browser, they see a welcome screen from their home network. Because of the advertised capabilities (SLA between BAA and T-mobile-UK and also BAA supporting EDCF), the user knows that an end-to-end QoS bearer has been established. The user notes that all their usual preferences and value added services are available. T-mobile Germany is able to offer services directly to the user. The user can check on-line bills, top up his credit etc. 

5. Summary

3GPP PWLAN Network selection is more complex than vanilla PWLAN selection. This document has described the information which can be useful to base a decision on. SSID only contains a limited opportunity to broadcast information. Private SSID probing consumes significant battery power. Hence, it is proposed to define an XML schema by which a smart WLAN client can recover all the necessary information from the WLAN Access Network. After having recovered this information, a smart client can decide whether to select and authenticate to the network. Information on whether to authenticate to a particular network or not include:

· MCC/MNC of the interworking network and whether this is in the user’s preferred list

· The URL of a web page for branding and help information to assist subscribers of roaming partners.

· Connectivity between the WLAN and the internetworking network, including whether end-to-end network QoS is supported.

· Ability of the WLAN Access Network to support Quality of Service

· Ability of the internetworkng network to support different 3GPP-WLAN interworking scenarios

· Whether the user will be charged immediately following authentication, or whether the WLAN access charges is based on usage (e.g., time or volume)

· Detailed charging rates and terms.

· The typical end-to-end bandwidth available to a user.

The above details information encoded in meta data for network selection. Meta data may be re-used for other purposes.

The above techniques meet the requirements of 3GPP network selection. The procedures build on existing procedures already defined for smart clients by WISPr, allow infrastructure sharing without introducing any dependency on IETF or IEEE protocols 

It is proposed that the above techniques be used for 3GPP-WLAN Network Selection and that the appropriate changes be made to the TS 23.234.

6. Proposal

5.8.1 Case of IEEE 802.11 WLANs

In the case of IEEE 802.11 WLANs, the WLAN network name is provided in WLAN beacon signal in so called SSID (Service Set ID) information element. There is also the possibility for a UE to actively solicit support for specific SSIDs  by sending a probe request message and receive a reply if the access point does support the solicited SSID. [IEEE 802.11-01/659r0]. In order to assist those WLAN UEs which must probe for non-broadcast SSIDs (e.g., when WLAN infrastructure is shared between multiple VPLMNs or when open authentication is supported on the same infrastructure as EAP authenticsation), the WLAN UE client can recover additional information regarding the interworking PLMNs which are supported by the WLAN AN by associating to the broadcast SSID and retrieving XML data provided by the WLAN AN.  This data may be retrieved via EAP message exchange and/or via secure download using HTTPS.  
Once confirmed the availability of one of the preferred interworking PLMN, the WLAN UE performs association with the particular access point using the selected SSID.   Routing of AAA traffic can be based on the user’s NAI, thus enabling multiple VPLMNs to share the same SSID.
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