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1. Introduction

During the last meeting of 3GPP SA2#30 Motorola discussion paper on “Network Selection for WLAN Interworking” S2-030700 [1] was well received and considered a better technical solution than the presently specified solution in TS 23.234 [2]. 

Proposing a new EAP method, Motorola solution is not likely be standardized in the Release 6 timeframe, as it introduces a dependency to IETF.  Nevertheless it is likely to be the best option, to solve the information transfer problem allowing the  WLAN-UE to perform pre-authentication network selection over WLAN in the long term.

The present contribution describes the network selection process before authentication based on a new EAP method providing to the WLAN-UE  all the needed information to perform network selection. The proposed solution should be taken into account as a long-term solution option.

2. Problem 

The 3GPP standard requires that shared WLAN Access Points support simultaneously multiple 3GPP networks (e.g VPLMNs). Subsequently a 3GPP subscriber with WLAN-UE outside the home network coverage area can dynamically choose the preferred visited network operator when connecting to an Access Point. The preferred network selection may be made by a smart client on the WLAN-UE based on factors like pre-configured preference list of visited networks or possibly user decision based e.g. on type of service or cost.

Solutions to the problem have been already proposed. For example through the usage of multiple SSIDs with each SSID identifying the VPLMN.  While this solution has merits it introduces some disadvantages in terms of either larger beacons (advertising all the SSIDs) or increased frequency (due to one beacon per SSID).  In some cases, depending on the implementation, the multi-SSID solution causes increased authentication delay and increased power consumption on the WLAN-UE.Our approach is different in that we have tried to overlay the solution onto the 802.1X framework as described in the next section. 

3. Network Selection over WLAN using an extension of EAP

The key issue behind network selection is that the WLAN-UE(or supplicant) does not have the appropriate or adequate information to choose the VPLMN. For example, once adequate information is available to the client, it may choose to authenticate itself with the appropriate network entity. Consequently, the critical issues are (1) definition of the appropriate network information made available to the WLAN user and (2) a suitable and efficient method to deliver the information to the client. 

Note: The details of the network information as well as the associated coding should be resolved through 3GPP stage 3 and IETF work. Nevertheless, we suggest standardization of a XML Schema for this information containing attributes like SSID, service types, charging information, etc.

3GPP has specified the use of EAP-SIM and EAP-AKA  for authenticating WLAN users. . Consequently, we propose EAP as the protocol to convey network information to the WLAN-UE to enable it to select appropriate authentication entities and authentication protocols- prior to user authentication.

 
Overview: 

As part of the overall network configuration, it is assumed that the Access Point is configured with a list of supported networks (e.g. VPLMN) as well as information related to type of network, supported services, as well as type of charging. Specifically, the AP contains an Information Element that can be conveyed to a WLAN-UE through EAP.  The network selection procedures start with the AP transmitting the Information Element to the WLAN-UE. Subsequently, a smart client on the WLAN-UE would use the information provided to perform network selection.. The WLAN-UEt would respond with an ACK or NAK depending on whether it wishes to associate with any network entity provided in the original message.  Subsequently, a typical authentication procedure follows between the WLAN-UE and an authenticator in the selected network. The following diagram provides additional detail through a message flow diagram. 

Proposed Signaling Flow
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Figure 1 - EAP-Info Message Sequence

The details are provided using a typical message sequence shown in Figure 1.

· The WLAN-UE associates with an AP using typical 802.11 procedures. Once associated, it starts the authentication process with an EAPOL start message.  

· The AP responds with a EAP-Request/EAP-Info message.

· The WLAN –UE receives the information and responds with an EAP-Info Ack or EAP-Info depending on whether it wishes to authenticate with the AP. 

· On receiving an ACK the AP initiates an EAP-Request/Identity message. The Mobile responds with an identity messages assigned by the network that it wishes to connect to. This initiates the typical EAP procedure as is specified today.

Note: This contribution is primarily intended to convey the idea of using an EAP based solution. Specifically, this contribution is NOT intended as a definition of the new EAP method. Specification of the messages, and headers would be done in a separate contribution directed to an IETF working group.

4. Recommendation

Add the proposed description for network selection based on the new EAP method in an informative annex to TS 23.234.
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