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1. Overall Description

SA3 would like to thank SA2 for the liaison on WLAN/3GPP simultaneous access. In the liaison SA2 asks SA3 to comment on the "potential security impacts of simultaneous WLAN and 3GPP access". In particular, SA3 is asked if simultaneous access has "any impact on networks fraud detection capability (for instance, multiple simultaneous authentication using the same SIM, multiple simultaneous online debit, etc.)".

SA3 has identified the following security impacts:

· In the case of access to the WLAN and 3GPP systems using the same USIM, it is possible that the 3G authentication vectors distributed to the WLAN and 3GPP systems may be used in an interleaving fashion. This is especially true if simultaneous access to the WLAN and 3GPP systems is permitted. Interleaving authentication may cause an increase in the rate of authentication failures due to synchronization failures. To keep the failure rate to a sufficiently low level the sequence number management part of the authentication mechanism therefore needs to support interleaving authentication. It is expected that the provisions in the specifications to support interleaving authentication between the CS, PS and IMS domains may have to be extended to support interleaving authentication with the WLAN domain. This could be done by adding an annex to the draft WLAN inter-working security specification, TS33.234. The annex would be informative because the sequence number management scheme can be operator-specific.

· The possibility for a user to connect simultaneously to a public network via WLAN and to a private network via 3GPP CS or PS access (or vice versa) may open up the possibility for an attacker on a public network to access the private network via the user’s terminal. However, this possibility exists using other access methods even if simultaneous WLAN/3GPP access is not supported. SA3 are studying similar issues relating to multiple simultaneous GPRS PDP contexts. This study will be extended to cover simultaneous access involving WLAN bearers and, if necessary, the appropriate specifications will be developed to address this issue.

2. Actions
None.

3. Dates of Next TSG SA WG3 Meetings:

	Meeting
	Date
	Location

	SA3#28
	06-09 May 2003
	Berlin, Germany

	SA3#29
	15-18 July 2003
	San Francisco, USA



















































































